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BBenenue

OnHuM U3 OCHOBHBIX (DaKTOPOB TOBBIIICHUS S(H(OEKTUBHOCTH MPOU3BOACTBA
ABISIETCST  oOecnedyeHre pabdoTOCIOCOOHOCTH — MPOMBILIUICHHOTO  O0OpYyIOBaHUS U
ONTUMAJIbHBIX TEXHOJOTUYECKUX PEXKUMOB C HCIHOJIH30BAHUEM aBTOMATU3WPOBAHHBIX
cucteM MoHuTopuHra u guarHoctupoBanusi (CMJI) coctosuusi 00bexToB. CTpemiieHue
NOJIYYUTh MAaKCUMAJIbHYIO MNPHUOBLIbL 32 cueT HP(DEKTUBHOTO HCIOIb30BAHUSA
MIPOMBITIUICHHOTO 00OpYIOBaHMsI, TIPOJICHHUSI pecypca €ro MCIOJIb30BaHUs, 00eCIIeueHre
O0e3omacHbBIX [JIsi 4YeJIOBeKa U OKPYXKaloIIeW cpelnbl yCIOBUW TMPOM3BOJCTBA -
0o0ycnaBIMBaeT HOBbIE TpPEOOBaHUS K CHUCTEMaM KOHTPOJIs, ONEPaTUBHOWU OIECHKH,
MIPOTHO3UPOBAHUS U BHIOOpA ONTUMAJIBHOW CTPATEruu MO MPEAYNPEKICHUIO aBAPUNHBIX
CUTyalluid U TUKBUJALUH UX MTOCIEACTBUA.

OcoOy10 akTyaJIbHOCTh B HAcCTOsILIEE BpeMs HpHoOpeTaeT mpobiema pa3paboTKu
METOJOJIOTUYECKUX MPUHILMIOB TOCTPOEHUS PACHPEACIEHHBIX aBTOMAaTU3HPOBAHHBIX
CUCTEM MOHUTOPWHTA U JUATHOCTUPOBAHUS MPOTSHKEHHBIX IPOMBIIUICHHBIX OOBEKTOB
(ITI1IO). 310 00YCIOBIEHO CIOXKHOCTBIO opranuzamuu  CMJI, npeaHasHaYeHHBIX IS
pelieHns 3aJlad HEeNpPEepbIBHOTO KOHTPOJIS,, AUArHOCTUPOBAHUS, NPOTHO3UPOBAHUS U
MPUHATHS PEIICHUHN IO YCTPAHEHUIO HEPETJIaMEHTUPOBAHHBIX COCTOSIHUM.

Borpocam mocTpoeHHsi CUCTEM MOHUTOPUHTA TOCBSIIEH OOIIMPHBIA TMEPEUYCHb
paboT OTEUECTBEHHBIX U 3apyOEKHBIX YUEHBIX, MPEACTABISIONIMX OpPraHU3AINH U
MIPOU3BOJICTBEHHBIE MPEANPUATUS pazinyHoro mpoduis. K aTomy mepedHto OTHOCSTCS
paboTtel MosraneBckoro A.B., Ilapxomenko ILII., Coromonsna E.C., buprepa MN.A.,
®omuna A.A., [I'mazynoBa JLII., IlaBnoBa b.B. - 3aJI0)KHUBIIMX OCHOBBI  TEOPUU
TeXHU4Yeckoil auarHoctuku. Cremyer ocobo oTrMmeTuTh padotel  [nymkoBa B.M,
NBaxuenko A.l'., bycnenko B.H., Kmupa /., Ty ., I'oncanec P., I'openuka A.JL., B
KOTOpPBIX  OOJBIIOE BHUMAHUE YIEJICHO TEOPETUYECKUM IPUHIIUIIAM TTOCTPOCHUS
aBTOMATU3UPOBAHHBIX CHUCTEM. BompocaMm mpakTUdeckoud pa3pabOTKH, BHEIPEHUS U
AKCIUTyaTallil CPeJICTB KOHTpoyis u auarHocThukd B coctaBe ACY TII nedrTenoObrun
nocBsieHbl pabotel A0ayiaesa A.A., A.B., Ky3sakuna B.., AnueBa T.M., CynraHoBa

b.3., Xpamona P.A., lllamma3zoBa A.M. u nenoro psjga Apyrux y4eHbIX.
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AHanmu3 W3BECTHBIX PA0OT MOKa3aj, YTO B TEOPHH YIPABJICHUS W MOHUTOPWHTA
MIPOMBITIUICHHBIX 00BEKTOB U3BECTHBI METOAOJOTUN TTOCTPOEHHUSI CUCTEM PaclOo3HABAHUSA,
NPOTHO3UPOBAHMS, MPUHATUS PEIIEHUH, OJHAKO OHU HE MOJHOCTHIO YYUTHIBAIOT
cnenu@uKy TOCTPOSHUS pPaCHpPENeNICHHBIX CHUCTEM MOHHTOPHUHTA TEXHUYECKOTO
coctosiHus pacnpeneneHHbix ACY, paboTalomux B YCIOBUSX NPOCTPAHCTBEHHBIX W
BPEMEHHBIX BO3MYIIEHUN, OOYCIOBICHHBIX AHTPOMOJOTUYECKUMH, KIMMATHYECKUMU U
TEXHOTE€HHBIMHU YTPO3aMHU.

Leab padoThbl — MOBBIIIEHUE ONEPATUBHOCTU M JOCTOBEPHOCTH METOJIOB KOHTPOJIS
TEXHUUYECKOTO  COCTOSIHUSI ~ PACHPENICTICHHBIX YIPABISIIONUX CUCTEM B YCIOBHSIX
BO3/ICHCTBUSI  MPOCTPAHCTBEHHO-BPEMEHHBIX  yIpPO3 Ha  OCHOBE  MOHHMTOPHHIA
HHPOPMAITMOHHBIX TOTOKOB. OQO0bekT mucciaenoBanua — ACY 1mpoTshKeHHBIMU
MPOMBINUICHHBIMU  OObekTaMu. IIpeaMeT mccienoBaHUA — METOAbI M CPEACTBa
MOHUTOPUHTA TEXHUYECKOro cocTosiHUuSL ACY MNpPOTSKEHHBIMU TPOMBIIIJIEHHBIMU
00BEKTaMH.

JIst fOCTHOKEHUS 1IeT B pab0Te MOCTABIICHBI CIASAYIONIUE 3a/1a4uu:

1 Paszpaboratb MIPOCTPAHCTBEHHO-BPEMEHHYI0 MoJAenb yrpo3 mist ACY
MPOTSKEHHBIM B POCTPAHCTBE OOBEKTOM.

2 Tloctpouth CTPYKTYypHO-GYHKIHOHATBHBIC, MATEMATHUYECKIE U UMUTAIIMOHHBIC
MOJIEIIH, TIO3BOJISIFOIINE UCCIE0BaTh OOBEKTHI 3AIUTHI, ONTUMUZUPOBATH TPATUIIMOHHBIC
METOJbI M CpeAcTBa HACHTU(UKAIUU TeXHUYeCKUX coctossHuid ACY  ymnpaBiieHUs
TPAHCIIOPTHBIM HE(PTEMPOBOIOM B YCIOBUAX BO3JEHCTBUS MPOCTPAHCTBEHHO-BPEMEHHBIX
yIpo3.

3 Tloctpouts MoOmenb ceTeBoro Tpaduka Kak WH(DOPMAIMOHHOTO MPOCTPAHCTBA
YCJIOBHO OECKOHEUHOTO 00heMa.

4 Pa3paboTtaTh METOJ OLEHKH TEXHMYECKOrOo COCTOSHUS pacnpeneneHHoil ACY
Ha OCHOBE MOHHUTOPHWHIA CETEBBIX TIOTOKOB WHGOpMAIMK (Ha MPUMEpPE CHUCTEMbI
TPAaHCTIOPTUPOBKU HE(PTETA30BOTO CHIPHS).

S5 PaspaboTtath M ucCCIENOBATb METOA KOHTPOJS AUPEKTUBHBIX YCTAaHOBOK B

pactpeneneanoit ACY pacnpeneieHHbIM 00BEKTOM.



6 Pazpabotathb METOJl TIOBBIIICHMS JKUBYYECTH TEJIEKOMMYHHUKALIMOHHOU
noacucremsl  ACY TII B ycnoBusiX pacnpeleleHHOW NpOCTPaHCTBEHHO-BPEMEHHOM
MOJIEIIN yTPO3.

7 TlpoBect  aHamu3 TEXHUKO-3KOHOMHUYECKON 3(PPEKTUBHOCTH pPE3YIHTATOB
HWCCIIeJOBaHUM.

8 PazpaGotarb peKkOMEHIALMU IO BHEAPEHHUIO METOJOB U CPEIACTB KOHTPOJIA
TeXHUUECKOTo cocTostHus pacnpeneiaeHubix ACY TII TpaHcnopTUpOBKU HEPTETa30BOTO
ChIpbs Ha npeanpusTusax OpeHOyprckoit odiactu.

Metoabl ucciaenoBanus. lcrnons3oBaHel METOIBI TEOPUH BEPOATHOCTH, TEOPUHU
MIPUHATHS PELICHUM, TEOPUHA ONTHMM3ALUHM CHUCTEM AaBTOMATHU3WPOBAHHOTO YIIPABIICHMS,
TEOpUH PACIIO3HABaHUs 00Pa30B.

Hay4Hy1o HOBM3HY pa0OThI COCTABJISAIOT:

— MOJEIb  pacllO3HAaBaHUS  TEXHUYECKOrO  COCTOSHUS  IPOTSKEHHOIO
IPOMBIIIJIEHHOT'O 00BEKTa HAa OCHOBE aCCOLIMATUBHO-MaKOPUTAPHOTO MOIX0/1a;

— METOJX KOHTPOJII IIOBEIEHHMs IMIOJb30BAaTENs, IMO3BOJLSIIOIIANA B  PEKUME
pEeaIbHOr0 BPEMEHU aHAIU3UPOBATH U NPEAYNPEKIaTh HECAHKIIMOHUPOBAHHBIE IEUCTBUS
oneparopa B ACY;

— METOJX pPaHXUPOBaHUA Yrpo3 Ha OCHOBE ACCOLMATUBHOIO  IIOAX0Ja,
IIO3BOJIAIOIINN ONPEACIATh CTENEHb AKTYAJIbHOCTH YIPO3bl B PsAYy yIPO3 B MOMEHT
PErUCTpalUU €€ XapaKTEPUCTHK.

HoBu3Ha anmapaTHO-IPOTrpaMMHBIX pPa3pabOTOK MOATBEPKAAECTCS IOJYYEHHBIM
MOJIOKUTENbHBIM PEIICHHEM Ha HW300pETeHHE W CBHUJIETEIBCTBAMHU O PErucTpaluu
MPOTrPaMMHBIX CPEICTB B YHUBEPCUTETCKOM (POHJIE TPOrpamm.

IIpakTH4Yeckas 3HAYMMOCTb U peajin3anus pe3yJabTaToB padoThI.

Pe3ynbpTaThl pa3pabOTKM MOTYT OBITh MCIOJB30BAHBI B CUCTEME MH(POPMALMOHHOM
0€30MacHOCTH B pa3MYHBIX OpraHu3alusaX M (upmax Ajii MOHUTOPUHIA CETEBOTO
TpauKa, BBISBICHHUS CETEBBIX AHOMAJIMM M HACHTU(UKALHUUA TMPOTEKAIOIIUX B CETU
coObITui. [lpy HMCHOJIB30BaHMM B CETEBOM QJIMUHUCTPUPOBAHWUU TOAOOHBIA MOAXO.
II03BOJIUT IOBBICUTH ONIEPATUBHOCTH B IPUHATUHN PELIEHNN B 3a/la4ax aHAJIU3a CUTyallui B

Tpaduke 00JbIIOro 00beMa Mo AOCTYITHOM COBOKYITHOCTH ()parMEeHTOB CBEJICHUN.
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Pa3paboTanHblii METOA MU TMPOTPAMMHOE CPEICTBO MOTYT HCIOIb30BATHCS IS
uACHTU(DUKAIIMY CUTyalluld U MOMCKAa aHOMAJIMK B OONbIINX 00BbEMax CeTeBOro Tpaduka.
[Ipu 5TOM HeT HEOOXOJUMOCTH B IPOBEPKH KAXKIOTO XOCTa CETH U MPOCMOTpPa BCETO
MOTOKAa CETEBOro Tpaduka Ha MPEAMET BBISIBICHUS HEXKEIATEIFHOTO COACPKUMOTO.

[Tony4yeHHbIE pe3yNbTaThl PEKOMEHIOBAHBI ISl UCIOIb30BaHUS HA MPEINPHUATUIX
OpenOyprckoit 00J1aCTH U APYTUX PETUOHOB, K KOTOPBIM OTHOCATCA: ['a3ompombicioBoe
ynpasieane "l'azmpom moOwsraa OpenOypr", OpeHOyprckuii raszomnepepadaTbIBaIOIINANA
3aBO/I, OOO '"Tasnmpom mepepabotka", Ilpeanpusarue «l'azmpoMm TpaHcras
ExarepunOypr», Komnanus «Ypansckuit nentp cucrem 0ezonacHoctu» (YLICB), OOO
"T"azmpoMuepTH-Opendypr".

JIoCTOBEPHOCTDH pe3y/IbTATOB MCCIE0BaHUI o0ecnieueHa anpoOHpOBaHUEM HUX B
Mpolecce MPOBEACHUS AKCIIEPUMEHTOB C HCIOIb30BAHHEM WHCTPYMEHTAIBHBIX CPEJICTB
cuctreMbl SCADA/TraseMod u >MysSITOPOB MPOTOKOJIOB TMPOMBIINIICHHOTO CETEBOTO
npotokosia TCP/ModBus.

OcCHOBHBIE pe3ybTaThl pabOTHI MOMy4YeHBI NpU (PpruHaHCOBOU noaaepxkke PODU u
npaBuTeiabcTBa OpenOyprckoit obmactu (mpoekt Ne 18-47-560012 «Ontumuzanus
METOJIOB KOHTPOJSI TEXHUYECKOTO COCTOSHHS PacCHpeelICHHBIX aBTOMATH3UPOBAHHBIX
CUCTEM B YCJIOBHUSX BO3ICHCTBUS MPOCTPAHCTBEHHO-BPEMEHHBIX YIpo3 Ha OCHOBE
MOHUTOPHHTA CETEBBIX WH()OPMAITMOHHBIX TTIOTOKOBY ).

PaGora conepxut 4 pasjiena, BBEJICHHE, 3aKIIOUYEHHE, CIIUCOK HMCIOJIb30BAHHBIX

HUCTOYHUKOB U3 120 HAMMEHOBAHMI U IPUIIOKEHHUSL.



Ilepeuennb cokpameHuii 1 0003HAYEHUI

B MoHorpaduu npuMeHeHb! CIeIyIoNMe COKpaIeHus U 0003HaYCHHUS.
IP-ampec - yHHKaNbHBIN CETEBOM aipec y3Jia B KOMIIBIOTEPHOM CeTH
AMII — acconimaTUBHO-MaKOPUTAPHBIN TTOJAXO/T
AIl — accounaTuBHas NaMATh
ACY TII — aBTOMaTu3UpOBaHHAs CHCTEMA YIIPABICHUS TEXHOJIOTMYECKUMH MPOLIECCAaMU
BKOC — 610K KOHTPOJIS 3JIEKTPUUECKUX CUTHAJIOB
BITJIA — OecniiIOTHBIN JI€TaTENbHBIN anmnapaT
BOJIC — BOTOKOHHO-ONTHYECKAS! JIMHUS CBSI3U
Wb — undopmarnmonHas 6€301acHOCTb
UM — ucrionHUTENBHBIA MEXAHU3M
NC — undopmarmonnas cucrema
KCHU - xmroueBas cucrema HHPOPMALMOHHON HHPPACTPYKTYPbI
JIDII — nuHuM dneKkTpornepenay
HCJI — HecaHKIIMOHMPOBAHHBIN TOCTYI
OC — onepanoHHas CUCTEMA
I[I9BM - nepcoHalibHAs JIEKTPOHHO-BBIUUCIUTEIbHAS MAILIMHA
IJIK — mporpaMmMupyeMmslIil JIOTHYECKHI KOHTPOJLIED
I1O — nporpamMmmHOE obecrieueHue
[ITO — npOTsKEHHBIN TPOMBIIIIEHHBIN 00BEKT
[I9MUH - no6ouHbIe 3JIEKTPOMAarHUTHbIE U3TyYEHHS U HABOJIKU
C3U — cpenctBo 3amuThl UHPOpPMaIIUU
CM/I - cuctema MOHUTOPUHTA U IMArHOCTUPOBAHUS
CT — cereBoii Tpaduk

TC — TeXHUYECKOE COCTOSTHUE
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1 3amaya KOHTPOJIS TEXHHYECKOT0 COCTOSHHMS pacnpenaeJeHHbIX
ABTOMATU3UPOBAHHBIX CHCTEM B YCJIOBHSIX BO3/1€iiCTBUA
NMPOCTPAHCTBEHHO-BPEMEHHBIX YIrpo3 M oOIpeaejeHHue TPeOOBaHMH K

METOJAaM U CPEACTBAM KOHTPOJISA

1.1 AKTyaJ'IbHOCTb 3aJavuu KOHTPOJIsA TEXHUYIECCKOI'O COCTOAHMSA
pPacnpeaciicHHbIX aBTOMATU3UPOBAHHBLIX CHCTEM B  YCJIOBHAX BO3I[€I>1CTBPIH

NPOCTPAHCTBEHHO-BPEMEHHBIX YIPo3

PaccmarpuBaemble B pa0oTe  paclpeiesieHHble  CHCTEMbl ~ MOHUTOpPUHIA
texuuueckoro cocrostHuss (PCM  TC) mnpoTsiKeHHBIX MPOMBIIUIEHHBIX OOBEKTOB
OTHOCSTCS K KATETOPUH KJIIOYEBBIX ccTeM HH(popmannonHon nudpactpykrypsl (KCHUN).
CucTteMbl JaHHOTO Kjacca, B cOOTBETCTBUU € nosokeHussMu OCTOK PO, npencrapisior
co0o0il MH(YOPMALIMOHHO-YIPABISAIONIME WIA HWH(OOPMALMOHHO-TEIEKOMMYHUKALMOHHbBIE
CUCTEMBI, KOTOpPbIE OCYIIECTBIISIIOT YIPABICHUE KPUTUYECKHM BAXHBIMH OOBEKTaMU
(mpoueccamu), B pe3yJbTaTe JAECTPYKTUBHBIX HMH(POPMALMOHHBIX BO3JIECHCTBHIA Ha
KOTOpPBIE MOXKET CJOXHUTBhCS 4pe3BblYaliHasg CUTyalus WM OyAyT HapyllEHBI
BBIMIOJIHSIEMbIE CUCTEMON (YHKUMM YIOPABICHHUS CO 3HAYUTEIbHBIMU HETATUBHBIMU
MOCHEICTBUSIMU [25].

Cnemudpuxa KCHUU, kak 3amuinaeMoro 0O0BEKTa, OMPEACNISCTCS CIEIYIOIMUMU
XapaKTEepPUCTUKAMMU:

- MPOTSKEHHOCTh MPOMBIIUIEHHOTO 00bEKTa B MIPOCTPAHCTBE, B YaCTHOCTHU, OOIIast
MPOTSHKEHHOCTh HedTe- U ra3onpoBoaoB 1Mo OpeHOyprckoid 00JacTu cocTaBisieT Ooliee
6600 kM, a o Poccuu B 1niestom — 6oitee 250 ThIC. KM;

- pacupeneneHHOCTs B IpocTpaHcTBe nojacucreM ACY TpaHCHOPTUPOBKOM
He(dTe-ra3onpoIyKToB 0 TPyOOIpoBOIaM;

- MEPEMEHHBIII BO BPEMEHH M B NPOCTPAHCTBE XapakTep yrpo3 Ha OOBEKTHI

unpopmatuzaumu  ACY, 0OyCNOBIEHHBIM  pa3iIWyHbIMM  reorpadUyecKuMH U
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KIIMMAaTUYECKUMH OCOOCHHOCTSIMH PETHOHOB, OMPEACISIONINN pPa3IMIHbIE TapaMeTPhI
MOJCUCTEM IO MEPUOAUYHOCTH, CE30HHOCTU U CTOXAaCTUYHOCTHU UX MPOSBICHUSI.

Jns  paccmarpuBaemMoro Tuna ACY Hambonee XapakTepHbl paziuyus B
XapaKTepUCTUKAX YIPO3 AHTPOMOTCHHOTO, TEXHOTEHHOTO W MPHUPOJHOIO THUIOB, YTO
onpenensieT crneuuuky 3anad MOCTPOCHUS MOJENIU YIpo3 MOJ KakAyl IOJICUCTEMY
ACY, TOnoJIOruuecKku pacrpeesieHHYIO B 3aJaHHOM reorpauyeckoM peruoHe.

CymiecTBeHHass 9acTh PUCKOB IMPHU HCIOJIB30BAHUHM WH(POPMAIMOHHBIX MOJACHCTEM
ACY nma opraHus3alydd BO3HMKAET BCIEICTBHE HECAHKIIMOHMPOBAHHBIX JCHUCTBUM C
uHpoOpMalel co CTOPOHBI COTPYAHHMKOB. Jl[aHHbBIE IEHCTBHUS SBISAIOTCA, B MEPBYIO
ouepeqlb, CIEICTBUEM  TMOJYy4YCHHUS  JIMLIOM, TMPOBOJAIIMM  TakKWe  OIepaluH,
HECaHKIIMOHUPOBAHHOTO J0CTyNa K MHOOPMAIMOHHBIM PECYpCaM U CUCTEMAaM.

OcHoBHasi 4YacTh YyOBITKOB OpraHM3allUd SIBJISIIOTCS  CJIEACTBUEM  BIIOJHE
OTpeIeTICHHBIX JEHCTBUN mepcoHana. [IpuunHON 3TUX AEHUCTBUN MOTYT OBITH OIIMOKHU
MEepCOHAJla, YMBICEJ, XaJlaTHOCThb, JMOO OE30TBETCTBEHHOE OTHOUICHWU K CBOUM
003aHHOCTSIM.

Tak, corjmacHO UCCIEAOBAHUIO AaHAIUTUYECKOW Ciyx)Obl Kommanuu «Kon
6e3omnacHoctn», yrpoza HCJl co cTopoHbI COTPYIHUKOB (TIOJIH30BATENIEH KOMITBIOTEPHOI
CUCTEMBI) 3aHMMAeT IEePBOE MECTO Cpelud Yrpo3 HHPOPMAIMOHHON Oe30MacHOCTH
KOMIIBIOTEpHOU cucteme. CtaTuctuka yrpo3 npenacrasieHa Ha pucyHke 1 [10]. CormacnHo
MCCJIEI0BAaHMIM, HAanOOJee akTyalbHbIMH YIpO3aMu UH(OPMAIIMOHHON 0€30MacHOCTH IS
OOJBIITMHCTBA POCCUMCKUX KOMITAHUM OCTalOTCSI BHYTpEHHUE (DaKTOPHI.

B uactHocTH, 25 % ONpOIIEHHBIX CYUTAIOT, YTO HAUOOJBIIYIO OMNACHOCThH IS
KOMIIaHUU MPEJCTABIISIIOT HECAHKIIMOHUPOBAHHBIE ICHCTBUSI COTPYAHUKOB IIPU 00pabOTKe
TEXHOJIOTHUYECKOW HHpOopMaIu (IIepBOE MECTO).

Btopoe MecTo 3aHuMaeT noTtepsi/kpaka KoHpuaeHmanpHou unpopmaiuu (23 %).
Tpetbe mMecTo B peittunre yrpo3 (19 %) 3aHMMarOT BHEIIHHE YIPO3bl, CBSI3AHHBIE C
pacnpoCTpaHEHUEM BPEIOHOCHBIX TMporpamMMm. 14% ONpOIIEHHBIX CYUTAIOT, YTO
CEephe3HbIC PHUCKH [IJII KOMIIAHWUU HeCyT araku u3 cetu Hurepuer. Ilsroe mecro

MOICTIAITN MEXTy COOOM MIMUOHCKUE MporpaMmbl U criam [10].

12



CrarucTuka akTyaJlbHBIX YTPO3 HHGOPMAIIMOHHON

6630HaCHOCTI/I KOMHBIOTGpHOfI CUCTCMBI
M ATaKka 13 IHTepHeT

M Bupycebl, Yepsu
HC/, coTpyAHMKOB K

KoHbMAEHUMANbHOM MHPOPMaLUK
MoTeps/Kpaxa KOHOUAEHUMANbHOM

MHPopMmaLum
0,
B Cnam
M LLInnoHcKMe nporpammsl
W [lpyrune

Pucynok 1 — Cratuctuka akTyallbHBIX YIPO3 HHPOPMALMOHHOM

0€30MacHOCTH KOMITbIOTEPHOW CUCTEMBI

[IpoBeneHHBIA aHATU3 TEOPETHUYECKUX M TMPHUKIAJHBIX paboT Mo mpodieme
oOecrieueHuss HaASKHOCTH GyHKIMOHUpoBaHUs ACY NpoTsSKEHHBIMH O0OBEKTaMU
nokasaj cleayolee:

- B HACTOSIIEE BpeMsi paccMaTrpuBaeMoOl mpoOjeMe yaAeslsieTcs O00JIbIIoe
BHUMAaHHE CO CTOPOHBI HAYYHO-UCCIIEOBATEIILCKUX U MTPOU3BOJACTBEHHBIX OpPraHU3aIiil B
Poccun u 3a pyOexoM, IpHUMEPOM 3TOMY SIBJISTFOTCS pa3paOOTKH TaKUX OpraHU3aIfil Kak:
00O «VYpansckuii llentp Cucrem bezonacHoctn», 3A0 «OMEI'A», npennpustue
«llerpoJlaiiT» U Henblil psia APYTUX;

- HECMOTpsI Ha TIOBBIIIICHHOE BHHMAHHWE CO CTOPOHBI HCCIeIOBaTelied u
pPa3pabOTUMKOB, a TaK)KE CIEIUAIMCTOB IO JKCIUTyaTallud ATUX CHUCTEM, CYIIECTBYIOT
pe3epBbl TOBBIMICHUS 3(PPEKTUBHOCTH HCIOIB3YEMBIX METOJOB W CPEICTB Ha OCHOBE
MOBBIIICHUS] TIPOU3BOJUTEILHOCTH H  JIOCTOBEPHOCTH METOAOB  HJACHTH(DHUKAIIUN
cocrossauss ACY ¢ mpuMeHEHHWEM JOCTYIHBIX HH(OPMAIMOHHBIX PECYPCOB KaHAJIOB
nepeadyd JaHHBIX M TOBBIMICHHEM 3((GEKTUBHOCTH HCIOJB30BAHUS CYIIECTBYOIINX
CPEIICTB Mepeavn TaHHbIX;

- aHAJIN3 COBPEMEHHBIX METOJOB U CpelnctB obecrneueHus 3GhHEKTUBHON

paboThl CHUCTEM  YIIPaBJICHHWS BBIIBWJI  aClEKThl  COBEPIICHCTBOBaHUS  0a30BOM
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METOJOJIOTUM TOCTPOEHUSI CHUCTEM YIPABJICHHS, peaTn3alus KOTOPBIX MO3BOJISIET
MOBBICUTH TPOU3BOJUTENBHOCTD, JTOCTOBEPHOCTh, HAJECKHOCTh M MOJHOTY KOHTPOJIS
TEXHUYECKOTO COCTOSIHHUSI DJIEMEHTOB CHCTEM, a TAaKXE€ KOHTPOJS H3MEHEHHUS HX
TEXHOJIOTUYECKOTO COCTOSIHUS;

- OOJIBIIMHCTBO CYIIECTBYIOIIMX METOJIOB PpEIICHUS MPOoOJeMbl KOHTPOJIS
TEXHUYECKOTO  COCTOSIHUSI B ABTOMATHU3MPOBAHHBIX  CUCTEMAaxX  YNPABJICHUS
Y3KOHANPABJICHbI, 3a4acTyl0 IOCBAIICHBI BOIPOCAM MOAJEPKAHUST KOHKPETHOIO
TEXHOJIOTMYECKOTO0 TMpolecca W HE YUYUTHIBAIOT psAd  OpoOsieM, CBS3aHHBIX C
pacnpeneneHHOCThIO aBTOMAaTU3UPOBAHHBIX CUCTEM, OOBITTIIM 00beMOM
HUPKYJIUPYIOLEN B HUX UH(OpMalnu, 3aTpyAHSIONINX MPOIECCHl €€ Mepelauyn U aHalInu3a,
BO3JICUCTBUS PA3IMYHBIX AHTPOIOTCHHBIX, KIMMATHYECKUX M TEXHOTEHHBIX (PaKTOpPOB,
CO3/IAI0IINX YIPO3bl 0€30MaCHOCTH PAO0OTHI ATUX CUCTEM;

- Mepbl oOecrieueHus] (YHKIIMOHATBHOW O€30MaCHOCTH, PEaIM30BaHHbBIC IS
CHUCTEM YIPABIICHUS TEXHOJIOTMYECKMMU IPOLECCAMU, KAaK IMPABUIIO, HE PACCUMUTAHbI HA
HECAHKIIMOHUPOBAHHOE JICUCTBUE YAAJICHHBIM HapyUIUTEIEM WU 3JI0ynoTpeOseHue
BHYTPEHHUM I0JIb30BaTEIEM. DTO MOXET MPUBECTH K MAryOHBIM TOCIEICTBUSM JUIS
TEXHOJIOTUYECKOTO Tpoliecca, 000pyA0BaHUsI, *KU3HU U 3A0POBbs JIIOJIeH U O€30MaCHOCTU
OKPYKarOIIEH CPEIBI;

- IIPOCTPAHCTBECHHAS pacnpenesieHHOCTh  aBTOMATHU3UPOBAHHBIX  CUCTEM
YIIPaBJICHUSI YBEIIMYMBACT BEPOSITHOCTh BO3ACHUCTBUS PA3JIMYHBIX AHTPOIIOTE€HHBIX,
TEXHOT€HHBIX U KIIMMAaTUYECKUX YIPO3.

[lepeuncnennbie BbIMIE (PAKTOPhl MPUBOAAT K HEOOXOAMMOCTH ONTUMHU3AINHU
METOJIOB KOHTPOJII TEXHUYECKOTO COCTOSIHUSA PACHPEACICHHBIX aBTOMATHU3UPOBAHHBIX
CUCTEM B yCIIOBUSAX BO3JCHCTBUS MPOCTPAHCTBEHHO-BPEMEHHBIX yTPpo3. DTO 00YCIOBICHO
HEO00XO0JIUMOCTHIO JIOCTOBEPHO UJICHTU(PUIIUPOBATH BO3HUKHOBEHHUE
HEpEerIaMEHTUPOBAHHBIX CUTYallui, ONEpaTUBHO pearnpoBath Ha MHIKUAECHTHI B ACY TII
Y IPUHUMATH PELIEHHUS 110 UX HEUTPATU3ALUU.

Takxe HEeMaJTOBaAXKHO OTMETUTH, UTO aBTOMATU3WPOBAHHBIE CUCTEMBI YIIPABICHUS
TEXHOJIOTUYECKMMU MPOLECCAMU AaKTUBHO MCIIOJB3YKOTCS HA MHOXECTBE NPENIPUATHI

OpenOyprckoit 00J1acTH Kak MPOU3BOJICTBEHHBIX, TAK M HEMPOU3BOJACTBEHHBIX CEKTOPOB
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SKOHOMHUKH. 3a4acTyr0, MOJOOHBIE CHUCTEMBI COCTOSAT M3 MHOXECTBA TEPPUTOPUAIBHO
pacnpezienieHHbIX Moaynel. Takoe pacrmpeneneHre OOYCIOBICHO POCTOM KOJMYECTBA
KOHTPOJIUPYEMBIX TApaMETPOB, YBEIMYEHUEM TEPPUTOPUHM, HA KOTOPOM JIOJHKHA
¢dbynkmonupoBatb ACY TII, a Takke yCcI0KHEHUEM aJITOPUTMOB yIIPABICHUSI.

[To oroit npuumnHe 111 OpeHOYpKbsl, Kak OJHOTO M3 BEAYLIUX PErHOHOB
HedTera3oBoi NpPOMBINUIEHHOCTH B Poccuu, 3aaya ONTUMHU3AILMKU METOJOB KOHTPOJIS
TexHu4deckoro cocrosiuus pacnpenencHabix ACY TII o0wekToB HedTe- U Ta30100b9U

ABJACTCA aKTyaHBHOﬁ.

1.2 Anaautuveckuii 0030p myOJanKanuii mo reMe padoTbl

[{enb mpoBeieHHOTO 0030pa: HA OCHOBE aHANIN3a AKTyaIbHOU MH(OpMAIIMK IO TEME
paboOThl ONpPEAENIUTh KOHLETIHIO €€ UCCIIEI0BAHUN.

AHanmu3 COBPEMEHHOI'O COCTOSHHSI pacCMaTpUBAaEMbIX 3aJad IO Marepuaiam
COBPEMEHHOW  HAay4YyHOM, TEXHMYECKOM  IEPUOAMKH, IATEHTHOW  JUTEpaTyphl,
KOH(pEepeHIIM U APYTruxX aKkTyaldbHbIX MHTEpHET-pecypcoB MO3BOJIMI Pa3OUTh NMEpEeueHb
nyOaMKauil Ha TPy, COAepKaIINeE:

- CBEJICHHUSI, ONIPEIEISAIOIINE COBPEMEHHBIN YPOBEHb pacCMaTPUBAEMOM MPOOIIEMBI;

- CBEJICHMS, SIBJISIFOLMECS aHAJIOTaMU IPOBEICHHBIX HCCIIEIOBaHUM;

- CBEJICHUS, MTO3BOJISIOIINE BBISIBUTh HHCTPYMEHTAIBHBIA U METOJUYECKUN ACTIEKTHI
HCCJICIOBAHUN;

- CBEJICHUS KOHIIENTYAJbHOTO XapaKTepa, ONPEAEISIFONIME CTPATETHIO, TAKTUKY
Y TIEPCHEKTUBbBI UCCIIEI0BAHUIA;

- CBEICHUS, HCIOJb3YEMbIE IPU PEUIEHUM YacTHBIX 3aJa4 ONTHUMHU3aluu
METO/I0OB U CPEACTB CUCTEMBI MOHUTOPHHTA.

K nepBoil rpymnmne mnyOiauMKanuii OTHECEHBbI TPYAbl M3BECTHBIX YYEHBIX H
pa3pabOTUYMKOB CHCTEM MOHUTOPHHTA COCTOSIHMS He(Tera3oBoro oOOpyIOBaHUS U
TPAHCIOPTHBIX TPYyOOIPOBOIOB. B yacTHOCTH, K HUM OTHECEHBI paboThl AOayiaeBa A.A.

[1], Bacrorunckoii C.M. m Xanc-Xpuctuna Illtybepa [31], I'acmapsama I'.C. [35],
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Jlateiiea JI.H., HaceipoBa 3.P. [54], Octuany B.M. [65], Baiinmtoka C.M., HoBocenoBa
B.B., IIpoxoposa A.Jl., llammazoBa A.M. [102].

AHanu3 3Tux pabOT TO3BOJMJI  OMNPEACIUTh OCOOCHHOCTH  IMOCTPOEHUS
paccMaTpUBAEMbIX CUCTEM JJI PA3IUYHBIX 00OBEKTOB aBTOMATU3AIINH, BBISIBUI TUHAMUKY
Pa3BUTHS METOJIOB U CPEJICTB MOHUTOPHHTA.

Ko Bropo#i rpynme nyOnuKanuii OTHECEHBI MMyOJMKAIMU, XapaKTepU3YIOIInue
KOHKPETHBIE METO/IbI, CPEACTBA U TEXHUYECKHUE PEIICHUS, HAIpaBJICHHbIC HA MOBHIIICHUE
TEXHUKO-?KOHOMUYECKHNX XapaKTEPUCTHK CUCTEM MOHUTOPHHTA.

K HUM OTHECEHBI TPYIBI aBTOPCKUX KOJUICKTHBOB, MPEACTABICHHBIX B padoTax [11,
46, 48, 51], nucceprallMOHHBIE UCCAEAOBAHUA [S55, 59| M psin NATEHTHBIX MAaTEPUATIOB [68,
71, 74, 76]. Ananu3 5ToM Tpynmbl MyOJIMKalUA TMO3BOJUI OMNPENEIUTh COBPEMEHHOE
COCTOSIHME W HAIlPaBJICHHOCTh HAYYHBIX U MPAKTUUECKUX UCCIETOBAHUM TTO TeMe PadOTHI.
B yacTHOCTH, NAaTEHTHBIM aHAIN3 TEXHUYECKUX PEIICHUN MO3BOJIWI ONPEAEIUTh U
000CHOBaTh CTENEHb HOBHU3HBI IOJYYCHHBIX aBTOpPAMM pelIeHUuN mpu pa3paboTke
anmapaTHO-TIPOTPaMMHBIX CPEACTB paclo3HaBaHUsI 00Pa30B.

K Tperheit rpymme OTHECEHbl MyONHMKAllMK, TO3BOJIUBIINE  ONPEICTUTh
METOMYECKYI0 HANPaBICHHOCTh ncciaenoBanui. K Hum otHecensl nonoxenus ['OCTos,
Kacarollyecsl MpeIMeTa HCCIEIOBAHUS, B YACTHOCTU, MaTEpHUalibl, MPEICTABICHHBIE B
pabotax [37, 38], pykoBomsauiue matepuansl ®CTOK PD [25, 58, 62, 79, 81, 85, 96], a
TaKKe Wb psia MyOauKalui METOAUYECKOro XapakTepa MO TEOPUU HaJIeKHOCTH,
CHEKTPaJIbHOTO aHalin3a, MAacCOBOTO OOCITY)KMBAHUS, aHalIW3a W MPOTHO3UPOBAHUS
BPEMEHHBIX PSIZIOB, OpPraHM3allUd CUCTEM 3allUThl HHGOPMALMM M aHallh3a HX
saddextuBHOCTH [24, 26, 27, 34,41, 43,47, 50-52, 64, 77, 84, 93, 104-108].

K derBepToii rpynme OTHECEHBI MMyOJIMKAIIMH, TTO3BOJIUBIINE OMPEIETUTH OCHOBHYIO
KOHIICTIIIUIO M TIePCIIEKTUBBI UCCIenoBanmid. B wactHOoCcTH, B pabotax [9, 12, 14-17, 31,
109] Ha ocHOBe aHanIM3a MEepeyHs 3a7ay, PElIaeMbIX B CUCTEMAaX MOHHUTOPUHIA CJIOKHBIX
MIPOMBIIIUICHHBIX OOBEKTOB, OMNpEJeicHa B KayeCcTBE OJHOW W3 OCHOBHBIX, 3aja4a
pacrio3HaBaHusi 00pa3oB U BOIMPOCHI, CBSI3aHHBIEC C MOBBIIICHHUEM d()DPEKTUBHOCTH METOI0B
U CPEJICTB OINEpPATUBHOW WAEHTU(DUKAIMN TeXHHUeckux coctossHuit ACY ymnpaBieHus

TUMH 00BEKTAMH.
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Bormpocs! noBeimenus 3pGEeKTUBHOCTH METOAOB U CPECTB PacOo3HaBaHUS 00pa30B
BXOJSIT B MEPEUYEHb AKTYaJIbHBIX B TEOPUU M MPAKTUKE YMPABICHUS, MOCKOJIBKY OT
KayecTBa OICHKU COCTOSIHMSI OOBEKTOB 3aBUCUT oOmas 3¢pGEeKTUBHOCTh pabOThI
YOpaBISIIONUX cucTeM. HecimyuyaitHo 3Ta 00/1acTh HAXOMUTCS B 30HE 0COOOTO BHUMAHUS
YUEHBIX, TMPEACTABISIONIMX pa3jU4Hble acleKThl d3Toi mpobiembl. B pabGote
UCIIOIb30BaHbl HAYYHbIE U MPAKTHUYECKUX MOJIOKEHUS, NPEACTaBICHHbIE B Tpyaax: A.l.
NBaxHeHKO - 110 camoopranuzaiuu pacrno3Haromux cucrem; Cumankosa B.C. u Jlynenko
E.B. - M0 npuMEHEHHIO paclO3HAOIINX CPEACTB B cucTeMax ymnpasieHus; Y. Ilupca - mo
BOIIPOCaM OOECIICUEHUST HAICKHOCTH KOMITBIOTEPHBIX CUCTEM; B TEXHUYECKUX PEIICHUSIX
OTEUECTBEHHBIX U 3apyOECKHBIX Pa3pabOTUHKOB.

OpnHoll U3 3a/1a4 HACTOAIIUX UCCIECAOBAHUN SIBISETCA CUCTEMATU3alus IPUHIIUIIOB
MOBbIIIEHUS 3P(HEKTUBHOCTH METOAOB Paclo3HaBaHUs 00pPa30B HA OCHOBE aCCOLIMATUBHO-
MaxoputapHoro nojxosna (AMII).

[Io MHEHHIO aBTOPOB, 3TOT ACIEKT HEJOCTATOYHO MPEJCTABICH B COBPEMEHHOM
auTepaType MO TEOPUHM U TPAKTUKE paclo3HaBaHHWs 00pa30oB, UTO HE IMO3BOJISIET B
JNOJKHOW MEpe HUCIOJIb30BaTh BBICOKUM TEXHUYECKO-DKOHOMUYECKUI MOTEHIMAT 3TOrO
MOJX0Jla B COBPEMEHHBIX CUCTEMaX pacro3HaBaHUsI 00pa30B.

AKTYyaJnbHOCTh BBIOPAHHOTO HAIpPAaBIEHUS ONTUMM3AIMU CPEJICTB PACIO3HABAHUS
o0pa3oB ompejesieHa, Kak »dTO TOKa3aHO HWXKE, MHUPOKUMH BO3MOXKHOCTSIMU
COBEPILIEHCTBOBAHMSI CPEJICTB pacno3HaBaHus 00pa3oB Ha O6aze AMIL.

K nmaroit rtpynme w©3 pacCMOTpPEHHBIX MyOJIMKalMii OTHECEHBI PaboTHI,
HCIIOJB3YEeMbIE TIPU PEIICHUH YACTHBIX 3a7a4 ONTUMU3ALUA METOJOB U CPEACTB CUCTEMBbI
MOHUTOpUHTA. B wyacTHOCTH, MyOJMKaIMK, MOCBSIIEHHBIC BOMPOCAM HMHTAI[MOHHOTO
MOJICIIUPOBAHUSI CETEBOTO Tpaduka Kak HMCTOYHMKA WHOOPMAIMU C HCIIOJIb30BAHUEM
MPOTOKOJIOB, UCMOJIb3yeMbiX B cucTeMax cBsa3u ACY TII; myOnukainuu, cBsI3aHHBIE C
KOHTPOJIEM MOBEAECHUS MOJIb30BATENSl B CETEBBIX CTPYKTypax. AKTYyaJbHOCTh JTaHHBIX
WCCJICIOBAaHUM OTpe/ieyieHa CIenu(PUKON yIpaBiICHUS Pa3IUYHBIX MPOMBIIIIEHHBIX
00BEKTOB U, COOTBETCTBEHHO, OCOOCHHOCTSIMU UCCIE0BaHUs UX cocTosiHuM. K nepeunto

ATUX MyOJIMKAlUA OTHOCSTCS, KaK pabOThl KOJIIET MO JaHHON 0OJaCTH HWCCIEeIO0BaHUA,
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Hampumep: [29,30,36,40,42,44,45, 57, 60, 63], Tak u aBTOpCcKuE pa3pabOTKH, B 9aCTHOCTH
[1-8, 17-22, 32-33, 56, 67,69, 72,73, 75, 90,91].
Pe3ynpTaThl aHATUTHYECKOTO 0030pa MPEACTaBICHHBIX PAa0OT ONMPEACIUIN IEb,

OCHOBHBIC 3aJJa4M UCCJICIOBAHUM.

1.3 HpOCTpaHCTBeHHO-BpeMeHHaH MOJ€Jb YIpo3 /Jsd PpacnpeacaicHHbIX
ABTOMATHU3UPOBAHHBIX CHCTEM MOHMTOPHHI A TEXHHIECCKOI'0 COCTOSAHHUA

NMPOTIHKEHHBLIX B IMMPOCTPAHCTBE 00bEKTOB

[Ton yrpo3zoit 6e3omacHocTu uMHpopmanuu B KCHUUW mnoHumaeTcs COBOKYIMHOCTh
yCIIOBUM W (DaKTOPOB, CO3MAIOIIMX MOTEHIMAIBHYIO WM PeajJbHYI0 CYIIECTBYIOIILYIO
OTMACHOCTh HECAHKIMOHMPOBAHHBIX U (WMJIM) HENpPEIHAMEPEHHBIX BO3JACHCTBUM Ha
uHdopmaruto, oopadateiBacmyro B KCHUUM, u cnocoOHBIX MPUBECTU K BO3ZHUKHOBEHUIO
YpE3BbIYAMHBIX CUTYallMd WM K HapYIICHUIO BBIMOJHSAEMBIX CHUCTEMON (QYHKIUN CO
3HAYUTEJIbHBIMU HETAaTUBHBIMM MOCJIECACTBUSAMU [25].

Knaccudukanusa yrpo3 wundbopmammonnoir 0Oezomacnoctu  (Mb) KCHUU B
cooTBeTcTBUH ¢ JokyMeHTaMu @CTOK P® npencrasiena B [Ipunoxennn A [25].

CornacHo stoit knaccudukanuu yrpo3sl b B KCUU knaccupuuupyroTcs mo
CIEAYIOIIUM MTPU3HAKAM:

— 10 0OBEKTY BO3/ICUCTBUS,

— M0 XapakTepy HapyliaeMoro CBOWCTBa 3alllUIaeMoil  HUH(pOpMaIuu
(comepxaHUIO 1ECTPYKTUBHOTO BO3JICHCTBUS);

— crocoOy (Tury KaHaia).

VYrpozsl Wb, peanmusyemble B OTHOLIEHWHM HUHGOpPMAIMKM HHPOPMALIMOHHO-
M3MEPUTEIBHON TOJICUCTEMBI, BIUSIOT HA MPOLECCHI, MPOXOISALIME B YIPaBIAIOLIEH
MOJACUCTEME, TaK KaK HapyLIEHHUE LEJIOCTHOCTU (MOMJIMHHOCTH), AOCTYMHOCTH 3TOMN
nHpOpMAIIUU MOXET TMOBJMIATH HAa XOJ W MPAaBWIBHOCTH MPHUHSITHS YIIPaBISIIONIEH
MOJACUCTEMON PEIICHHH 10 YOPaBJICHUIO TEXHOJOTMYECKHMMHU MPOUECCAMH  WJIU

ytementamu KCHUMN.
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Crennduka 3aIUIIIAEMOTO o0BeKTa OTIpeIESACTCS CIIeIYIOITUMU
XapaKTePUCTUKAMH:

- MPOTSHKEHHOCTHIO MPOMBIIIIIEHHOTO O0OBEKTA B MPOCTPAHCTBE;

- pacmpelleieHHOCThI0 B mpocTpaHcTBe mnojacucteM ACY  TpaHCIOPTHPOBKOI
HedTe-Ta30npoayKTOB MO TPYyOOIpoBOAaM;

- TMEpPEMEHHBIM BO BPEMEHHM U B IMPOCTPAHCTBE XAPAKTEPOM YIpo3 Ha OOBEKTHI
uadpopmatuzammu ~ ACY, 0OyCIOBICHHBIM  pPa3IMYHBIMH  TreorpadUuecKuMH U
KJIMMAaTUYECKUMH OCOOCHHOCTSIMA PETHOHOB, OMPEACISIONIUM pa3InyHbIe MapaMeTphbl
MEPUOANYHOCTH, CE30HHOCTU U CTOXACTUYHOCTHU UX MPOSBICHUSI.

Jns paccmarpuBaemoro B pabdote thna ACY HamOoliee xapakTepHbI pa3audus B
XapaKTEPUCTUKAX YIPO3 AaHTPOMOTEHHOIO, TEXHOTEHHOTO W MPUPOJHOTO THUIA, YTO
omnpenenseT cnenuduky 3aj1ad MOCTPOCHUSI MOJIEIU yrpo3 sl Kaxkaon nojacucremsl ACY,
TOTIOJIOTMYECKH PACIIPEICIICHHYIO B 3a/IaHHOM reorpaduyeckoM peruoHe.

B Tabmune b.1 B mpuioxenue b mpejicrtaBieH nepedyeHb aKTyadbHBIX YIpo3 W3
pa3paboTaHHOM aBTOpaMHu padbOThl Mojenu yrpo3. Hymepanus yrpo3 B Tabiuile uMeeT
PETHCTPAllMOHHBIN XapaKTep, HE CBS3aHHBIM CO CTENEHbI0 WX aKTyaJbHOCTU. AHaIu3
yrpo3 TOKa3ajld, YTO B OTHOWIEHUH WHPOPMALUA HU3MEPUTEIHHO-UCTIOJIHUTEIBHOU
[TOJICUCTEMBI aKTyaJbHbI clieayronme yrpo3sl Ub:

- HapYUIECHUS 1EJIOCTHOCTU MHGOPMAIINH, COJepKalell KOMaH bl YIIPaBICHUS
00BEKTOM (TIPOLIECCOM);

— OsiokupoBaHus UHGOPMAIMU, COAEpKAIlle KOMaHIbl yIpaBieHUsS 00BEKTOM
(iporieccom);

— HapylIeHUsI LEJIOCTHOCTU (MOMJIMHHOCTH WHGOpPMAIUK), OTHOCSIIEHCS K
MPOTPAMMHOMY OOECIEUCHUIO W3MEPUTEIbHO-UCIIOTHUTEILHON MOJACUCTEMBI C IIEbIO
HapYIIEHUS WU U3MEHEHHUS JIOTUKHU €€ paOOoThl.

B ortHomeHun wHOpMAIMK TMOACUCTEMBI BHEIIHETO YIPABJICHUS aKTYyaJIbHBI
yrpo3ssl Ub [58]:

— HapyIIeHUs [EeTOCTHOCTH WH(MOPMAIUH, CoJepKaield KOMaH bl YITPaBICHUS

OT BHEITHUX 0O0BEKTOB (IIPOIIECCOB);

19



— OnmokupoBaHus WHGOPMALMU, COAepXk alled KOMaHAbl YIPaBICHUS OT
BHEIITHUX O0BEKTOB (IIPOIIECCOB);

— HapylIeHUsT 1EJOCTHOCTH (TMOUIMHHOCTH) UWHGOpMAIMKU, COJepKalen
akTyanbHble JaHHble O cocrtosHun KCHUUW u ero KOMIOHEHTOB, MPEIOCTaBIIEMOU
YIOPaBISIONIEH MOACUCTEMON BHEIIHUM 00BEKTaM (Tporieccam);

— HapylIeHUsT JOCTYNMHOCTH (aKTyaJlbHOCTH) WH(POpPMALUU, COAEpKalllen
akTyanbHble JaHHble O cocrtosHun KCHUUW u ero KOMIOHEHTOB, MPEIOCTaBIIEMOU
YIOPaBISIONIEH MOACUCTEMON BHEIIHUM 00BEKTaM (TIporieccam).

Uepe3 mnporpaMMHO-aIapaTHbIE KOMIIOHEHTBl ASTOH IOJCUCTEMBI BO3MOYKHA
peanu3anys:

— YIPO3 HECAHKIIMOHMPOBAHHOTO MOAKIIOYEHHS K KaHAJIaM MepeJauu TaHHbIX U
TPAH3UTHBIM YCTPOMCTBAM B LEJAX: ChEMa, MOIU(DHUKALMU, OJIOKUPOBAHUS MEpeaayH,
HUPKYJIUpYIOUIE B 3THX KaHamax MHpopmauuu U (WIM) peanu3alud  yrpos
HecaHKunoHupoBanHoro aocrymna (HCJ);

— yrpo3 HC/] ¢ ynanénnsix y3noB KCHUHM (B ToM uwuciie y3i0B, BXOASIIUX B
MOJICUCTEMY BHELITHETO YIIPaBJICHNUS);

— YIpO3 HENMPEAHAMEPEHHBIX ACHMCTBUM CAaHKIIMOHUPOBAHHBIX IMOJIb30BATEIEH
KCHMU na 3amumiaemyro uHGopMaiuio.

HecaHKIIMOHMPOBAaHHOE  MOJKJIIOYEHHWE K  JAHHOW  IOJICHCTEME  MOXKET
OCYUIECTBJISTHCSA Yepe3 ceTeBble MHTEP(ENChl TPAH3UTHBIX CETEBBIX YCTPOMCTB (y3JI0B)
WJIM MHBIX KOMITOHEHTOB IOJCUCTEM WIIM IIyTEM BO3JIEUCTBHUS Ha KaHAJ NEpelayu JaHHbIX.
B KCHU, B KOTOpBIX [JIsl pELICHHS 3a7a4 MOJCUCTEMbI NEpeAadyu JaHHbIX APEHIIYIOTCS
KaHaJIbl Tepeayd JaHHBIX Yy OINeparopa, NpPeIOCTaBISIOIErO YCIYTH CBS3U, WU
UCIIOJIb3YETCSl TPAHCIIOPTHAsE UHPPACTPYKTypa ceTeil 0OLIero Mmoyib30BaHUsl, CTAHOBUTCS
BO3MOkHOM peanuzauus yrpo3 HCJI ¢ ynanénnsix, He Bxomsamumx B coctaB KCHUU, y3n0B,
MMEIOIIMX TMOJKIIOYEHHEe K TOM ke ceTh. Yamie BCero 3T MOACUCTEMBI HMEIOT
MOJIKJIIOUEHUS] K TJI00aJbHBIM CeTsIM 00IIero mosb3oBaHus Internet. 3To MpUBOIUT K
OMACHOCTH peasIu3alliu YIrPO3 CETEBBIX aTaK U3 CETH OOIIETO MOJIb30BAHMSL.

B mpunoxenmu b B Tabmmme b.1 B TIEPBOM CTOJOIC IIPEJCTaBIICHHI,

COOTBETCTBEHHO, HyMmepanus akTyanbHbiXx yrpo3 i KCHMM m ux HanmeHOBaHWS.
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Kupubim mpudToOM BBIIEICHBI YTPO3bI, HICTOYHUKH KOTOPBIX M XapaKTep pean3ariu
CBSI3aHbI C CETEBBIMU KaHAJIAMU CBS3H.

Kak BUIHO W3 M3JI0KEHHOTO, CETEBbIE YIpO3bl COCTABISIOT 56 % (46 BUIOB) U3
MepeyHsl aKTyaJbHBIX YIPO3, HEUTpaIU3alUsl KOTOPBIX SIBISETCS OAHOM W3 OCHOBHBIX
3aJiay HaCTOSIIEH paboThI.

[lepedeHb akTyalIbHBIX YTPO3 OMPEEsieT 0COOEHHOCTH U TpeOOBaHUS K METO/IaM U
cpeacTBaM  3amuThl  pacnpenesieHHblx  ACY  OpOTSHKEHHBIMH — MPOMBIIUICHHBIMU
oObeKTaMu U (GOPMUPYET «CTPATETHIO MPHUPOABI» B MOJCIU MPUHATHUS ONTUMAIbHBIX
pemeHnii Tpu  pa3pabOTKe COOTBETCTBYIOIICH CTpaTeTWW CHUCTEMbI MOHUTOPWHTA

COCTOSIHUSI OOBEKTOB U POTUBOAECHCTBHUS yTPO3aM.

1.4 IlocTpoeHnue neaeBoii PyHKIUM M BHIOOP KPUTEPHEB OLEHKHU Pe3yJbTAaTOB

HccJIe0BaHui

OnHoM U3 TJIaBHBIX 3aJlad MOHUTOPHHIA SIBJISIETCS TIOMCK M aHAJIM3 COBOKYMHOCTH
JAHHBIX O Tpolleccax, TMPOTEKAIOIUX B  PaCOPECICHHOW  HH(OpPMAIIMOHHO-
BBIYMCIIUTEIILHON CUCTEME, U BBISIBIICHUE aHOMaJIUi B paboTe cuctemsl. [1o anHoMaabsHBIM
COCTOSIHUEM TIOHMMAETCA TexHu4eckoe coctosiune ACY, He COOTBETCTBYIOIIECE
perlaMEeHTUPOBAHHBIM peXUMaM €€ paboThl. [JaBHOW 1eabl0 aHanNM3a SBJSIETCS
oOHapyXeHHe, MPOTrHO3UPOBAHKUE U IPUHATHE MEP TI0 MPEIYIPEKICHUIO U OTICPATUBHOMY
YCTPaHEHUIO TOCIEJACTBUN aHOMAJIbHOTO cOCTOsiHUA. [Ipudem mpuHATHE MEp TOKHO
MHUHUMHU3UPOBATh BEIMYMHY pHCKa R OT BO3HUKHOBEHHMS aHOMAJMd  IpHU
COOTBETCTBYIOIIUX BPEMEHHBIX T 5, 1 CTOUMOCTHBIX Z,,, OTPAaHUYCHHUSAX.

[leneBast PpyHKIUS pPUCKA C YYETOM OTPAHMYCHHUI MPEJCTaBICHA B BBIPAKCHUU
(1.2).

R=P*U — min;
Tpear<Toeps Lpear<Lozp; (1.1)

rac P - BCPOATHOCTb BOBHUKHOBCHHA aHOMAJIBHOT'O COCTOSAHMUA,

U —ymep6 OT BO3BHHKHOBCHUA aHOMAJIBHOI'O COCTOsSHHA,
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T

pear B Zpeq; — COOTBETCTBEHHO PEabHOE BPEMsl MJCHTH()UKAIIMY AaHOMAJIUH U

3aTpaThl HA CUCTEMY UJIEHTU(UKALIUH.

Ananu3 BelpaxeHus (1.1) mokasan, yro mapamerp P 3aBUCHUT OT JIOCTOBEPHOCTH
pacno3HaBaHMs U NIPUHATHUS PELICHHS] CUCTEMbl MOHUTOPHHIA COCTOSIHUM, a BeanunHa U -
OT CTENEHU ONEPATUBHOCTH ATOM cucTeMbl [21], T.e., 4eM AOJbIIE IJIUTCS HPOLECC
pacrno3HaBaHusl, TeM Oosblle BenuuuHa U.

Jns  mpeacTaBieHHMsT  KOHKPETHBIX — TEXHUKO-DKOHOMHYECKHX  IOKaszaTelien
3¢ (HEeKTUBHOCTH METOJOB M CPEICTB MOHUTOpPUHIA IPENCTAaBUM 3a7ayy MOHUTOPHHIA,
KaK 3aJayy paclo3HaBaHMS COCTOSHUM, PEIICHHEM KOTOPOW SABIISIETCS YKa3aHHE
IPHUHAIEKHOCTH UIEHTUGUIUPYEMOTo 06pasa (° K OHOMY M3 IBYX KJIAaCCOB, HAIPHMED,
Kjaccy A, TNpeACTaBUTENU KOTOPOrO OTHOCATCA K HOPMalbHBIM, C TOYKH 3pEHUS
XapakTepa IpPOTEKaHWs, IMpoleccaM, WIM Kiaccy B, mpeacraBisiomemMy KaTEropHuio
aHOMAJIbHBIX COCTOSIHUU. B 3THX cilydasix perieHue CBsi3aHOo C OIMOKaMU pacro3HaBaHMs
IIEPBOTO ¥ BTOPOTO POJIA, OLICHUBAEMBIX BEPOSITHOCTSIMH, COOTBETCTBEHHO @ U f§ .

[leneBas ¢yHkuusg 3agayu noBbilieHUs 3(pdexTuBHOCTH E. MeToma KoHTposs
COCTOSIHUSI CUCTEMBI ONPEEIIAeTCs MUHUMU3alUEN OMKUOOK EPBOrO U BTOPOTO pojia MpH
peanbHbIX MPUBEIEHHBIX 3aTparax Ha CHUCTEMY MOHMTOpPUHIa  Z, MEHBIIHUX, YeM

JOIYCTUMBIE, Z < Z,,; , U IpeacrasnaeHa popmynoii (1.2) [14]:

E. =[es(1—a) + z4a]P, + [eg(1 — B) + ZpB]Ps, (1.2)

e €4, U eg — DKOHOMHS W BO3MOXHBIA JICHSKHBIM JOXOI OT BEPHOTO
pacrio3HaBaHus 00pasa;
Z, W Zg — 3aTpaTbhl OT HEBEPHOI'O pacIo3HaBaHUsA 00pasza, 3aBUCSIIHE OT
BPEMCHHBIX XapaKTEPUCTHK CUCTEMBI,
a U 3 — COOTBETCTBEHHO OIIMOKHU IEPBOT0 M BTOPOTO POJIa IIPH ONPEICIICHUH
COCTOSIHHSI OOBEKTA;

P,u Py — COOTBETCTBEHHO alpUOpPHBIE BEpOsITHOCTH 00pa3oB A u B.
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CroumocTHOM kputepuii 3ppexTuBHOCTH E( SABNISIETCS OMHOBPEMEHHO M KPUTEPUEM
OIICHKM KayecTBa CHUCTEMbl MOHHMTOPUHIa, a €ro aprymMeHTel @ W [ — 4YacTHBIMU
KpUTEPUSIMHU KadecTBa pabOThI €€ OT/ICIbHBIX TOJICUCTEM.

Ananu3 BblpaxeHus (1.2) mo3BosisieT caenaTh BBIBOJ O TOM, YTO OCHOBHBIMHU
TpeOOBaHUSIMU K METOJIaM MOHHUTOPHHTA TEXHHUYECKOT'O COCTOSHHUS OOBEKTOB SIBIISIOTCS
BBICOKAsh JTIOCTOBEPHOCTh PE3YJIBTATOB, OMNpeaeisaeMas mapaMeTpaMu « W[5, TpH

AOIYCTUMBIX ITapaMeTpax IMPOU3BOJUTCIBHOCTHU U 3aTpaT IJId UX JOCTHIKCHUA.

1.5 Konnenuus onTMMHU3alINH KOHTPOJJIA TEXHUYIECCKOI'0 COCTOAHMSA
pacnpeaciicHHblX aBTOMATU3MPOBAHHBIX CHCTEM B YCJI0BUAX BO3/1eliCTBUSA
MNPOCTPAHCTBCHHO-BPEMCHHBIX yYrpos Ha OCHOBC MOHHMTOPHHIA CE€TEBbIX

HH(l)OpMaIIHOHH])IX IIOTOKOB

OnHOM U3 OCHOBHBIX MOJIETICH B TEOPUU U NMPAKTUKE MPUHATUS PEIICHUN SIBIISIETCA
MOJIeTIb UTPBI C TIPUPOJION, MO3BOJISIIONIAS B CHCTEMaxX YHPaBICHUS TIO OMPEIEICHHOM
METOJIMKE U CHCTEME KPUTEPUEB ONTUMU3AIMH BHIOPATh CTPATETHIO yIPABICHUS B OTBET
Ha CITy4ailHO 33JJaHHYIO CTPATETHUIO TPUPOJIBI [27, 106].

DOTa Mozenb HCHOJb30BAHA NPU BHIOOPE ONTUMAJIBHOM CTpaTeruu 3allUThI
uHpopmMaluu B OTBET Ha CIydailHble YIrpo3bl WHGOPMAIMOHHOW 0€30MacHOCTU
aBToMaTu3npoBaHHbIX cucteM (AC), mpencTaBIeHHbIE B MOJICIIN yTPO3.

Jns  mpOTUBOJEHCTBHSI CTpAaTervMsM NPHUPOABI COMVIACHO MPUHLHUIY OuOu
MOIIIHOCTh MHO>KE€CTBA BO3MOJKHBIX CTpaTeruii ynpapienus Q2 nomkHa ObITh HE MEHBIIIE

MOIITHOCTH BO3MOYKHBIX cTpaTeruid nmpupoasl Q1, T.e.:

02>01 (1.3)

N3ydenne ycnoBuil 3aauu 0 BHIOOpE YMPABISIONICH CTpAaTeTUU paclipeeeHHON
cuctembl MoHuTOpUHTra (PCM) 1M0O3BOJISIET CBECTH €€ K 3a/iaue U3 TEOPUHU UTP C IPUPOJIOH,
B KOTOPOM TpHUpOAa CIy4allHBIM O0pa3oM OMpENeseT XapaKTEPUCTUKU Yyrpo3 B

uHTepBasie BpeMeHu 7, a noacucrema npuHAths pemieHud PCM B cOOTBETCTBHM CO
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CTpaTerueid MpHUpOIbl BBHIOMPAET COOCTBEHHYIO ONTHUMAIbHYIO CTPAaTErHio 3allMTHI.
Monens BbIOOpa ONTHUMANIBHON CTpaTeTMd B HACTOsIIEH paboTe ompeaeneHa B BUIEC
MaTpULbl UCXOJIOB CTpATETUil pasMepoM NXM, MpencTaBiIeHHON B Tabaue 1.

CTpokn MaTpulbl COOTBETCTBYIOT cTpaTerusm 3ammutel C, a cronlOubl —
IPOTHO3UPYEMBIM CTpAaTErusiM MHpUpoAbl S Ha mnepcnektuBy . Kaxaplil sneMeHT
MaTpUIBl  COJCPKHUT  OleHKW mapamerpa dddekra ef,y,, coorBercTByrOmUE

AKOHOMUYECKOMY (Uiu Apyromy 3G (eKTy) ajii KOHKPETHOW CTpaTEruu, MpeCTaBICHHbIC

B BUJE ApOOH eij/ Zij , YMCIIMTENH KOTOPOH XapakTEPU3yeT COKOHOMIIEHHOE KAauyeCTBO OT

IIpaBHUJIBHO BBI6p3HHOI?I CTPATCrun 3alllUThbl, A 3HAMCHATCIIb — 3aTPAaThbl OT IIPUMCHCHUA i-

O CTpaTeruu MpH JIMKBUIANNH j-0i yrpo3sl (iI=1-n, j=1-m).

Tabnuua 1 — Matpuna uCXo0B CTpaTerui

C S
Sl Sz e Sm E
C1 efyq efy, e efim E.
Co ef21 ef22 .- ef2m E,
Cn efnl efn2 coe efnm En

B kauectBe cTpareruil Mpupoasl B MOJAEIN HUCHOJIB30BaHbl aKTyaJbHBIE YIPO3bl U3
MOJIEJIM YIpo3, MPEACTaBICHHON B npuiokeHun b. B kadecTBe BO3MOKHBIX CTpaTeruu
JUISI CHCTEMBbl MOHUTOPHHIA  HCIOJB30BAaHO MHOXKECTBO METOJIOB OOHAPYKEHUS,
MIPOTHO3UPOBAHUSI M HEWUTpanu3anuu yrpos. Beibop crparermn C; u3 mHoxkectBa C
MPOM3BOJUTCS C YUYETOM YCIOBHUS KaXJIOW 33/1a4¥, HAIPUMEDP - IO MAKCUMYMY 3KOHOMUU

HJIIX MUHUMYMY 3aTpaT € YUHCTOM CICAYIOIICTO BhIPAKCHUA!

ceC:imax |min Y ef, i=Ln; j=1m, (1.4)

=t
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B Belpaxkenun (1.4) OpuHAT HEKOTOPBIA KPUTEPUI M3 YETHIPEX BO3MOXKHBIX
KPUTEPUEB MOJCIIH.

O¢ddexT OoT KaxaOH CTpaTeruy, B Cllydae €€ HCIOJIb30BaHUs, OIpPEIesIeTCs
JKCIIepTaMu W 3akiajgbiBaeTcss B marpuny C. B ciaydae HECOOTBETCTBUSL CTpaTErHid
MHOkecTBa C TpeOyemoit BenuuuHe 3deKTa CTaBUTCS BOMPOC O MOHMCKE U pa3paboTke
HOBBIX CTpaTeTUii MOHUTOPUHTA.

B ycnoBusix pucka Bbioop crpareruu PCM mpou3BOAUTCS Ha OCHOBE KPUTEPUEB
MUHUMaKca, MUHMMHMHA, MaKCHUMakca WIM  MakcUMHHa. B maHHoil pabote 1uis
o0OecrieyeHrussT MUHUMAJIBHOTO pHUCKAa OT BO3HUKHOBEHHS aHOMAJIbHOW CHUTyalUd
UCIIOJIb30BaH KPUTEpU MHUHUMUHA, KOTOPBIM MpeaycMaTpuBaeT BbIOOp CTpaTeruu,
o0ecneunBarOMi MUHUMAJIbHBIM PUCK NMPU HEWTpaJM3alluyd Yrpo3 Jid BCEX CTPATErHid
TPUPOIBI ¥ JIUIIA, TIPUHUMAFOIIETO PEIICHUE B COOTBETCTBUH C BhipaxkeHueM (1.3).

Crnenyer OTMETHUTB, UTO B IaHHOM 33J]a4€ TAK)KE€ BO3MOXKHO IIPUMEHEHUE KPUTEPUS
I'ypBuna, T.e. MakCMMakca MNpH YCIOBUM IOJYYEHUS MAKCUMAJIbHOM BEIUYHMHBI
CTOMMOCTHOTO 3¢ (ekTa 1o BeipaxkeHuto (1.4).

[IpoBeneHHBIN aHAIM3 MOJEIN aKTyalbHBIX yrpo3 Ha AC omnpenenun B KayecTBe
ONTHUMAJIBHOM CTPATETMH MCIOJIb30BAaHUE METOJIOB 3allUThl Ha OCHOBE MOHUTOPHHIA
ceTeBOoro Tpaduka, BKIIOUAIONIEH B ceOsd MeToAbl OOHAPYKEHMsI, MPOTHO3UPOBAHUS U
NpenynpexaeHus aHoMalbHOro coctosHus ACY  TpyOompoBOJOM U KOHTPOJb
JUPEKTUBHBIX YCTAHOBOK I0OJIb30BaTENs MPU YNpaBlieHUH oObEKTOM. JlaHHasi cTpaTerus
MO3BOJIAET KOHTPOJIMPOBATh U HEUTPATU30BaTh OOJBILIMHCTBO AaKTyaJbHBIX YIPO3 W3
Mozaenu yrpo3 (okono 56 %) u pemarb 3agaud OOHAPYXKEHUA M MPEIyHpeKICHUs
BTOP>KEHHMI B MHPopMalMoHHYy10 cucteMy AC U yTeuku HH(PpOpMaLUU.

OnpenenenHas BbIlIE€ CTPATErUs KOHTPOJIS HapsLy C PE3yJIbTaTaMHU UCCIEA0BaHUM,
MpeJCTaBICHHbIMU B MmyHKTax 1.1-1.4, mo3Bosuia omnpenenuTh OOIIYH) KOHIEMIIHIO

I/ICCJ'IGI[OBaHI/Iﬁ B pa60Te, OCHOBHBIMH IT0JIOKCHUAMH KOTOpOﬁ ABJIAAKOTCA .

pemICHUC 3aaadr OIITHMH3Alud MCTOAOB MOHHUTOPpHHI'a TCXHHYCCKOI'O
COCTOAHMA PpPacCpCaACIICHHBIX aBTOMATH3UPOBAHHLIX CHCTEM IIPOMU3BOAUTCA Ha OCHOBC

pa3zpabotanHoi ¢ yueToB 1o0kyMeHTOB DCTOK PD monenu yrpos;
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MPUHSATHE PEIMICHUH 10 BBIOOPY ONTHMAIBHOW CTPATeTUHd KOHTPOJIS
COCTOSIHUSI ~ OOBEKTOB  OCYIIECTBISIETCS HAa  OCHOBE  CHCTEMHOTO  TOJAXO]a,
IPEANOJIaralliero aHajiu3 BCeX aKTyallbHBIX yIpo3 Ha 00BEKT MH(OpMaTU3aluM, BHIOOD
1 000CHOBaHUE TEICBOM (PYHKITUU U KPUTEPHUEB OLICHKU KauyeCTBAa KOHTPOJIS;

- BBIOOp ONTHUMAJILHOW CTpaTeruu MPOU3BOIUTCSA Ha OCHOBE KJIACCHUECKOM
MOJIETIA TEOPUH UTD;

- B KadeCTBE MWCTOYHMKA HWCXOMHOW WHGOpMANHMK I HWACHTH(PUKAIANA
TeXHUUECKOTO cOCcTOAHUS ACY TPOTSHKEHHBIM MPOMBIIIUICHHBIM 00BEKTOM HCIIOJIB3YETCS
ceTeBo TpauK, KaKk JOCTYIHBIN MOTOK nHpopmammu 060 Bcex moacuctemax ACY;

- B KQUECTBE MHCTPYMEHTAIBHOTO almapaTa UCIOJIb30BaHbl MATEMATUYECKUAE U
MMUTALIMOHHBIE MOJIENIM, IMOCTPOCHHBIE HAa OCHOBE TEOPUM pacro3HaBaHUs 0Opa3oB,
BEPOSATHOCTHU, Ipad)OB, MHOKECTB, aBTOMATOB;

- OIHUM M3 OCHOBHBIX TIPEAMETOB UCCIEHOBAHUN SIBISIETCS  TOTOK
TEXHOJIOTUYECKOW MH(OpMaIuu, IpeICTaBIEHHbIN MPOTOKOJIOM oOMeHa HH(opmaluen B
ACY TCP/ModBus;

- OCHOBHBIMU  pE3yJIbTaTaMH  MCCIENOBaHUSA  ABJISIOTCA A (PEKTUBHBIC
arnmapaTHO-IIPOTPAMMHBIX CPE/CTB UJEHTUPUKAINHY, MIPOTHO3UPOBAHUS u
MPEAYNPEKICHUS aHOMAJIbHBIX cocTosiHuN B ACY, oTBevaromme TpeOOBaHUSM BBICOKOM

AJOCTOBCPHOCTH U ITPOU3BOAUTCIIBHOCTH.

1.6 OcHOBHbBIE 321241 MCCJIEAOBAHUI U TPEOOBAHUS K pe3yibTaTaM

[lenp wucclienoBaHUM: TMOBBIIIEHUE ONMEPATUBHOCTH M JOCTOBEPHOCTH METOOB
KOHTPOJII ~ TEXHUYECKOI'O  COCTOSIHUS  PAaCIpEACNICHHBIX YIPABISIIONUX CHCTEM B
YCIIOBHUSIX BO3ACHCTBUS MPOCTPAHCTBEHHO-BPEMEHHBIX YIrpo3 HAa OCHOBE MOHHUTOPHWHIA
MH()OPMAITMOHHBIX TOTOKOB.

JI1st TOCTMKEHUS LIENH [TOCTABJIEHBI CAEAYOIINE 3a0auH:

1) Paspabotarh IIPOCTPAHCTBEHHO-BPEMEHHYI0 MoAenb yrpo3 mit ACY

MIPOTSDKEHHBIM B ITPOCTPAHCTBE 0OBEKTOM;
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2) TlocTpouTh CTPYKTYpHO-(PYHKIIHOHAIBHBIC, MATEMAaTHICCKIEC H MMUTAI[MOHHBIC
MOJIEIIH, TIO3BOJISIFOIINE UCCIIEA0BAaTh OOBEKTHI 3AIUTHI, ONTUMU3HPOBATH TPATUITMOHHBIC
METOJIbl M CpelCTBa HJECHTU(DHUKAIMU TexHUYeckux cocrossHuii ACY  ympaBieHus
TPAHCTIOPTHBIM HE(PTEIIPOBOIOM B YCIOBHUAX BO3JECHCTBUS MPOCTPAHCTBEHHO-BPEMEHHBIX
yTpos;

3) IMoctpouth MOjENb ceTeBOro Tpaduka Kak MHOOPMAIMOHHOTO MPOCTPAHCTBA
YCIIOBHO O€CKOHEUYHOT0 00bEMa;

4) Pa3zpaboraTh METO]l OLIEHKH TEXHUYECKOTO COCTOSHUS pactpeaeicHHo ACY
Ha OCHOBE MOHHTOPHWHIA CETEBBIX IIOTOKOB WHGOpPMAIMK (Ha TMPUMEpPE CHUCTEMBI
TPAHCIIOPTUPOBKU HE(PTETA30BOTO CHIPH);

5) Paspabortath W HCCIeIOBaTh METOA KOHTPOJS JAMPCKTHBHBIX YCTAHOBOK B
pacnpenenenHoit ACY pacnpenesieHHBIM 00bEKTOM;

6) Paspabotarb MeTOJ TOBBIIICHUS JKUBYYECTH  TEJICKOMMYHHUKAIIMOHHOM
noacucrembl ACY TII B ycinoBusIX pacnpeAesieHHON MpOCTPaHCTBEHHO-BPEMEHHOM
MOJEIH YTPO3;

7) IlpoBecTH aHaMM3 TEXHUKO-3KOHOMHUYECKOH 3(P()EKTUBHOCTH pE3yJIbTaTOB
HCCIICIOBAHUI;

8) Paspabortarh peKOMEHIAIMU IO BHEAPEHHIO METOJOB W CPEICTB KOHTPOJIS
TeXHUUYECKOTo cocTostHus pacnpeaeneHHbix ACY TII TpancnoptupoBku HedTerazoBoro
ChIpbs Ha npeanpuaTusx OpeHOyprckoit oomacTu.

OcHoBHBIE TPEOOBaHUS K PE3YJIbTaTaM pa3pabOTOK U UCCIIEIOBAHUI:

- BBINIOJIHEHHE TpeOoBaHU pykoBosauux J0kyMeHToB DPCTOK PO wu
PETIaMEHTUPYIOMIMNX TOKYMEHTOB 10 co31aHui0 ACY B 3alIMIIICHHOM UCIIOJTHEHUH;

- CO3/IaHUE TEXHUYECKHUX pELICeHNH, OTBEYAIOLINX YPOBHIO
KOHKYPEHTOCIIOCOOHOCTH IO CPABHEHUIO C U3BECTHBIMU AHAJIOTAMH;

- pa3paboTKa  TEXHMYECKHX  PEIICHWH, MaKCUMaJbHO  YYUTHIBAIOIIUX
cnenupuky ucnoyib3dyembix B coBpeMeHHbIX ACY TII ceTeBbIX pecypcoB M ammapaTHO-

MPOTPaMMHBIX CPEJ/ICTB.
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2 MopaesupoBaHue U UCCIeA0BaHNEe HH(OPMAIMOHHBIX MPOLECCOB B
pacnpeaeJieHHON CUCTeMe MOHUTOPHHIA NPOTHKEHHOI0 NPOMBILIJICHHOI'0

00BbeKTAa

2.1 CTpyKTypHO-(pYHKIHOHAJBHAS MOJAE/b pacupeaeeHHOW YNpaBJsioLIe

CHCTeMbI TPAHCIIOPTHPOBKH He(TE-Ta30NMPOAYKTOB

CtpykTypHO-GyHKIMOHAIBHAS MOJENIb  pacipeieIeHHOM uH(}OpMaIMOHHO-
yIPaBIIOLIECH CHUCTEMBI (PUYC) TPAHCIIOPTUPOBKU He(Te-ra30ImpoIyKTOB
NpeaHa3HavYeHa JJIsl MPEJICTABICHUS €€ COCTaBa, MH(POPMAIIMOHHBIX MOTOKOB W OMUCAHUS
bynkumii  coctaBistonux noacucteM PUYC ¢ nenblo ganpHeiiiero aHamusza U
OTIPE/ICJICHUS TTApAMETPOB TEXHUYECKOTO COCTOSHUSI CUCTEMBI B YCIOBUSX BO3JACHCTBUS
MPOCTPAHCTBEHHO-BPEMEHHBIX YIPO3.

Ha pucynke 2 mnpencraBieHa ee cxeMa. MoJenb COCTOMT U3 CIEIYIOLINUX
CTPYKTYPHBIX TOACUCTEM: MOJICUCTEMA IPOMBIILIEHHOTO O0BEKTa [|; COBOKYITHOCTH
MH(DOPMAIMOHHO-YIIPABIISIIONIMX ~ MojJcucTeMa  HibkHero  ypoBHs — PSL1-PSLN;
uH(popMaIMoHHO-yIpaBisifonas nojacucrema BepxHero PSLH; moncucrema cpencts
CBSI3U MEXIy HH(POPMaIMOHHO-YIpaBisttomuMu noacuctemMamu PSC um moacucrema
MoHuTopunra PSLM.

NudopmarmonHsiMu  BXOJaMU W BbIXxojgamMu it moxacuctem PSL1-PSLN
SBJISIFOTCSI, COOTBETCTBEHHO, JIaHHBIE O TMPOMBIIIJICHHOM O0O0BEeKTe T © TOTOKH
m3meputeabHoll mHpopmarmuu F1-FN. VYmopaBnsroonmmumu BXoJaMH W BBIXOJAMH IS
noncucteM PSL1-PSLN sBisiroTCsi, COOTBETCTBEHHO, MOTOKH AUPEKTUBHON WH(GOpMAIIUU
OT TIOJICHCTEMBl BEPXHETO YPOBHS M YNPABIAIONINE IMOTOKM Ha HWCIOTHUTEIbHbBIC
MexaHu3Mbl o0bekTa 1. MHpopmarmonHsiii nmotok B mojacucreme PSC mpeacrasiser

coboii ceTeBoit Tpaduk, 00bIYHO onuckiBaeMbIid ipoTokosiom TCP/ModBus [113].
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PSLM PSLH

FPSC FPSC
PSC P [ [ [ J )
F1 F2 FN
PSL1 PSL2 e o o PSLN
FFS1 FFS2 FFSN

T T ) e o o ) T

Pucynok 2 — CTpykTypHO-(yHKIIMOHATbHAS CXE€Ma Pacpe/IeICHHONU CUCTEMBI

YIIPpaBJICHUA IIPOTAKCHHBIM IIPOMBINIIICHHBIM 00BEKTOM

[TpenmeTom uccienoBaHus B 3a/1a4e MOACIUPOBAHUSA SBISIOTCS MHPOPMAIMOHHBIE
NOTOKUA CHUCTEMBI, KaK NOTOKU CBEIACHMH O COCTOSHUHU ee mojacucrteM. Ha pucynke 2
MPEeICTaBJICHBI CIIeAYIOMIe HHPOPMAITMOHHBIE TIOTOKH:

- FFS1-FFSN — mnotokun ¢usmdecknx curHamoB o mapamerpax I[IIIO u
CUTHAJIOB O BO3/ICMCTBUU HA U3MEHEHHUE 3TUX [1apaMETPOB;

- F1-FN — notoku wu3MepuTenbHOM U yhpaBisdwoniedl uHbopMmaluu B
MOJICUCTEMAaX HUKHETO YPOBHS;

- FPSC — undopmarimoHabie MOTOKU CETEBOTO TpaduKa B MOJCUCTEME CPENICTB
CBSI3H.

AHanu3 NOTOKOB CETEBOro Tpaduka MO3BOIMII MPEACTABUTh €r0 COCTABIIAIOIINE B
CJIEYIOIIEeM BU/IE:

FPSC={T, A, K, D, C},

Ir7ie TOTOKU B (PUTYPHBIX CKOOKAaxX 0003HAYAIOT, COOTBETCTBEHHO, ITOTOKU JIAHHBIX O

TEKyIIeM BpeMeHH, 00 ajJipecax CeTeBhIX y3JI0B, 0 KOMaH/aX, O JaHHKIX U 00 WH(pOpMaIIUU

CITy’K€OHOTO XapakTepa.
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COBOKYITHOCTh JaHHBIX, 3aPETUCTPUPOBAHHBIX B KOHKPETHBI MOMEHT BpPEMEHU
XapaKTEepU3yeT TEKYIIee COCTOSHUE CHUCTEMBbI. BpeMeHHBbIE psAIbl MapaMeTpOB CETEBOTO
TpadyKa IIO3BOJIAIOT IOJIy4YaTh HHGOPMAIUI0O O JWHAMHUKE W3MCHCHHS COCTOSHHM
CUCTEMBI. B 001meM cirydae MHOKECTBO COCTOSIHUW CHCTEMBI MOJKHO Pa3JIeINTh Ha JBa
KJ1acca: KJIacC periaMeHTHPOBAHHBIX (HOpMaJIbHBIX) cocTossHUH QN M Ki1acc aHOMaJTbHBIX
coctossHu QA. Kmaccet QN u QA coaepkaT HEKOTOpbIE MHOXXECTBA COCTOSHUMN
(0Opa3oB), ompenenseMbIX 3HAYCHUSIMH MAapaMETPOB CETEBOTO TpaduKa, SBISIOMIUXCS
XapaKTEPHBIMU MTPU3HAKAMU JJI UICHTU(OUKAIIUN KaXKJOTO COCTOSHUS.

AHanmM3 CTPYKTYpHO-(OYHKIIMOHATHLHOM MOJEIH IIO3BOJIICT TIOJBECTH 3ajady
ONTHMH3AIMA  METOJIOB  KOHTPOJSI ~ TEXHHUYECKOTO  COCTOSIHHS — pachpeaesICHHBIX
ABTOMATU3UPOBAHHBIX CHUCTEM B YCJIOBHSX BO3JCHCTBHUS MPOCTPAHCTBEHHO-BPEMEHHBIX
yIpo3 K 3a7adye COBEPIICHCTBOBAHHWS METOJOB W CPEICTB PACIIO3HABAHUS COCTOSHUU
CJIOHBIX PACIPECIICHHBIX CHUCTEM Ha OCHOBE WCCIIEIOBAHUS M HHTEIUICKTyaJIbHOU
00paboTKM JOCTYNmHON uWHMOpMAIUK, IUPKYJIUPYIOUIEH MEXKIy CETEeBBIMU Yy3JlaMu

CHCTCMBHEI.

2.2 AcCCOMAaTHBHO-MA:KOPUTAPHAS MOJeJb  PACIMO3HABAHUS AHOMAJIUHA B
CHUCTeMe MOHMTOPHUHIA TEXHHYECKOr0 COCTOSIHUSI MPOTSZKEHHBIX MPOMbIIIJIEHHBIX

00HEeKTOB

Bornpocs! noBeinieHus 3pPeKTUBHOCTA METOA0B U CPEACTB pacro3HaBaHUs 00pa30B
BXOJST B MEPEYEHb AKTYaJbHBIX B TEOPHUM W MPAKTUKE YIOPABJICHUS, MOCKOJIbKY OT
Ka4yecTBa OIIGHKH COCTOSHHUS OOBEKTOB 3aBUCUT o0Omas 3¢h(eKTUBHOCT, pPadOTHI
yopaBisitonux cucreM. HecinyyaiiHo 3Ta 0051acTh HaXOJIUTCA B 30HE 0COOOTr0 BHUMAaHUS
YUEHBIX, NPEACTABISAIOIUX PA3IUMYHbIE ACTIEKTHI 3TOM NpobseMbl. B HacTosiem paszaene
MCITOJIb30BaHbl Hay4YHbIE M MPAKTUYECKHE IOJIOKEHUS, MpeACTaBIeHHbIEe B Tpyaax: A.l.
MBaxHeHKo - o caMoopraHu3anuu pacrno3Harouux cucrteM; Cumankosa B.C. u Jlyuenko
E.B. - mo npuMeHEHNIO pacno3HAKMIUX CPEACTB B CUCTEMAaxX ympasieHus; Y. [Iupca - mo

BOIIpoCaM obecrieueHus HAaACKHOCTH AaBTOMATHU3HWPOBAHHLIX CHCTECM; B TCXHHYCCKHX
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PEIICHUSX OTEYECTBEHHBIX M 3apyOCKHBIX pa3paO0oT4ukoB. OCHOBHBIE ACMEKTHI ATHX
MOJIOKEHUN MPEACTABICHBl B aHAIMTHYECKOW YacTH IMyOJMKAaUuMd W3 MPUBEIECHHOIO B
paboTe crucKa JIuTepaTyphl.

[lenpto Hacroslero paszgena padOThl SBISETCS CUCTEMATU3ALMS IPUHIUIIOB
NOBBINIEHUS 9(PPEKTUBHOCTH METOJIOB paCIO3HABAaHUsI 00Pa30B HA OCHOBE ACCOIMATUBHO-
MaxopuTapHoro noaxozaa (AMII).

[Io MHEHHIO aBTOpPOB, 3TOT ACHEKT HEAOCTATOYHO MPEICTABIEH B COBPEMEHHOM
JUTEpaType MO TEOPUU U MPAKTHKE pacro3HaBaHHWs 0Opa3oB, YTO HE IMO3BOJSET B
JOJDKHOM Mepe HMCHOJb30BATh BBICOKUNA TEXHUYECKO-3KOHOMUYECKH MOTEHIMAT 3TOrO
MO/IX0/1a B COBPEMEHHBIX CUCTEMAX PACIO3HABAaHUS 00PA30B.

AKTYyaqbHOCTh ~ BBIODAHHOTO  HAIpPaBIEHUS  COBEPILIECHCTBOBAHMSI  CPEJICTB
pacno3HaBaHus 00pa3oB  OMNpEAeNeHa, Kak »J3TO I[I0KAa3aHO HWXKE, MIHPOKUMH
BO3MOKHOCTSIMU COBEPIIIEHCTBOBAHMS CPEJICTB pacno3HaBanus o0pa3oB Ha 6aze AMIIL.

KonnenrtyanbHo mnporecc MoBbieHUsT 3PGHEKTUBHOCTH METOJIOB PaclO3HABAHUS
obpazoB (MPO) ocHOBaH Ha clenylOlUX MOJOkKEeHUsAX. B mpouecce cozmanuss MPO
WCIOJB30BaH CUCTEMHBIM MOAXOA W NPUHUUI TOTAIBHOM  MOCIEAOBATEIbHON
ONTHUMM3ALMHU, IPUYEM TOCIEIOBATENBHOCTD PEIICHUS 3a/1ay ONTUMHU3AIMU OIpeaesicHa
BBICTABJICHHBIMU MMPUOPUTETAMH UCCIEAOBAHUI, a MPUHLINI TOTATBHOCTH — CTPEMIIEHUEM
ycoBepiieHcTBoBaHus MPO 1o BceM uX onepanusim:

- OlepalliM TOUCKA aJTbTEPHATUBHBIX PEIICHUI;

- BBIOOpY HamboJsee JOCTOBEPHOIO Pe3yJIbTaTa;

- ONITUMU3AIMH Ollepauii OOy4eHUs U YIIPaBJICHUS PACIIO3HABAHUEM.

Onpenenenue TtpeboBanuii k MPO 3aBUCUT OT TOCTAaHOBKM KOHKPETHOM 3ajayH.
OCHOBHBIMH KPUTEPHUSIMU M OTPAHUUYECHUSIMU TIpH pa3paboTke U oleHke kauectBa YPO
ABJISIFOTCS: TOCTOBEPHOCTh, MPOU3BOJIUTEIBHOCTh, YHUBEPCAIBLHOCTh, AJITOPUTMUYECKAS
WM KOHCTPYKTHUBHAS CJIIOKHOCTh PEaU3allii, CTOUMOCTh U3TOTOBJICHHS], aBTOMAaTU3AIUs
TEXHOJIOTHUECKUX TMPOIEAYpP, CBS3AHHBIX CO COOPOM HCXOJHBIX JITaHHBIX, OOY4YEHUS U
aHaju3a pe3yibTaTOB. AHAJIN3 COBPEMEHHBIX TCHACHIIMN Pa3BUTUSI TEOPUH U MPAKTUKU
CPEIICTB paclo3HaBaHus 00pa30B, MPEACTABICHHBIN B paboTax [5, 6, 8, 11], ompenenun B

KaueCTBE OCHOBHOW KOHIIEMIIMM  WCCJIEJOBAaHUN HACTOSIIEH paOOThl HCIOIb30BAHUE
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aCCOIMAaTUBHO-Ma)KOPUTAPHOTO IMOAX0/1a, 00CCIICUNBAOIIETO MAKCUMAIBHO BO3MOXKHYIO
MIPOM3BOIUTEIILHOCT CPEJACTB Ha dTale ONPEACiCHUs aabTePHATUBHBIX PEHICHUH |
MaKCUMaJIbHYI0 JIOCTOBEPHOCTh NPUHATHS OKOHYATCIbHBIX pEIICHUH Ha OCHOBE
MPUHITUIIOB MaKOPUTAPHOCTH.

PazpaboTka ® oONTUMHU3AIMs METOJOB M CPEICTB paclO3HABaHUS 0Opa3oB
HPEACTABIISIOT COOOM CIIOKHBIM HETTPEPBIBHBIN MPOLIECC, BKIFOYAIOIINA B ceOs psij 3a1ad,
CBSI3aHHBIX €UHOM 11eJeBOM (QYHKIMEH U OTrpaHHYCHHUSIMH, B YaCTHOCTH, TAKUX, KaK:

- pa3paboTka MaTEeMaTHYECKOM MOJICIH MPOIecca Pacio3HABAHMUS;

- pa3paboTKa BBICOKOPOM3BOJIUTEIHLHOIO AJITOPUTMa PabOThI PaCcIiO3HAIOIETO
cpeactra (PC);

- ONITUMM3AIIMS CJI0)KHOCTH BBIUUCIICHUI MaTeMaTH4eCKuX BbhipakeHuid PC;

- obecrnieueHue yHuBepcalibHOCTU PC OTHOCUTENBHO Pa3IMYHBIX HCXOJHBIX
JIAHHBIX ¥ TPEOOBAHUH 3a/1a4M PacIIO3HABAHMS;

- ONITUMM3AIIMS YIIPABJICHHUS IPOIIECCOM PACIO3HABaHUsS 00PA30B;

- ONITUMHM3ALMSI CTPYKTYPBI U apXUTEKTYPBI CPEACTB PACIIO3HABAHMS,

- pa3paboTka pekoMeHaaIuii 1mo 3¢hHeKTHBHOMY HCIoyIb30BaHuio PC.

Jis  dopmanm3anM  3aqadd  paclo3HaBaHUS 00pa3oB  NpPH  IOCTPOSCHUH
MaTeMaTHIECKOM MOJICITH HMCITOJIb30BaHbI CIICIYIONINE YCIOBHBIE 0003HaYeHUs [5]:

— Q={Qs, Qy ..., Qn} — MHOKECTBO KJIACCOB paclo3HaBAEMBIX 00PAa30B;

— (" — HeM3BECTHBII 00pa3, MOAJIEKALIUI PACTIO3HABAHUIO;

— Q" — kyacc 06pa3oB, K KOTOPOMY OTHECEH (*;

— P={py p2 ..., Pm} — MHOKECTBO MPU3HAKOB PACIIO3HABAHUS 00PaA30B;

— <S;> — 3aperucTpUpOBaHHOE 3HAUCHHE I-TO Mpu3HaKa, i = 1, M;

— <S"> — BeKTOp 3apPErUCTPUPOBAHHBIX 3HAUEHHUI NIPU3HAKOB

— D={D;, Dy ... ,DN} — MHOXeCTBO Jauama3oHOB HW3MEHECHHS IPHU3HAKOB,
COCTOSIIIEE U3 MHOXKECTB IO ITHAa30HOB IIPU3HAKOB JIJIS KaXI0ro 00pasa;

— V{q", Q;} — mepa Gausoctu Mexay q° U j-biM 00pasom u3 MHOXKecTBa Q, j= 1, N;

vi{<si>, Q;} — wuactHeli mnapamerp (K03(p(UIMEHT) accCOUMaTHBHOCTH

3HaYeHHs <S> NMPU3HAaKa S; U3 MHOecTBa S” g obpasa Q;;
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- M{<S*>, Q} — wmarpuma ko>(Q(QHIMEHTOB aCCOLMATUBHOCTU 3HAYCHUIL
IpU3HaKOB <S> U BCeX KIaccoB 00pa3oB U3 MHOXKeECTBA Q;

— @{<S™>, Qj} — pasmensromas GYHKIMA UL BBIYUCICHUS MEpbl OJIU30CTH
V{a".Qi}:

- Wj{<SX>,Dj} —  BEKTOp KOXh(UIIMEHTOB  OIEHOK  aCCOITMATHBHOCTH,
XapaKTEpHU3YIOIUX COCTOSHUE NPHHAIICKHOCTH 3apETMCTPUPOBAHHBIX 3HAYEHMH (f
Jrara3oHaM 3HaYCHHUI MPU3HAKOB |-To 00pa3a u3 MHOXkecTBa Q, ] =1, N;

— R{( vij x , k, px , P} — mpaBuno ompezneneHus oueperHOCTH BBIOOpa
MPUOPUTETHBIX MPU3HAKOB U3 MHOKecTBa P st (K+1)-oro mara B nukie pacrio3HaBaHus,
UCXO/JIS U3 TEKYIEeH CUTyaIlMu paclio3HaBaHUSI.

Mogens pacro3HaBaHus (° UMEET CIeAyOIHHA BUJI:

V0", Q} = Df< $* >,Q} j =L N; 2.1)

d{< S* >,Qj}:ivij{< s >Q}Li=1LM; (2.2)

v {<s >Q}= 10 e:;; <<S;?X>>E£Jj?; (2.3)
Vi Vi eV Vg,

MEst o= T T 2a)
Vi Vimz o Vi o Vi

9" eQ €Q:V{q",Q}=mxV{q",Q;},Q, Q. (2.5)

B Beipaxenusix (2.1) u (2.2) mapametpsl N u M cooTBeTcTBYIOT YnCiIy 00pa3oB U
yuciay npuszHakoB. B marpune (2.4) KaxIblii CTOJNOEI COOTBETCTBYET YACTHBIM Mepam
6JIM30CTH Vij MHOXeECTBA <S™> 11 KaXI0r0o Kiiacca 00pasoB 10 BeeM npusHakam. Cymma
AJIEMEHTOB Ka)/10W CTPOKH COOTBETCTBYET CYMME B BhIpaxeHuu (2.2).

Bripaxxenne (2.5) mpencrapiasgeT co0oi IpaBMIIO OTHECEHHS ( K OJHOMY W3
o0Opa3oB MHOecTBa Q MO MPHUHIMITY MPOCTOTO OOJIBIIMHCTBA C HUCIOIH30BAHUEM MEPHI
XeMMuHTa, JTMOO IO TPHHIMIY TPEBBIIMICHUS CYMMBI acCOIManuii 00jee ITOJOBUHBI

npu3HakoB. B 00oux ciydasx BRIOOp TpaBmiia MPUHATHS PEIICHUS IO MaXOPUTAPHOMY

33



NPUHILIMITY ONpEAENseTCS Ha OCHOBAHMM METOAA TPYIIOBOrO Yy4yeTa apryMEHTOB,
pa3pabotannoro A.I'. VBaxHenko u ero yudeHukamu [43]. MaxopuTapHbI HpPUHIUI
MOBBIIIAET JOCTOBEPHOCTh PACIIO3HABAHMS 00OPa30B.

[Tpu 0OyueHUM MoOJEIM MPOU3BOAUTCS BBIYMCICHUE AIIEMEHTOB MaTpullbl (2.5) 1o
BeIpakeHusM (2.1) - (2.3). OOydeHwe MoOJIeTd OCHOBAaHO Ha NPHUHIMIE PaOOTHI
aMIUTUTYIHBIX aHAJIU3aTOPOB CUTHAJIOB, YTO OOECIEeYMBAET BBICOKOE OBICTPOJEHCTBUE,
00yCIIOBJIEHHOE MPOCTOTON anroputMa (GOpMUPOBAHUS TPOU3BOIBHBIX PACIPeICICHUN.

[IpencraBnennas BbipaxkeHusmu (2.1) - (2.5) moxaenp peain3oBaHa B BHUIC
anmapaTHbIX M MPOTPAMMHBIX CPEJCTB M HUCIOJB30BaHA B pse 3alad pacro3HABaAHUS
00pa3oB paznuyHOI npuposs! [2, 3,9, 11].

Ha pucynke 3 mnpezacraBieHa o0000IleHHass CTPYKTypHas CXe€Ma YCTpOICTBa,
MIOCTPOCHHOTO B COOTBETCTBHHM C OIMMMCAHHOM MaTeMaTuieckoi Mmojeibio [14,75] .

VYerpoiictBo  coaepkut: Onoku  kommytaropoB Kl u K2, mnoxpkiodeHHble,
COOTBETCTBEHHO K HMH(OPMAIMOHHBIM BXOJaM KOJOB OOpa30oB U K HH(POPMAIMOHHBIM
BXOJIaM KaHaJOB NpPHU3HAKOB; ONok mpeoOpa3zoBanus konaa npuszHakoB (BIIK) B agpec
6soka accouuatuHo namstu (BAII); 6ok oOyuenus (bO); maxkoputapusiii 610k (BM);

0JIOK aHalM3a TeKyIIero pesynbTata pacrno3HaBanus (BATP).

Koasr
oOpa3oB

E BO
]
Kanasbt Konsr
IIPHU3HAKOB E F pe3yabTara
———— K2 | BIIK | — — 1 BAIl | ——1{ BM

: L. |

N F
OO6yueHue
E——

PacnioznaBanue By EATP

i |

Pucynoxk 3 — O600111eHHast CTPYKTYpHasi CXema yCTpOMCTBa paclio3HaBaHUS

00pa30B acCcOLMaTUBHO-MaKOPUTAPHOT'O TUIIA
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KoHuenuust noBsllieHus: npousBoguTenbHocTh MPO ocHOBaHa Ha NpUHLHMIIAX
napajuieIbHO-KOHBEHEPHOU TEXHOJIOTUU OpraHu3alnuu poLeayp MIOKCKa
aNbTEPHATUBHBIX 00pPa30B, COOTBETCTBYIONIMX  IPHU3HAKAM HCCIEyeMoro obpasza u
nepeaade pelyibTaTa MOMCKa Il 00pabOTKU B MaKOPUTAPHBINA OJOK. AJbTEpHATUBHBIC
pellleHHsT paclo3HaBaHHUsS 00pa3oB, pacCMOTPEHHBbIC, B YaCTHOCTH, B paboTax [14,75],
npeaycMaTpUBaId MOCIEN0BATEILHOE BhIUKCICHUE KOIPPUIIMEHTOB acCOIMATUBHOCTU
Vij Ul KayKIOro MpU3HAaKa M Kakaoro odpasa, 4To yBEJINYHMBaAIO OOIIEe YHUCIIO ONepalui
BBIUMCIICHUS JO0 BEIUYMHBI, omnpeaensemMoid mnpousBeaenuem M*N. Pazpabortanubie
aBTOpPAMHM TEXHUYECKHE PEIIEHUS MO3BOJIMIM COKPATUTh  YHCIIO 3THUX ONepanuil a0
MUHUMYMa, T.€. 10 M, 3a cyer TOro, 4ro HpH MOCTYIUICHUH OYEPETHOTO 3HAYEHUS
HEKOTOpOro Ipu3Haka u3 P mpomsBomuTcsa ompeneneHue BceX Vjj 32 OAMH TakT. OJTO
JOCTUTaeTCs MCIOJb30BaHUEM ACCOLUMATUBHOW MaMsATH, B KOTOpOM ajpeca sUeeK ¢
KO3 (UIUEHTAaMH aCCOIMAaTUBHOCTH COOTBETCTBYIOT 3HAYEHHMSIM COOTBETCTBYIOLIETO
IIPU3HAKA.

B ocHOBYy onTuMH3anuu CJIOKHOCTH BBIYMCIEHUNM MAaTE€MaTUYECKHUX BBIPAKECHUI
MOJIO’KEHbI TPUHLHUIIBI TPEACTaBICHU KO3()PHUIMEHTOB acCOLMATUBHOCTH B JBOMYHOM
BUJIC U YMEHBIIICHUS BBIYUCIUTEILHON CIIOXKHOCTHU BhIpakeHuit (2.2) u (2.3). IIpu sTom B
KayecTBe pasleistomed  QyHKUUU UCIIOJIb30BaHA  Ma)kKOpuTapHas  (PyHKUMS,
MO3BOJIAIONIAs OLEHUBATh CTEMEHb OJU30CTH COBOKYMHOCTH MPHU3HAKOB JUISL Ka)JI0T0
oOpasza Ha OCHOBE Mephl XE€MMHHTa, MPEACTaBICHHON BhipaxkeHusimu (2.2) u (2.3) [14,
67,69,70,75].

CpaBHEHHE METOJIOB paclio3HaBaHUsi 00pa3oB Ha ocHoBe AMII ¢ apyrumm,
HaIlpuMep, MOCTPOEHHBIMM HA OCHOBE aHAJIMTUYECKUX BbIpakeHuM balieca, mokaszaio,
YTO IPU CHWKEHUM JOCTOBEPHOCTH paclo3HaBaHus Ha 2 % MPOU3BOIUTEIBHOCTH
ACCOIMATUBHO — MAYKOPUTAPHBIX CPEJCTB BhIpOCIa Ha MOPSIOK [21].

YHUBEpCaTbHOCTh CPEJICTB pacmo3HaBaHus 00pa3oB Ha ocHoBe AMII oGecreuena
BO3MOKHOCTBIO  HCIIOJIB30BAaHUS  IPU3HAKOB  PACIO3HABAaHHUA C  Pa3IMYHBIMH
pacnpencieHussMA BEPOATHOCTEM W3MEHEHUs 3HAYEHUW W aBTOMATH3aLMEN NpPOLEAYypHI

obyuenus. JlanHoe perieHue npeacrasieHo B padorax [67,70].
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B OCHOBYy KOHIIENIIUM ONTHMHU3AIUS YIPABJICHHUS TPOIECCOM  PaCIO3HABAHUS
00pa3oB TOJIOKEHBI MPUHIIAITBI COKPAIEHUS YHCJIa OTepanui MuKiaa pacrno3HaBanus M
HAa OCHOBE OIEHKHM TEKYIIEro COCTOSIHUSI MpoIlecca, MPOTHO3UPOBAHUS pe3yJbTara
pacro3HaBaHWsI U MPUHSATHU OKOHYATEIBHOTO PEHICHUS. JTa CUTYallus ONpPENeseTCs B
ciiydae, Korja Mepa XeMMHUHTa I OJHOTO U3 00pa30B MPETEHICHTOB Ha HEKOTOpOM K-
OM IIare pacrno3HaBaHUsS MMEET MPEUMYIIECTBO IO CPABHEHUIO C JAPYTHMMH 00pazamu,
J0CTaTOYHOE JJIsI TOCPOYHOTO TIPUHATHUS OKOHYATEIHHOTO pemeHus. JlaHHoe perieHue, B
yacTHOCTH, peanu3yercss npumeHeHueM OinokoB BATP, BY u K2 na pucynke 3 wu
npencTaBieHo B padore [75]. OHO MO3BOJISET COKPATUTH ITUKII PacIiO3HaBaHHUS 00Pa30B B
cpennem Ha 15 %.

[IpencraBneHHble MPUHIUIIBI TTOBBIMIeHUS 3 dekTuBHOCTH MPO Hanum mupokoe
MpUMEHEHNE B 3a/1adaX Paclo3HaBaHUs 00Pa30B pa3InIHON MPUPOIBI, U TIPEICTABICHBI B
pabotax [3-5, 12, 13, 16,17]. [Ipumenenue AMII B 3agavax oleHKH KauyecTBa JOPOKHOTO
MOJIOTHA, KaK TMPOTSKEHHOTO OOBEKTa, MO3BOJWIO HAa OCHOBE JIaHHBIX JAaTYMKOB
JOPO’KHOTO TIOKPHITHS ~ OMEPATUBHO OMPEICIATh KaTErOPUI0 JTOPOKHOTO TOKPBHITUS U
BBIOMpAaTh 0E30MaCHYI0 CKOpPOCTh JBW)KGHHS TpaHCHOPTHBIX cpeactB [70]. Dtu
PE3yNbTaThl PEKOMEHIOBAHBI IS IPUMEHEHHS B OOPTOBBIX CUCTEMaX aBTOMOOMIICH.

Oco0y10 aKTyaJlbHOCTh MPUOOPETAIOT PACCMOTPEHHBIE TEXHUYECKHE PEIICHHS B
cucteMax WHGOPMAIIMOHHON 0€30MacHOCTH, TPEOYIOMIMX BBICOKOW TOCTOBEPHOCTH U
OTICPATUBHOCTH TPHUHATHS PEIICHUS TPH OOHAPYKCHUHM CETEBBIX BTOPYKCHHH, 3aIUTHI
J0CTylla ¥ y4yeTa IMOBEJCHUS IMOJIb30BaTEICH B PACHPENEICHHBIX BBIYMCIUTEIBHBIX
CHUCTEMax pa3JIMYHOro Ha3HaueHus. B paborax [3-5,12,13,16,17], B yacTHOCTH,
W3JI0KCHBI PEe3yJIbTaThl HACHTH(PUKAIMKA JUYHOCTH W TIOBEICHUS II0Jh30BaTes Ha
OCHOBE OMOMETPUUECKUX XapaKTEPUCTHUK JIaJ0HH, JIUIIA, KIIABUATYPHOTO MOoYepKa.

B pabGorax [3-5] B mpomecce wWccaeAOBaHWN JOKAa3aHO MPEUMYIIECTBO
aCCOIMATUBHOTO TOJXO0Ja TIepel TPAJAUIMOHHBIMU CPEICTBAMH IOCJIEI0BATEIHLHOTO
nmoucka nHpopManuu B 0a3ax JaHHBIX O CETeBOM Tpaduke. B 4acTHOCTH, pe3yibTaThl
WCCJICOBAHMM TIOKA3aJId YBEJIWYCHUE TMPOU3BOAUTEIHPHOCTA TIOUCKOBBIX CHCTEM B

cpeaneM Ha 20 %. OTu pe3ylbTaThl PEKOMEHJIOBAHBI JJI UCIIOIb30BaHUSI B CHCTEMAX
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MOHHMTOPHUHIa TEXHHUUYECKOTO COCTOSIHHUS PACIpEAENICHHBIX MPOMBIIICHHBIX O0OBEKTOB, B
YaCTHOCTH, TPAHCIIOPTHBIX HePTepoBoAOB [3-5].

[IpencraBneHHbll TiepedeHb mNpuwiokeHuddt AMII sBiseTca NOATBEPKICHUEM
MEPCIEKTUBHOCTU TMOAXO0Ja B 3aJadyax pa3jiuyHOro Npoduis U SABIAETCA 3aJI0TOM
JNATbHEUILIETO PA3BUTHS U YCOBEPLICHCTBOBAHUS €r0 B TEOPUM M NPAKTHKE CHCTEM
pacnio3HaBanusi 00pa3oB. Pe3ynbrarsl ncnons3zoBanus AMII npeacTaBieHs! B pa3aenax 3,

4 Hacrosien paboThl B MyHKTax 3.5., 4.1.

2.3 Mopaeab cereBOoro Ttpapuka Kak HHGPOPMALMOHHOIO TMPOCTPAHCTBA

YCJI0BHO 0€CKOHEYHOTr0 00beMa

WMHTEeHCUBHBIA POCT aBTOMATHU3allMM Ipolecca TPAaHCIIOPTUPOBKU HEPTEra3zoBOrO
CBIpBSl BJIEUET 3a co00M psn mpobiem. CloKHOCTh KOHTPOJS TEXHUYECKOIO COCTOSIHHS
pacupeeseHHOT0 00bEKTa 3aKIIF0YaeTCS B TOM, YTO OOJBIIMHCTBO MCKOMBIX NTapaMeTPOB
o cocrossuun ACY TII omeparop modydaer yAaJeHHO, M3 CETEBOr0 Tpauka IpH
nepeaaye JaHHbBIX B KOPIOPATUBHON MH(pOpMaIIMOHHON cucteMe. COOTBETCTBEHHO, IIEPE]
COBpEMEHHbIMU cucteMamu KOHTpoisl coctosHuss ACY TII crout 3amaya onepaTUBHOTO
noucka M aHajlin3a MH(MOpPMAIMM O COCTOSHUU paclpeiesieHHOro O0ObEeKTa B CETEBOM
Tpaduke.

Pa3BuTHe TEXHONOrMi MOHMTOPMHIa M aHajlIM3a CETEeBOr0 TpaduKka JOIKHO
ONMMPAThCS Ha aJIEKBATHbIE MOJIETU U MHCTPYMEHTHI MOJIETUPOBAHMS CETEBBIX MTPOLIECCOB.
XapakTep cereBoro Tpaduka omnpenensercs psaaoM (PaKTOpOB — OT TOBEIACHUS
MOJIb30BaTEIe 10 MPOTOKOJIOB IEpeAayd, OCOOCHHOCTEM MOHTaXka U HCIOJIb3yEeMOI'0
oOopynoBanusi. Takum 00pa3oM, MOJEIMPOBAHUE CETEBOrO0 TpaduKa M CETEBBIX
IIPOLIECCOB, SIBJISICTCS aKTYyAJIbHOM 3aJa4EH.

[leapto  pa3paboOTKM  MoJzeNel CETeBOTO TpauKka SBISETCS  BBISIBICHHE
ocobeHHocTel Tpaduka kak uctoyHuka uHPopmauuu o coctosuun ACY TII. [ns
JOCTMKEHHSI JaHHOM IeM HEOOXOJHMMO IMPOBECTH 0030p CYHIECTBYIOIIUX MOJAENEH

cereBoro Tpaduka, pa3paborarh KiIaccUPUKAIMIO Mojeneld ceTeBoro Tpaduka,
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OTIPEACTUTh MOJIENb, TPUMEHUMYIO /11 MOHUTOpHHTra coctosiHus ACY TII u pazpaboratsb
MOJIETIb CETEBOT0 Tpaduka Kak MPOCTPAHCTBA YCIOBHO-O0ECKOHEUHOTO 00bEMA.

B xome o030pa cymiectByromux mogaenei [90, 91, 116-120] Obun paccMOTPEHBI
MOJIETIN CETEeBOro Tpaduka, MpecTaBICHHbIC Ha PUCYHKE 4.

Pannue cmoxacmuueckue moodenu. CTOXaCTUUYECKHE MOJAEIM Tpaduka, MIHUPOKO
UCIOJIb30BABIIMECS B MPOLUIOM, B OCHOBHOM IPEACTABISUIM MAapKOBCKUE MPOIIECCHI, TO

€CTh 00J1aJja)ii KPaTKOBPEMEHHOM 3aBUCUMOCTHIO.

MOJEJIM CETEBOI'O TPANUDKA

A 4 A 4 A A4

Kmaccnueckue
CroxacTudeckue ITyaccoHOoBCKHE
(mepuoauyueckue)
MOJIEITH MOJIEIIH
MOJICITH

Mogenu nernodex CaMoro;o0HbIE
COOBITHI MOJEITH

Pucynox 4 — Knaccudukanusa mozeneii cereBoro tTpaduka

Takue monenu omuchIBaIHChH pacrupeneieHuem [lyaccoHa ¢ IIMHOM COOOIICHMS,
W3MEHSBIIENCA N0 SKCMOHEHIIMAJIbHOMY 3aKOHY, U OCHOBBIBAJIUCh HA TEOPUU MACCOBOIO
oOcnyxxuBaHusi. [lyacconosckasi mooenb HE YYUTHIBAET TOTO, UYTO PEAIbHBIA CETEBOU
Tpaduk oONamaeT mnepuojiaMu CHJIBHBIX BCIJIECKOB AaKTUBHOCTH. JJIsi KilacCMYecKOu
MOJICNIA aBTOKOPPEISAIIMOHHAS (PYHKIUS CTPEMUTCS K HYJIO JUIsl OOJIBIIUX OTCYETOB, B TO
BpeMs KaK HaJU4Ke BCIUIECKOB aKTUBHOCTH B PEAIbHOM HCCIIEyeMOM TpaduKe MPUBOIUT
K TIOJIOKUTEIbHOW aBTOKOPPEIIALIUU.

B pamkax xnaccuueckoti modenu Tpapuka CUMTACTCS, YTO HCTOYHUKH JaHHBIX
paboTaroT nepemMeHHO. To ecTh MePHO/Ibl BHICOKOM aKTUBHOCTH CMEHSIOTCS ITTUTEIbHBIMU
3anepkKkaMu. TakuMm 00pa3om, ObLIO 3aKIIIOUEHO, YTO BpPEMs MOCTYIUIEHUSI COOOUIEHUN U

JUTMHA COOOIIECHUI TOJYUHSIOTCS SKCIOHCHIIMAIIBHOMY PAaCTpeeeHUI0, a Mpolecce
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MOCTYIUIEHUSI COOOLIEHU OT HMCTOYHUKOB JaHHBIX - ITyaCCOHOBCKUW Tpoiecc. Bce
MIPOIIECCHI CTAIMOHAPHBIE U HE3aBUCHMBIC.

Mooenv yenouku coodbwenuii. Monenb Tpadguka Obl1a chopMyaupoBaHa M cTaja
nomysipHoit B 80-e rr. XX B.. B pamkax monenu moapa3syMeBaeTcs, YTo MaKkeThl Tpaduka
nepenarTcsi BMECTe U MOTYT 00padaThIBaThCs Kak oJ1HO 1enoe. CereBoe 000pyn0BaHKE B
KaKJI0M TOYKE CeTH MOXKET MPUHUMATh PEUICHUE O JaibHelIell o0paboTKe HEenoYKH o
nepBoMy cooOmieHuto. [logo0OHbBIN anropuT™M NpeaoxpaHui Obl CETh OT OECMOJE3HBIX
ornepanuid 1Mo aHaiau3y kKajapoB. OJIHAKO CTOUT OTMETHUTb, YTO 3TO MOJENIb UCTOYHUKOB
coobmeHuit. Mozienb MpuMEeHNMa TOJIBKO JIJIsl COOOIIEHUH, 00IaaoiX OJHUM ITyHKTOM
HasHadeHuss. OUYEBHIIHO, YTO peau3alusl TPAHCIOPTHBIX TIPOTOKOJIOB U CETEBOTO
o0opyJoBaHusl Il MOJENM IIETIOYKA COOOIIEHWHA M KJIACCUYECKOW Monenu Oyner
KapIWHAIBHO OTIMYAThCS.

CamonooobHas moodenb. Bo MHOTMX COBpPEMEHHBIX padOTax OTMEYaeTcs, 4YTO
oObeuHEeHne TpapuKka OT HECKOJIbKUX MEPEMEHHBIX MCTOYHUKOB MPHUBOJUT K TOMY, YTO
TpadUK CTAaHOBUTCS CHJIBHO aBTOKOPPEITMPOBAHHBIM C JOJITOBPEMEHHOW 3aBHCHUMOCTHIO.
OTO TOPUBOAUT K TOMY, YTO COBOKYMHOCTh MHOXKECTBA MCTOYHUKOB JAHHBIX,
MIPOSIBIISIIONTUX CHHIAPOM OCCKOHEYHOW AWCIEPCHU, B pe3yJbTaTe JaeT CaMOTIOIO0OHBIN
OoOBEIMHEHHBIN ceTeBOM Tpaduk, CTpeMsmmiics K (pakTaibHOMYy OpOYHOBCKOMY
nBkeHnto. Kpome Toro, nccnegoBaHue pa3iMyHBIX MCTOYHHUKOB Tpauika MOKa3bIBAET,
YTO CYIICCTBEHHOE HM3MEHUMBOEC ITOBEIECHHUE — OTO CBOWCTBO, IMPHUCYINEE APXUTEKTYpE
KJIMCHT/CepBep.

[TpoBenennsbie ucciaenoBanus [19] mokazanu, 4To ceTeBoi TpaduK — ATO CIOKHBIN
Ha0Op CIa0OCTPYKTYPUPOBAHHBIX JTAHHBIX, XapaKTEPU3YIONIUHCS OONBIIUMH OOBEMaMU
undopmaruu. s nomydeHus: moaHow nHbopmaimu 00 uccaeayeMbIX Mpoleccax B X0/
MOJICIIUPOBAHUS HEBO3MOXKHO HCIOJIb30BaTh OTPAHUYCHHBIA KIACC MOMACICH, YTO
MIPUBOJINUT K HEOOXOTUMOCTH MCTIOJb30BaHMS HECKOJIBKUX BUIOB MOJICTICH OJTHOBPEMEHHO.

Hanbonee 0OBEKTMBHBIM TOAXOJAOM K MOJICIUPOBAHUIO CETEBOTO Tpaduka It
MOHUTOPHHTA COCTOSIHHSI TIPOTSHKEHHBIX B MpocTpaHcTBe ACY SBISETCS HMCIIOIH30BaHUC
CTOXaCTUYECKUX MOJIEJeH W MOJIeNiel 1emoYeK COOBITHH, TaK KaK JaHHBIE O COCTOSHUU

ACY wyame Bcero mnpeacTaBlIIIOT COOOW I€TEPMUHUPOBAHHBIE IEMNOYKH COOBITUH C
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3JIEMEHTAMM CIy4alHbIX OTKJIOHEHHH. Takue XapakTepUCTHMKU MAaKeTa, KaK, HalpHuMep,
azpeca v MOPThI CYOBEKTOB B3aMMOICHCTBHSI, CTOXaCTUYHBI, 3apaHee HE MPEAONPEACIICHBI
Y ONPEACISAIOTCA B IIPOIECCE CETEBBIX B3AaMMOJCHCTBUM U YCTAHOBJICHUS CE€aHCa CBA3U. A
JaHHBIE CEaHCa MPEACTABISAIOT COOOM IEMOYKH COOBITHM, OTpaKkarolue WH()OpMAIUo O
CETEBBIX B3aUMOJICUCTBHAX.

ITon moroxkamu paHHbix B ACY TII nmoHnumaeTrcsa mnepenada JaHHBIX B BHUJE
HEKOTOPOTO KOJM4YeCTBa makeToB | ompeneneHHOro Tuma, perucTpupyeMoro B
JTUCKPETHBIM MOMEHT BpeMEHM I, Kak I[I0Ka3aHO Ha pucyHke 5. Perucrtpanus
MepeIaBaeMbIX JAHHBIX MTPOUCXONUT IMEPUOTUUECKH B 33]JaHHBIC MOMEHTHI BpEMEHH, JTHO0

TP BOSBHUKHOBCHUHN HEPCTIIAMCHTUPOBAHHBIX CHTyaHHfI.

I, max.

100 —

-

t1 t2 tn

E
-

-

W
S A—

T 1 L] \J 1 T

16:46:00 16:46:20 16:46:40 16:47:00 16:47:20 16:47:40 t, cex

Pucynok 5 — I'padux nH(OpMAIIMOHHBIX MPOLECCOB B CETEBOM TpaduKe

AHann3 IIOTOKOB CETEBOTO Tpa(l)I/IKa IMO3BOJIMII IPEACTABUTL €TI0 COCTABJIAIOIINEC B

CICOYIOICM BHUAC!

FPSC={T,A,K,D, C}, T = o, (2.6)

/i€ TIOTOKU B (PUT'YPHBIX CKOOKax 0003HA4Yar0T, COOTBETCTBEHHO, MOTOKHU JIAHHBIX O
TEKyIIIeM BpeMEeHHU, 00 aJipecax CETEeBBIX y3JI0B, 0 KOMaH/aX, O JaHHBIX U 00 HHQpOpMaIUn

CITy’KeOHOT0 XapakTepa.
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Bpemst peructpanuu nakera T HEOOXOAUMO JJIS ONPEACIICHUS BRIOOPKH COOBITHH,
YIOBIIETBOPSIONINX WHTEPBATY aHanu3a. Ero ycraHaBiMBaeT aiMHHHCTPATOP CHCTEMBI B
3aBUCUMOCTH OT TpeclielyeMbIX IieJied. AHalu3upyeMas CTaTHUCTHKAa MOXKET OBbITh Kak
TEeKylle WM 4YacTHOM (NpU MaybIX 3HAYEHUAX 1), TaK U JOJTOBPEMEHHOW WIH
r100aapHOM (TIPU 3HaYCHUH | OT HECKOJIBKUX YacOB WJIU CYTOK).

Ha pucynke 6 mnpezacraBieHa o000mieHHass WHOOpPMAIMOHHAS MOJEIb CETEBOrO
Tpapuka. Ha Bxom Monmenw MOCTymaeT TEXHOJOTHMYECKas, aJMUHHCTpaTHBHAs
(ympapisitomiasi) W ciayxkeOHas — uHpopmarus, a  Takke  uHQOpManus O
HEpErJaMEeHTUPOBAHHBIX ACUCTBUAX mojb3oBareneid ACY npeacraBieHa Ha pUCYHKE 6.
[Tomp3oBaTeIeM MOXKET OBITH Kak omepaTop, TaK W HapYIIUTENb, IMOTYyYHUBIIAN

HCC&HKHHOHHpOBaHHBIﬁ HOCTYII K CUCTCMC.

Texnonornyeckas HH(bopMauH;I> MNupopmaims o cocrosnu ACY
>
AMuHICTpaTHBHAS HH(OPMALIS
> = Wubopmaryis o mose/ieHun
CryxeOHast uHbopMars FPSC {T’ A’ K’ D’ C}’ Tonb30BaTeNeH >
Wudbopmarms o T—>w
Heper1avMeH THPOBAHHBIX IEHCTBHAY | MNupopmamms 06 atakax Ha ACY
>

Pucynox 6 — O60011ieHHas nHGOpMaIMOHHAS MOJIETh CETEBOTO Tpaduka

B xonme aHamuza perucTpuUpyrOTCs OCHOBHBIE JIaHHBIE IIaKeTa, COJEprKallue
MH(POPMAIIMI0O O COCTOSHMM O0BEKTa MOHHUTOPWHTA: O TEKyIIeM BpPEeMEHH, 00 agpecax
CETEeBBIX Y3JIOB, O KOMaHJaX, O JaHHBIX U 00 HHPOpPMAIUU CIIY)KEOHOro XapakTepa.
[Tonobnast nHpopmMaLrs MOKET COAEpP’KaThCsl KaK B 3aroJIoBKe Makera (aapeca, MOPTHI,
BpeMs), Tak W B UH(MOPMAIMOHHOM YacTH (HampuMmep, 3HAUYEHHS PErUCTPOB
VOPaBJISIIONIETO ycTpoiicTBa). bosee monpoOHO CTpyKTypa makeTa cereBoro Tpaduka
MPOMBINIJICHHBIX TPOTOKOJIOB TPECTaBICHA B MIPHIIOKEeHNHU B.

COBOKYIMHOCTh JAaHHBIX, 3apETHCTPUPOBAHHBIX B KOHKPETHBII MOMEHT BpPEMEHH
XapaKTepU3yeT TEKyIlee COCTOSHHUE CUCTEeMbl. BpemeHHbIE psiibl MapaMeTpoB CETEBOTO
TpaduKa TMO3BOJSIOT TMOJAy4aTh HHMOPMAIUIO O JUHAMHUKE W3MEHEHHS COCTOSHUHN

cucteMbl. B o0miem ciydyae MHOKECTB COCTOSIHUM CHUCTEMBI MOYKHO Pa3JeiuTh HA JIBa
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KJIacca: KJacc perjJaMeHTUPOBAHHBIX (HOpManbHBIX) cocTostHIE QN 1 Kiacc aHOMaJTbHBIX
cocrossanii QA. Kiaccet QN u QA cozaepkaT HEKOTOpPhIE MHOXECTBAa COCTOSHUN
(oOpa3oB), ompeaenseMblXx 3HAYCHUSIMA TapaMETpPOB CETEeBOro Tpaduka, KOTOpPbIE
SBJISIIOTCS.  XapaKTePHBIMHU TPU3HAKAMH I HWACHTH(PUKAIMHA KaKJOTO COCTOSIHHS.
COBOKYITHOCTh HECKOJIbKMX MPU3HAKOB UACHTU(UKAIIMN 00pa3yeT CUTHATYPY COCTOSHUSA,
10 KOTOPOM TEKYIIlee COCTOSIHUE MOXKET ObITh OTHeceHO K kiaccy QN, qu6o QA.
Curnatypa COCTOSIHHSI 1O JaHHBIM CeTEeBOro Tpaduka Ha MOMEHT BpeMeHH {,

coryiacHo opmyiie (2.7), UMEET CISAYIOIINI BU/I:

d(t) = <t, A, K, D, C>. (2.7)

Kaxxnplii U3 MepeynciIeHHbIX TapaMeTpOB, PETUCTPUPYEMBIN B TUCKPETHBI MOMEHT
BpeMEHH i, MMEEeT CBOK NPHUPOAY, AUANA30H 3HAYCHUM M 3HAYNUTEIBHOE KOJIMYECTBO
BO3MOXKHBIX 3HAU€HUN B 3TOM juamnazoHe. Hampumep, KoiaumuecTBO BO3MOXKHBIX |P-
agpecoB mo mportokory IPv4 — 256* — Gomee 4 mupx. 3HadeHmil. Tak Kak COCTOSHHE
CUCTEMBI, OIPEAESACTCS HECKOJbKUMH IapaMeTpaMHd OJHOBPEMEHHO U  OOBIYHO
aHAJIM3UPYETCs B TEUEHHE HEKOTOPOro [Mana3oHa BpPEMEHH, YHMCIO BO3MOMXHBIX
COCTOSIHUM CHCTEMBbI, PEruCTPUPYEMBIX B JIOTMUeCKUX (ailmax ceTeBoro Tpaduxka,

SIBJISIETCS YCIIOBHO-OCCKOHEUHBIM 1 OTIpeIesIeTCs 1o hopMmylie:

Ncoct = [[NDP;, (2.8)

rae NDP; — Kou4ecTBO BO3MOXHBIX 3HAUCHUH | — IO MapaMerpa B JHara3oHe ero
u3MeHeHus. BBuny HenpepblBHOCTH MoHUTOpuHTra coctosHuss ACY  TII, Bpems
perucTpandu JaHHBIX CETEBOro Tpaduka U3MEHSETCS B IMIUPOKUX JUAMa30HaX.
COOTBETCTBEHHO, 00BEM PETUCTPUPYEMBIX AAaHHBIX O cocTossHUM ACY Takke sBIseTCS
YCIIOBHO-OECKOHEUHBIM.

B xone uccnenoBaHui aBTOpaMu ObUIM MPOAHAIM3UPOBAHBI JAaHHBIE JIOT-(hailsIoB
ceTeBoro Tpaduka HECKOIBKUX MPEeANnpusiTUil HedTerazoBoil orpaciu. CpemnHuili 00bem

Tpaduka, perucTpupyeMoro OJHUM y3JIOM CUCTEMbI MOHUTOPHUHTA, COCTaBIIsL1 0KoJj0 0,2 -
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0,5 I'6 (okomo 1,5 - 2 muH. maketoB) B yac. COOTBETCTBEHHO, MPHU HEMPEPHIBHOM
MOHHUTOpHUHTE Tpedyercss okoso 12 ['6 mamsaTu B CYTKM Uil KaXJIOTO Y3Jla CHCTEMBI
MoHHUTOpUHTa. [Ipy 3TOM NaXke NMpH MCIOJIb30BAHUM aIIMAPATHO-TIPOrPAMMHBIX CPEJICTB
MOHHUTOPUHIAa C BBICOKOW TPOMYCKHON crocoOHocThi0 (4 ['OuT/cek) M BBICOKOH
POU3BOUTEILHOCTRI0O HEOOXOAMMBI 3HAYUTEIbHbIE OOBEMBI MAMSTH [JII XpaHEHUs
MOJIy4a€MbIX JTAHHBIX ¥ 3HAUUTEJIbHbIEC BEIYUCIUTEIbHBIE MOITHOCTH ISl ©X 00pabOTKHU.

OTOT (aKkT co3macT ONpeACICHHBIE TPYAHOCTH TPH XpaHEHWH H 00paboTKe
uHbopMaIMi, Tak Kak OO0BbEM MaMiATH M CKOPOCTh OOpabOTKM JaHHBIX amnmnapaTHo-
MPOrPaMMHBIMH CPEJCTBAMH MOHHTOPHHTA CETEBOTO TpaduKa OTpaHHYEHBI: 3a4acTyIo,
BpeMsl MTOMCKA U aHaJIN3a JAaHHBIX O TMPOU3OIIEAIIEM HHIMICHTE MPEBBIIIACT JOMyCTUMOE
BpeMs peakuuu Ha Hero. COOTBETCTBEHHO, HEOOXOAMMBI HOBBIE MOJIXO/IbI, MIO3BOJISIOLINE
KOMIIAKTHO XPaHUTh U ONEPATUBHO 00padaThIBaTh MOTyYaeMyr0 HH(OOPMAIIHIO.

B xome aHanmm3a OCHOBHBIX CIOCOOOB TIPEJCTABIICHUS JAHHBIX B MaMSTH
KommbioTepa [12], caeman BBIBOJ O TOM, 4YTO HambOosiee A(DPEKTHUBHBIM PpEIICHHUEM
po0JieMbl 00paObOTKU U XpaHEHHs OOJIBIIUX 00BEMOB TpaduKa SBISECTCS aCCOIUATUBHBIN
MOAXOJ K OpraHu3allid JIaHHBIX TP perucTpanud HHGOpMalUM O TMaKeTax,
MUPKYTUPYIONINX B ceTU. [Ipy MCMONb30BaHUM aCCOLMATUBHOM OpraHM3aIMH JaHHBIX C
YBEJIMYEHUEM OOBEMOB CETEBOIO TpaduKa W KOJIWYECTBA MOMCKOBBIX NMPU3HAKOB BpPEMs
JOCTyNa K JaHHBIM CYIIECTBEHHO HE HU3MEHSAETCS M 3HAUUTEIbHO MEHbIIE BpPEMEHU
nosiHoro nepedopa. IIpu 3TOM CIOXKHOCTH METO/a OMPENEAETCS TOJIBKO B MOCTPOCHHUH
accoluanuil U He 3aBUCUT OT 00beMOB TpauKa U CI0KHOCTH OPTaHU3alUN JAHHBIX.

OnxHOl W3 TNaBHBIX 3a7a4 Mpollecca MOHUTOPHMHTA CETEBOTO Tpaduka Ha OCHOBE
aCCOLIMAaTUBHOTO TMOJAXOJa SIBISIETCA OINepaTHBHOE (OPMUPOBAHHE KOAA O COCTOSHHUH
ACY, Kak noka3aHO Ha PUCYHKE 7, U CUTHAJIM3UPOBAaHUE AMCIIETYEPAa O BO3SHUKHOBEHHUU
aBapuiHON cHUTyaluu NpH OOHAPYKEHUH KOJIOB HEPETrJaMEHTHPOBAHHBIX COCTOSHHIA.

OcHoBHBIE PYHKITUU AUCTIETYEPA IPEICTABICHBI B IpriokeHuH I
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Pucynoxk 7 — TexHonorudeckas cxema mpolecca rnpeoopazoBanus UHPOpMaIUU O

CCTCBBIX IIOTOKAX B CUCTEMC MOHHUTOPHUHI'A CETCBOI'O Tpacbm(a

CornacHO Tpe/ICTaBIIEHHON CXEeM€ JJaHHBIE CETEBOro Tpaduka perucTpupyroTcs ¢
MOMOIIbIO  OJIOKa pEerucTpaldd CEeTeBOro Tpaduka, IOCie 4Yero MnepefarTcs B
accolaTuBHO-MaxkopuTapubii 0ok (AMB). Ilpu »sToM B KadecTBe ajpeca
acCOIIMAaTHBHON MaMATH 3a7al0TCsd HEOOXOAuMBbIC JJIs aHaiu3a JaHHble makeToB (IP-
agpeca, NOPTHI, BpeMs peructpauuu © T.1.). Ha ocHOBe aHanu3a accouuanuu
dbopMHUpYIOTCS CUTHATYypbl TexHU4Yeckoro coctossHus ACY, KOTOpble BBIAAIOTCA
omiepaTopaM UM  YYUTBHIBAIOTCS B KOHTEKCTE KOHKpPETHOM cuTyamuu. IIpumepsl
aCCOIIMAaTHUBHOTO aHaJIN3a JIAaHHBIX CETEBOTO TpadurKa, XapaKTepU3YIOIMNUX BOSHUKHOBEHUE
aHOMAJTBHBIX CUTYaIlUi, OoJiee ToIpOOHO pacCMOTPEHBI B IMyHKTE 3.2 pazjaena 3.

Takum 00pa3oM, C y4e€TOM HENpPEepPhIBHOCTH MOHHUTOpUHTAa cocTtosHus ACY,
3HAYUTETHFHOTO KOJMYECTBA BO3MOKHBIX COCTOSSHMM M OOJIBIIIOTO YUCIA aHATU3UPYEMbIX
napameTpoB, 00beM AaHHbIX 0 coctosiHun ACY TII, peructpupyeMbix B BHIE MOTOKA
ceTeBoro Tpaduka, SBISIETCS YCIOBHO-OECKOHEYHBIM, YTO MPUBOAUT K HEOOXOAMMOCTU
KOMIAKTHOTO XPAaHEHUsS W OMNEPaTUBHOIO aHajiu3a MOJYYEHHBIX JaHHbIX. B KkauecTBe
pelieHus TaHHOM 3aJja4i aBTOpaMU MPEJJI0KEH aCCOIIMAaTUBHBIN MOIX0/1 K OpraHu3aIuy 1
MOMCKY JaHHBIX, MO3BOJSIONIMI KOMMIAKTHO XPAaHUTh W OINEPATUBHO aHAJIU3UPOBATh

nanHbie 0 coctosHud ACY, 4TO COKpallaeT BpeMsl Peaklid Ha aHOMaJIbHOE COCTOSIHUE

CHCTCMBEI.
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3  HccaenoBanme U pa3padoTka  MeTOAOB  INOBBINIEHUSA
3P PeKTUBHOCTH KOHTPOJISI TEXHHYECKOI0 COCTOSIHUS pacnpeleeHHbIX
ABTOMATU3UPOBAHHBIX CHCTEM B YCJIOBHSIX BO3/1eiiCTBUA
NMPOCTPAHCTBEHHO-BPEMEHHBIX yYrP03 HA OCHOBE MOHHMTOPHHIA CEeTEBbIX

HH(OPMAIHOHHBIX MOTOKOB

3.1 UmuTaumoHHOe MOJeJIMPOBAHME AHOMAJINI B MH(OPMALMOHHOH CHUCTEMeE

MOHUTOPHUHIA COCTOSIHUS He(TeNPoOBOAA M0 JAHHBIM CeTeBOr0 Tpadguka

OnHoll u3 OCHOBHBIX 3amad nocTpoeHuss ACY CIOXHBIMU MPOMBIIUICHHBIMU
00OBEKTaMH SIBJISIETCSl MCCIIEIOBAaHUE HMX PEKHUMOB, OJM3KUX K OKCTpEMajbHBIM, B
YaCTHOCTH, B MpeaaBapHiHbBIX cocTosHuAX [11, 42, 61, 82, 83]. OcoOyio akTyalbHOCTH
aTa 3amada umeeT g pactpeaeneHHbix ACY  TII, paGotaromux B yCIOBHSIX
MIPOCTPAHCTBEHHO-BPEMEHHBIX BO3MYIIICHUN. DTO 00YCIOBIEHO CNEU(UKON TOMOJIOTUU
YOpaBIs€MbIX OOBEKTOB, JIMHAMUKOM WM3MEHEHUS WX COCTOSHHM, YCIOBUSIMU HUX
AKCIUTyaTallii, TPEOOBAHMSIMU K MOJEPHU3AUUA U PAIOM JpYrux (HaKTOpoB, YTO
MPUBOJUT K HEOOXOAUMOCTH MOJICTUPOBAHUS U Pa3pabOTKH HOBBIX CUCTEM MOHHUTOPUHIA
coctossauss  ACY  TpaHCHIOPTHPOBKOM  HedTera3oBoro ceipbsi. Pemenue 3amau
MCCJIEIOBAHMS B JACHCTBYIOIICH CUCTEME COTPSHKEHO C OOIBIINM PUCKOM HEKETATEIHHOTO
BMEIIATEJILCTBA B OTJIAKEHHBIN TEXHOJIOTHUYECKHM MTPOLECC.

B Hacrosimiem pasnerne mpeacTaBieHbl Pe3yNbTaThl pa3pabOTKU WUMHUTAIMOHHBIX
MOJIeJIeH, TMO3BOJISIIONIMX B JIAOOPATOPHBIX YCJIOBUSX TE€HEPUPOBATh HHGOPMAIMOHHOE
MIPOCTPAHCTBO CETEBOr0 TpaduKa, COOTBETCTBYIOIIEEC THUIOBBIM COCTOSIHUSIM CHCTEMBI
YIPABJICHUS TPOTSKEHHBIM MPOMBIIIJIEHHBIM 00BEKTOM. B yacTHOCTH:

- MOCTPO€HAa MHEMOCXEMa CHUCTEMbl MOHMTOPUHIAa TEXHUYECKOTO COCTOSIHUA
HedTenpoBoaa;

- paspaboTaHa Kjaccu(uKalus aHOMAJIbHBIX COCTOSIHUN CHCTEMbl MOHUTOPUHTA

HedTenpoBoa;
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- pa3paboTaHa CTPYKTypHas CXeMa WMHUTAIMOHHOW MOJETH TMOACUCTEMBI
MOHUTOPHHTA y4acTKa TpyOOmpoBoa;

- TPOBEIEHBl HKCHEPHUMEHTHI MO MOJCIUPOBAHUI0 AHOMAJIBHBIX COCTOSHHUI
CUCTEMBI C PETHCTpaIliel ¥ TOMCKOM MH(GOPMAIIMH TI0 JaHHBIM CETEBOTO TpaduKa.

Jlist mosydeHus TOCTOBEPHBIX OIICHOK BBIOpAaHBI JIBA BUJA HHCTPYMEHTAIbHBIX
CpelncTB: pa3paboTaHHas aBTOpaMHU HMMHUTAIlMOHHAs MOJelb Ha 0a3e CpeicTB
apromatuzarmu SCADA u cucteMa UMUTAIIMU CETEBOTO Tpaduka Ha 6a3e MPOrpaMMHOTO
OMYJIATOpa CETEBOTO MPOMBIIUICHHOTO mpotokoia ModBus. OcHOBHbIE pe3yJIbTaThl
UCCIICIOBAaHUKM  OImyOJMMKoBaHbl B paboTtax [6-7]. OcoOeHHOCTH HMHTAIMOHHOTO
MOJICTUPOBAHUS Ha 0a3e MPOrpaMMHOTO IMYJIATOPA MPEJCTABICHBI B PUIOKeHUU B.

Jns monenupoBanus HedrenpoBona, natyukoB, [IJIK u wucnomHuTessHOTO
MEXaHU3Ma B CHCTEME aBTOMaTu3auuu TexHosiornueckux mpoueccoB «SCADA TRACE
MODE» O0bu1a mocTpoeHa MHEMOCXEMa IOJCUCTEMbl MOHHUTOPHUHTA TEXHUYECKOTO
cocTosiHUS HedTENnpoBO/Ia, IPE/ICTaBIEHHAs Ha PUCYHKE 8, U pa3paboTaH MPOrpaMMHBIN
KOMIUIEKC 1Ji1 (pOpMHUPOBAHUSI MPOMBIIUICHHOTO ceTeBOro Tpaduka. PaspaboTaHHBIN
aBTOpaMH MPOTPAMMHBIA KOMILIEKC JUIsi (POPMHUPOBAHUSA CETEBOrO TpaduKa COCTOUT W3
nporpamm: PLC_Simulator [6] u Scada_pipeline. ITporpamma PLC_Simulator umutupyer
paboty ymanennoro IIJIK, koHTponupymoliero naBjieHUE B TPyOOMpoOBOAE A0 M TOCIHE
3aJIBIDKKH, a TaK)Ke YMPABISIONIETO OTKPBHITUEM/3aKphITHEM 3aiaBKKH. [Iporpamma
Scada_pipeline peanusoBana B cpene Trace Mode 6.0 u mo3BoJsieT KOHTPOJIUPOBATH U
ynpasisath coctosarueM TO uyepe3 yaanenusiil [IJIK. [Togkmtouenue k yaanennomy I1TJIK
npou3BoauTcs 1o nporokoiay ModBus TCP.

[logcucremMa MOHMTOpPHHIA, MHEMOCXEMa KOTOPOM NpUBEIEHA Ha pPUCYHKE &,
o0OecrieunBaeT  KOHTPOJb  OCHOBHBIX  TEXHOJIOTMUECKHMX  MapaMeTpoOB  ydyacTKa
TpyOONpOBOJA: JaBJEHUS, TEMIIEpaTypbl, 3ara3oBaHHOCTH, pacxoia HedpTH U T.1.
JlaBieHue Ha JAHHOM y4acTKe He(DTempoBOaa PEryaupyeTcs 3aABUKKOHN, EPEeKITI0YaeMOn
UCTIOJTHUTEIbHBIM ~MEXaHU3MOM. V3MepeHne 3HAUYeHWIl [JaBIEHUS MPOUCXOAUT C
MOMOIIIBI0 JTATYMKOB, YCTAHABIMBAEMBIX JO U Tocie 3aiBkku. KomaHnpl Ha
WCTIOJTHUTENbHBIA MEXaHU3M TIOCTYNaloT OT KOHTPOJUIEpa TOCJ€ TOJYYEHHUS UM

COOTBCTCTBYIOIIUX AUPEKTUB OT AUCIICTUCPA.
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PI/ICYHOK 8 — MuemocxeMa IMOACUCTCMBI MOHHUTOPHUHI'A TCXHUYCCKOI'O COCTOAHUA

OTJENBHOTO y4acTKa HeTempoBoIa

Ha skpane xommbproTeépa AHCHETYEPA B PEKUME PEATBHOIO BPEMEHU OTPAXKAKOTCS
OCHOBHBIE TIApaMEeTpbl ydacTka TPyOONpOoBOJAa, B YACTHOCTH, 3HAYCHHUS U TpaduKu
M3MeHeHHsl JaBiieHus. [Ipy BBIXOJE€ KOHTPOJUPYEMBIX NapaMETpOB 32 TpPaHULIbI
JOIMYCTUMBIX 3HAYEHHWI OIepaTop [OJDKEH IMojydyaTh HW3BEUIeHME OO0 aHOMalbHOM
COCTOSIHUU CUCTEMBI.

Ha pucynke 9 mpencraBnena knaccudukaius ocHOBHbIX cocrosiuuit ACY TII.
[IpyunHamMu BO3HUKHOBEHHS AHOMAJIBHOTO COCTOSIHUSI MOTYT OBITh. TEXHOTCHHBIC
dakTopel (OOpBIB JIMHHM CBSI3M, IMOJIOMKa O0OpyAoBaHHs, cOOM B paboOTe CeTH),
AHTPOIIOTCHHBIEC YCIIOBHS (HEpErIaMeHTHUPOBAHHbBIC JCHCTBUS TOJIH30BATENs, aTaKd Ha
ACY TII u 1. 11.), a Takke TPUPOJIHBIE SBJICHUS B BUJE CHEromnaaa, pe3KuX MophbIBOB BETPa
n apyrux. OpnpHOM W3 riaBHbIX 3amad MoHuTopuHra cocrostHus ACY TII saBnsercs
BBIBJIEHUE W TNPEAYNPEKICHUE WHIUIACHTOB B aBTOMATU3MPOBAHHBIX CHUCTEMAX,

MPUBOSIINX K HAPYIICHUIO UX PaOOTHI.
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Cocroanusa ACY TII

Hopmansnoe
COCTOSTHUE

Oco0EHHOCTh

AHoMaIbHOE
COCTOSIHUE

IIpenaBapuiitnoe
COCTOSTHUE

ABapuiiHOE
COCTOSTHUE

Pucynox 9 — Knaccudukanus cocrostauit ACY TII

KOHTPOJII  TCXHHUYCCKOI'O

COCTOAHMUA

CUCTCMbl MOHHTOPHHIA

pacinpcaciCcHHoro 00BEKTa 3aKII04YacTCs B TOM, 4YTO OOJILIIMHCTBO MCKOMBIX [mapamMcTpoOB

o coctostHu ACY omeparop moiydaeT M3 CETeBOro Tpaduka mpu Nepeaade AaHHBIX B

KOpHOpaTuBHOM MHPOpMannoHHOU cucteme. bonpmmHcTBO coBpemeHHbIx ACY TII s

opraHuzaiuy mepeaadd uHbopMaIMKu HCIoyb3yoT mpotokoin Modbus [114]. Cetebie

Y376l IPH 3TOM B3aUMOJCHCTBYIOT, UCIIOJIB3Ys KIIMEHT-CEPBEPHYIO MOJIENb, OCHOBAHHYIO

Ha TpaH3aKOUAX, COCTOAIIUX U3 3aIlIpOoCa U OTBCTA, KdK IIOKA3aHO Ha PUCYHKC 10.
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Pucynoxk 10 — CtpykTypa nmakera Modbus (a) - 3anpoc ot BeayIiero ycTpoicTaa, 0)

— OTBET OT MOJYMHEHHOTO ycTpoiicTea) [114]
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JIJis mepenadn TaHHBIX HA JajdbHUE paccTOosHHS Mo ceTsaMm Ethernet mcmosbsyercs
npotokoid ModBus TCP [78, 114], mpencrasnsromniuii coboit ctanaapTHbIi naker ModBus
¢ moOasnenueM naHHbix cteka TCP/IP (agpecoB u mopToB B3aMMOACHCTBUA U T.IL.). [Ipu
OOHAapy)KCHWHM WHIMJICHTOB, CBS3aHHBIX C HEKOPPEKTHOW paboOTOM  MOJIEBOTO
o0opymoBaHusi B CeTeBOM Tpaduke B TEpPBYIO  oOdYepedb aHATH3HPYIOTCS
KOMMYHHKAIIHOHHBIE TPOTOKOJIBI 3TOTO THIIA.

Jlnst MomenupoBaHUS CHCTEMBl MOHUTOPHMHTA TEXHUYECKOTO coctostHus ACY
TpyOOINIPOBOJIOM IO JaHHBIM CETEBOTO Tpaduka OblIa TOCTPOSHA JOKaIbHAs  CETh,
UMUTHPYIOIIas B3auMo/ieiicTBre omniepaTtopa u Modbus-ycTpoiicTB B pexxume yrpaBieHUS

ydacTkoM TpybonpoBoaa. CTpyKTypHasi cXeMa CETH IIpeIcTaBlIeHa Ha pucyHke 11.

_____________ -
IMoxcucrema moaenuposanus ITJIK Kanan csisu cern Ethernet
Moxcucrema | il i P ! (Iporoxox TCP Modbus)
KOHTPOJISA 4" TUIK KOMMyTaHI/IOHHOG I
=
ceTeBoro Tpagpuka L 000poyIOBaHMe | LN
___________ a
Tloncucrema mopenupoBanus
Kanau cBsi3u JIOKaIBHOM ceTH JUCIIeTYepa
(TTporoxon Modbus)
[ S (S R f d— f— g—" nla fh— G— — f—" f— — f— — f— f— g __________ } _____
| I
| IToacucrema |
| MOJICITUPOBAHHUS hig! UM 12 |
| nmatuynkoB u MM |
R oo — ==~ -
\
Hedrenposon

Pucynok 11 — CtpykTypHas cxeMa UIMUTAllMOHHON MOJENH UCCIIEI0BaHUS CETEBOTO

Tpaduka B cucTemMe cOopa U perucTpaluy JaHHBIX O COCTOSTHUU TPyOOIpoOBOIa

B xonme mnpoBeneHus SKCIEPUMEHTa MOJEIMPOBAINCH pPa3IMYHbIE BapUaHTHI
BO3JCHCTBUSI HAa TEXHMYECKOE COCTOSHUE aBTOMATU3UPOBAHHOW  CHCTEMBI U
HedrenpoBoaa. [ns mMonmenupoBaHHUs ObLIM BBIOpAHbI CIEIYIOLIUME PacCHpOCTPaHEHHbIE
MHIUICHTBI: OOpBIB JIMHUU CBS3M W HEpErJIaMeHTUPOBAHHBIE JEHCTBHS olepaTopa
(3akppITHE 3aABIKKH HedTenpoBoaa). Pe3ynbTaThl SKCIIEpUMEHTa TPEACTaBICHBI Ha

pucynkax 12 - 13.
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o OnepaTtveHan pervcTpauUmna AaHHbIX AHOMANLHOCTY CETeBOro Tpaduka - O “
Qadn  3anpoc  Hactpodcn  Pabotac modbus  Cnpasca

Toagiac Meress | Cramscrina

(CHOBAR HAPORHBIMA 0 CETRDLE! NAKETAY

M

MNetworkanomsearch

Brvmaznme! Pazpuie coegumenng sesry 192.168.0.131 w 192.168.0.139

1Ry TCF 2 192180131
483 TR Eel) TRIE20E HAE 1921680131 12806 k3 1EdE12H ¥
L ¥
Mpaaeae  |MosTopersy ! Had Kl Mpuze]

IF icrowsma: 192 1620131 Depadorams norok

10 16401079 16401517 IF npseesrrnnca: 152 168.0.13
Twn naery ARF
Jaiscams B AT

Pucynok 12 — Obnapy:xeHue oOpbiBa JINHUU CBSI3U

B cnyudae oOpbiBa JIMHUU CBSI3M B KAue€CTBE CHUTHATYPHI OBLIO HCMIOJb30BAHO
MMOBTOPEHUE 3aIIpOCca Ha COEIMHEHUE, TocTynaromero ot oneparopa k [1IJIK. Hanpuwmep, B
Cllyyae MOBTOpPEHUsI B TeueHue S5 cekyHna Oonee 10 3ampocoB Ha COEIMHEHUE, CUCTEMa
CUTHAJIU3HUPYET O pa3phIBE CBA3U.

B xome skcmepumeHTa Takke OblIa CMOJIETMPOBAHA CHUTYyaIlMs C OTIPABKOM
orepaTopoM KOMaHbl Ha 3aKPBITHE 3aJBUKKH. B peaibHBIX YCIOBHUSIX Takas KOMaHJa
MOKET MPUBECTH K U3MEHEHHUIO JIaBJICHUS B HEPTEITPOBO/IE 10 KPUTUUECKUX 3HAYCHUM.

Jns oOHapyXeHUs KOMaHAbl 3aKpBITHS 3aJBHXKKHA HCIIOIb30BAJIACh CHUTHATypa
W3MEHEHMS JIaHHBIX COooTBeTCcTBytomero peructpa IIJIK, cuuThiBaemass u3 JaHHBIX
npotokosia Modbus. B peructp 2 yrnpasJisiroIiero ycTpoicTBa MmochbUIaanch KOMaH bl JJIsI
HCTIOJTHUTEILHOTO MEXaHU3Ma «OTKPBITH/3aKPBITh 3aJBUXKKY», MPEICTABICHHBIE B BUJC
Jorudeckux KoMana «0» - OTKpBITh U «1» - 3aKpbITh, KaK MPEACTaBICHO Ha pUCYHKe 13.
[Ipu 5TOM, 3HAUCHHS JABIICHUS, XPAHAIIUECS B peTUCTpax 5 U 7 BO3pacTaloT U yOBIBAIOT,

COOTBCTCTBCHHO IMOKa3aHUAM AJATUYMKOB, PACIIOJIOKCHHBIM J10 U ITOCJIC 3a/IBUKKU.
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(lcHOBHAR MHDOMAIMA O CETEBAL NAKETAY b NanHele modbus -0 “

Nt Tun Pasep IP wer, Moprwcr, [P harpPeap 4.20.0, ReadigCaplureFie A
| Crapr nexoavposamal
: Jaronosox TCPnakera
4 mpa[MEHT Tpa[DHKa = 8485262 Len=66 172162 20:1054 - 1721621502
Jannese MODBLIS: 00 04 00 00 000700010012 13CA 0003 27 10 00 0000 0F
[Calulated window size: 63184] NE Tpanaakum 335
[Window size scaling factor: <1 (unknown)] Maermwpuarop nporokona:
Checksums 03797 [validation disabled] Komwecreo 62 3anpoca 6
[Good Checksum: Fakse] Vs arop yerpolicres 1
[Bad Checksum: False) Koo komanger  34rermedl
[SEQ/ACK analysi) Crapr o6t apec PErucTpo: 1
[Bytesin fight: 12] Kommecteo cumbgaene perucTpos: |
[POU Size: 12) v
_ | ModbusTCP .
[ | Transaction Identher: 3984 Networkanomsearch
Pratocol Identfier: 0
Length: 6 .
I Uit [dentifier: 1 Brumanue! amenenue savenuit peructpos NEZ, NES, NET, Vsmeneie napameTpos Jaenexus.
Modbus
Function Code: Read Holdng Registers (3)
Reference Mumber: 1 POk
WordCount: 1
0000 000c 23bFd4b3000c 29c860 03004500 )., 6. E. £ TEUEUD e
0010 00345502 4000800649802 1002 142c 10 AU.E.. Lo

Pucynox 13 — ObHapykeHre HECaHKIIMOHUPOBAHHBIX JICUCTBUI orepaTopa

(3aKPBITHS 33 IBUKKH)

[lonyueHune omnepaTopoM MOJOOHOTO COOOIICHUSI OT MOJCUCTEMBI KOHTPOJIS
CETeBOr0 TpaduKa CUTHAIU3UPYET O HEOOXOAMMOCTH HEMEIJICHHOTO pearupoBaHUs Ha
MHIIUJICHT B COOTBETCTBUHM C MPEIOCTABICHHBIMU JAHHBIMHU.

PazpaGoTannass UMHUTAIIMOHHAs MOJIENb TO3BOJISIET OCYIIECTBIATH TEHEPAIUIO U
nepegadyy  uHQOpMAlMM MO IPOTOKOIY Modbus  0e3  HCHOIB30BAHMS
CIIEUATU3UPOBAHHOTO O0OPY/IOBAHUSI M BMEIIIATEILCTBA B PEAIbHBIN MTPOU3BOICTBEHHBIN
npoiiecc. [loacucrema ananusa cereBoro Tpaduka Mo3BOJIIET KOHTPOJIUPOBATH TOCTYIT K
00bEKTaM yIpaBJeHUs] TPAHCHIOPTUPOBKOM HEPTEra3oBOro ChIpbsi U MPOTEKAHUE
TEXHOJIOTUYECKOTO TpOoIlecca, ONEPATUBHO BBISBIATHL U pearupoBaTh HA WHIUJICHTHI B
ACY TII. B peanbHbIX YyCIOBUAX pa3paOOTaHHAs MOJEIb MOXET OBbITh peain30BaHa
CTaHJAPTHBIM  CETEBBIM OOOPYJOBAaHMEM M CPEACTBaMH OOECICUCHHUS CETEBOM
0€30MacHOCTH, YTO TOBJICYET CHIDKEHHE PUCKA OT yrpo3 aHOMAIBHOTO TEXHUYECKOTO

coctosiauss ACY TpaHCTIOPTHPOBKOM HE(PTETa30BOTO CHIPHSI.
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3.2 Meroa o0Hapy:KeHUs] aHOMAJIUii B CHCTeMe MOHUTOPHHIa TEXHH4Y€CKOIo

COCTOAHUSA NMPOTHKCHHOI'O IPOMBIIIJICHHOI'O 00beKTa 1o JAHHBIM CETEBOI'O Tpa([)mca

B pesynbrare MoAenupOBaHUS U HCCIENOBAHUN WH(GOPMAIMOHHBIX MPOIIECCOB B
pacnpeieIeHHOM cucTeMe MOHMTOPHUHIa pa3paboTaH MeToJl OOHapyKEHUs aHOMauil B
CUCTEME MOHMTOPUHIA TEXHUYECKOIO COCTOSIHUS THPOTSHKEHHOTO IPOMBIIUIEHHOTO
00BEKTa MO JaHHBIM ceTeBOTO Tpadurka. OcCOOEHHOCTHIO METO 1A SBIISETCS NCIIOIB30BAHUE
aCCOLIMATUBHOTO MOJAX0/Ja K OpPraHU3alliyd U MOUCKY JAHHBIX O TEXHUYECKOM COCTOSIHUU
CUCTEMBI.

ANTOpUTM OOHapyXEHUsI aHOMAJMM MpeAcTaBieH Ha pucyHke 14. McxoaHsiMu
JaHHBIMHU SIBJISIIOTCS JTaHHBIE TMOTOKa cereBoro Tpaduka. [lo mporokomy Modbus
BbIENSIETCS] MH(pOPMAIUS O BPEMEHU PErMCTpPalliy MMaKeTa, aApecax, KOMaHIaxX U JaHHBIX
00 obbekTax. I1o mosyuyeHHBIM JaHHBIM (POPMUPYETCSI COBOKYIHBIN a/Ipec, 0 KOTOPOMY
npoucxoauT oOpamieHue Kk accouuatuBHOW namstu (AIl). Hauueie B AIl xpansitcs B
CJIeIyIOLIEM BHIE. AJIpEC BKIIIOYAET B C€0sl KOA BPEMEHU, KO KOMaHbl, KOJI ITOPTa U KOJI
naHHbeIX. B mone nanHbIx AIl IO KOHKpETHOMY aApecy XpaHWUTCS CUTHATypa COCTOSHUS
cuctembl MoHATOpHUHTA [1I10.

[To copmupoBanHOMY coBOKynmHOMY anapecy u3 All cuuThiBaercs curHatypa
coctostHUs cucteMsl. [locne aHanmu3a MoydyeHHBIX JTaHHBIX MPOUCXOAUT UACHTUDUKALIMS
cocTosiHusA. B ciiyyae oOHapyKeHUsS aHOMAJIMM OIEpPaTopy BBIBOJUTCS COOOIIEHUE 00
aHOMAaJIbHOM COCTOSIHUM cucTeMbl. Eciin aHOManuu He OOHapyKEHbI, TO MPOUCXOIUT
3aXBaT U aHAJIU3 HOBBIX JJAHHBIX.

BBI/II[y HCTIPCPBIBHOCTU KOHTPOJIA aJITOPHUTM BBIITOJIHACTCA HUKINYCCKH.
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(o) Y

AHaIm3 CHTHATYPHI

>

A 4

‘ Lukn 3axBara ganueix CT ’

AHomamis
obHapyxeHa?

y

3arpy3Ka JaHHBIX
CT o
HPOTOKOIY
Modbus TCP

Coobuienue o
COCTOSIHMH
CHUCTEMBI

A 4

®opmupoBaHus ajgpeca

Y
obpamenus k All ‘

Komner miuxia ’

y

YreHue CUTHATYPbI U3
ATl ( Konen )

Pucynox 14 — Cxema anroputma oOHapyKEHUSI aHOMAJIMA B CHCTEME MOHUTOPHHTA

TC IIITO Ha ocHOBE acCOMATUBHOIO I10X0/1a

Curnatypsbl, M0 KOTOPBIM NPOUCXOIUT UACHTHU(PHUKAIMSI aHOMAJTBLHOTO COCTOSHUS,
3aJIal0TCsl OMEPATOPOM M OMPEACIAIOTCS B KOHTEKCTE KOHKPETHOM cutyaruu. Hampumep,
cuUrHatypa oOphIBa JIMHUH CBSI3H (popMuUpyetcs cienyronmm odbpazom: B All dukcupyercs
YHUCJI0 TOBTOPEHUS OJHOTO U TOTO K€ ajipeca 3a HEKOTOpbIi uHTepBai BpeMenu (T). Ecnu
yuciao noBropeHui (N) 3ampocoB Ha coenMHEHUE OT ompeaeneHHoro aapeca (A) 3a
HEKOTOpbIM MpoMexyTok BpemeHu (T) Oonblie 3agaHHOrO MoOpora, TO  3TO

CBUJIETEIBCTBYET 00 OOPBIBE JIMHUU CBSI3U, KaK MOKa3aHO Ha pUCyHKe 15.

53



Hauano

td, 12, T, N,
>

A 4

moka N <P

Her

Coob1menne
00 00pBIBE
JIMHHUH_CB 31

t1 — Bpems HauaTa PErkCTpaIyi 3ampocoB

t2 — BpeMsl OKOHYAHK Sl PETHCTPALIMHI 3aMPOCOB

N — KONHMYecTBO MOBTOPEHHIl 3ampoCcOB Ha
coemmHeHue 0T ajpeca (A)

T — [ONyCTHMBIH  HHTEpBAl
OTCYTCTBHUS OTBETOB Ha 3aIpOChl

P — JOMyCTHMBIH MOPOT MOBTOPEHHUS 3alPOCOB
oT ajipeca (A) B MHTEpBaC BpeMEHH |

BPCMCHH

Otuer 0
COCTOSHUH
CHUCTEMBI

Kounen nmukna

Com )

Pucynok 15 — Anroput™ popmupoBanusi CHTHaTypbl OOpbIBa JIMHUH CBSI3U

[Ipn oOHapy>KeHHH HEpErIaMeHTUPOBAHHBIX COCTOSIHUM BBIAAETCS CUTHAT O

HEO0OXOMMOCTH OTIEPATHBHOTO pEarnpoBaHMUs HA MHITUICHT.

Pa3paboTaHHBIll aJIrOpUTM pealM30BaH B BHJE IpOrpaMMHOro cpeacrtea [6,88].

BXOI[HBIMI/I JaHHBIMHW JIA1 pa6OTBI IporpamMmsl ABJIICTCS ITIOTOK CCTCBOI'O Tpaq)m(a, B

KOTOPOM TPOM3BOJUTCS MOUCK MHMOPMAIIMK O MPOXOJAIIUX Yepe3 CeTeBoi mHTepdeiic

naketax. Ha mepBoM a3Tarne npou3BOAUTCS perucTpanusi JaHHBIX CETEBOro Tpaduka, Kak

MTIOKA3aHO Ha PUCYHKE 16, M 3amuch 3apeTrHCTPUPOBAHHBIX JAHHBIX B ACCOLIMATHUBHYIO

IaMATh.
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L O'I'IE‘FIETHBHEFI PETVUCTPaUMA AaHHBIX aHOMaNbHOCTM CETEBOIO Tpad}l-’ll(a o =

®aiin  3anpoc  Hactpoiikn  PaGora c modbus  Cnpaska

Tpaduik I ﬂaMﬂTb] ETaTHCTHKaI

~
Packet ID: 1 TTL: 1z8
Packet size: 78 bytes type: UDE
Source IF : 132.168.0.135: 137
Destination IF : 13%.1g8.0.255: 137
—————————————————————————————— Packet dump ---------------—————-mmmmmm o
000000 45 00 00 4E 0& E€ 00 00 | B0 11 00 00 CO A8 00 BB E.. N ...
000010 CO RB 00 FF 00 89 00 8% | 00 3 &4 AR B5 74 01 10 U1 - B S
000020 00 01 00 00 00 00 00 00 | 20 45 4C 44 42 44 45 44 .. ._.. ELDBDED
000030 42 44 43 44 47 43 4E 44 | 47 43 41 43 41 43 41 43 BDCDECWDECRCRCRC
000040 41 43 41 43 41 43 41 43 | 41 00 00 20 00 01 RCACRCRCR.. .
System date: Z4.10.Z018
System time: 17:08:29:151
Packet ID: 2 TTL: 1z8
Packet size: 78 bytes type: UDE
Source IF : 132.168.0.135: 137
Destination IF : 13%.1g8.0.255: 137
—————————————————————————————— Packet dump ---------------—————-mmmmmm o
000000 45 00 00 4E 0& E& 00 00 | B0 11 BO DE CO A8 00 BB E.. N ...
000010 CO RB 00 FF 00 89 00 8% | 00 3A &4 RR BS5 74 01 10 UL « IS -
000020 00 01 00 00 00 00 00 00 | 20 45 4C 44 42 44 45 44 . .._.. ELDBDED W

BrifepiTe MHTEpMENT:

192.168.0.201 - [Intel{R] Centrina(R] Wi

a) perucTpalus JaHHbIX CETEBOro Tpaduka;

L OI'IE‘[JEITI:“IBHEIFI PETMCTPaUnA AaHHbIX aHOManbHOCTK CETEBOIO Tpad:-nxa - E

®aiin  3anpoc Hactpoitkw  Cnpaska

Tpagu,  [amate \ CTaTueTHia ]

[cHoeHaA HHPOPMAELMA O CETEERIN NAKETSR

e Tun Pazmep |P uer. MapT Wer. [P nan, MopT npuet. | TTL Bpetn M
3 Modbus/TCF |52 192168.013 12755 192168.0.133 502 128 10:3%50:39

4 Modbus/TCF |3 192168.0.139 502 192 168.013 12755 128 10:3%:50:40

12 TCR 2 192.168.0.201 | 55858 1144138109 443 222 10:3%:50:41

13 TCR 40 1144138109 443 1592768.0.201  5h958 B2 10:3%:50:42

14 TCR 183 1.1447138.109 443 192.168.0.201  5h858 k2 10:3%50:43

15 TCRP 1 192.168.0.201 155858 1.144138.109 1443 222 10335044V
£ >

0) 3amuch 3apErUCTPUPOBAHHBIX JJAHHBIX B ACCOIUMATUBHYIO MaMSTh

Pucynox 16 — Dkpannas gopma peructpari ceTeBoro Tpaduka
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Jlanee, B aBTOMAaTUYECKOM pEXuMe, JUO0 MO 3ampocy OmepaTopa MPOUCXOIUT
MOMCK JAHHBIX O TEXHUYECKOM COCTOSIHMM CHUCTEMBI C BBIBOJIOM COOOIICHHS 00 aHOMaJIUH
U coziep>kuMoro tpaduka mo nmpotokory Modbus.

B xonme MonmenupoBaHUS PAa3NUYHBIX BapUAaHTOB BO3ACHCTBHUS Ha TEXHMYECKOE
COCTOSTHHE CHUCTEMBI, OMTUCAHHBIX B MyHKTE 3.1., TPOM3BOAMIICS IMOUCK M aHAIHM3 JaHHBIX
B CETEBOM TpaduKe O CICAYIOINX PACTIPOCTPAHECHHBIX WHITUACHTAX: OOPHIB TUHUH CBS3H
U HeperJiaMeHTUPOBAaHHBIE ICHCTBHS OnepaTopa (3aKphITHE 3aIBUKKU HEDTEIPOBOIA).

Ha pucynke 17 B moiydeHHBIX JoT-(aiiiax ceTeBoro Tpapuka BHJACH pas3phiB
coenuHeHnss Ha 545 Ttpamzaknmu (oOnacte 1) W mOmBITKM  omepatopa (ampec
192.168.0.131) cBszarbes ¢ ynpasisromuM yerpoiictBoMm (IIK, anpec 192.168.0.139) —

o01acTh 2.

1504 149, /56445 192,168, 0, 151 IR AIRE MO&BUS; ob  Query: TR !,1; e I, Func: 57 Read Holding Registers
1565 149.772364192,168.0.139 192.168.0.131 Modbus; 83 Response: Trans: 274; Unit: 1, Func:  3: Read Holding Registers
1566 149.976799192.168.0.131 192.168.0.139

i ALY

1568 150,772615192.168.0.131 192.168.0.139 Modbus,

1571 151.147536 Zyxelcon_ad:df :ee  Broadeast

15 1 1 ; 90 [ \ 0 rans:  277; unit:
1574 152.954813192.168.0.131 173.194.73.94 66 12815 > https [SYN] Seq=0 Win=8192 Len=0 M3s=14
1575 152, 933621 Zyxelcom_ad:df :ee  Broadeast 60 who has 173.194.73.947 Tell 192.168.0.1
157 j 1 ! 114 [Tcp i 0 79
Zyxelcon_ad:df:ee ARP 42 Who has 192,168.0.17 Tell
Giga-Byt_25:e3:82 ARP 60 192.168.0.1 15 at 00:13:49:

192.168.0.131
a0:df:ee

1577 155, 655110 Giga-Byt_25:e3:8a
1578 155. 633889 Zyxelcon_a9:df :ee
9 11
1580 156.2001687 192.168.0.131 2.18.77. TCP 66 12816 > http [SYN] Seq=0 Win=B192 Len=0 MS5
1581 156, 290956 ZyxelCon_ad:df :ee  Broadcast 60 who has 2.18.77.57 Tell 192,168.0.1

B2 136. 033484 G1ga-Byt_23:e3:8a YR 68.0.1397 Te i

1584 157.153516 Zyxelcom_ad:df :ee  Broadeast 60 who has 10,14.19.107 Tell 192.168.0.1
1585 157.651901 Giga-Byt_25:e3:8a Giga-Byt_27:a7:7 42 Who has 192.168.0.1397 Tell 192.168.0.131
1586 158.650289 Giga-Byt_25:e3:83 Giga-Byt_27:a7:7 42 who has 192.168.0.1397 Tell 192.168.0.131

1588 160.101092 Giga-Byt_25:e3:8a Broadcast 42 who has 192.168.0.139? Tel]
80 1AN _RRIARA {02 P o202 prood A 17 uhn b 07 168 (1110 g

Pucynoxk 17 — DkpanHast popMa JaHHBIX CETEBOTO Tpaduka npu oOpbIBE JIMHUH

CBiA3U

Ha pucynke 18 mnpuBomutTcs dkpanHas (opma pabOThl MporpaMMbl  TIpH
oOHapy>KeHHH OOpbIBA JIMHU CBSI3U B CIIy4ae pPErucTpaluu B TeueHue 5 cexyHna oosee 10

3aIllpOCOB Ha COCANHCHUC.
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b OnepatveHan pErvcTpaLUMA JaHHBIX SHOMAABHOCTY CETEBOMO Tpaduka - 0 “
Tadn  3anpoc Hacrpodxw PabBora ¢ modbus  Cnpasca
Tpagsee Mesam | Cramucniaca |

DicHoBein sHIORMMEARA O CETEDLE! BHET &

MNetworkanomsearch

Brnsianne! Paspeis cosgurenin mesgry 192.168.0.131 w 192.168.0.139

[ ok |

1921880130
TCF w 1RIE2E 2 1921680131 12506 B3 164012 ¥
¥
1 purariae ]
IF secroarsaca 152 TR3.0.131 [ i amn nomok

IF npsesrarsica: 192 163.0.133
Twn nasera: ARF

Jamicate s Al

Pucynox 18 — Dkpannas popma pabOThl MporpaMMBbI pu 0OHAPYKEHUU 0OpHIBA

JIMHHUHN CBA3HU

B xome monenupoBaHusi Takke ObUla BOCIPOU3BENEHA CUTYallMs C 3allUChIO B
PErHCTp KOHTpOJUIEpA KOMAaHAbl HA 3aKpbITUE 3aJBHXKKU. 3aKPbITUE 3aJIBHIKKHU
ONPENENSAETCS N0 COBOKYITHOMY aJpecy B aCCOLUMATUBHOM NAMATH, B KOTOPOM JIaHHBIE
COOTBETCTBYIOT 3aKpBITOM 3aJIBHXKKE, T.€. MO 3ToMy azapecy B All XpaHutcs curHarypa
(curHanpHbBIl KOA) JUIsL omepaTopa, uToO TpyoOorpoBoa 3akpbiT. Koa curHarypsl
dopMupyercss M3 aapeca W JAHHBIX COOTBETCTBYIOIIMX PErHMCTPOB YIPABISIOUIETO
YCTPOWCTBA, CYMTHIBAEMBIX IO TipoTokory Modbus.

B nmnepexBaueHHBIX JaHHBIX CETEBOro Tpauka BUIHO, YTO B  PErUctp 2
YIPABJISIIOLIETO YCTPOMCTBA MOCHUIAINCH KOMAaHJbI JUIsl MCIOJIHUTENBHOTO MEXaHU3Ma,
MPE/ICTABJICHHbIE B BUJE JOTHYECKUX KOMaHA «0» - OTKPBITh U «1» - 3aKpBITh 3aJABUXKKY,
Kak mpeacTaBiieHo Ha pucyHke 19. [lpu sTom 3Hauenus nasnenus B peructpax S (15CA) u
7 (2710) Bo3pacTalOT M yOBIBAIOT, COOTBETCTBEHHO IMOKA3aHMSIM JATYUKOB 10 M TOCIE

3aJIBUKKH.
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[Tomydyenne omepaTtopoM TMOAOOHOTO COOOIIEHUS OT TIOJICHUCTEMBI KOHTPOJIS
ceTeBoro Tpaduka CHUTHAIU3HPYET O HEOOXOJMMOCTH OIIEPATHBHOTO pEarnpoBaHMs Ha

HHOUIACHT B COOTBCTCTBUU C ITPCAOCTABJICHHBIMU JaHHBIMU.

- S - anrsie modbus - olEl
N T Pasasp P wer Nopr et 1P, BhapPcap & 200, ReadngCaptuseFie A
Crapr aex
t Jaroncece. TCP narera
DparMeHT Tpaduka - O ] 8485262 LenwE5 172162201054 » 172162150
Daense MODBUS: 00 0A 00 00 90 01 00 01 00 12 15.CA 00 03 2Z.10 00 00 00 OF
[Calculated window size: 63184) N Tparcsaciaec 235
[Window size scalng factor: -1 {unknown)) Haermuguaarop rporoxony 0
Chedaum: 0x3797 [validation dsabled] Kommecreo 6 sanpoca 6§
[Good Chedksum: False] Waeramgsaarop yerposicrea 1
[Bad Checksur: Faise) Kox xomsenne Irersne AD
[SEQIACK analysis] Craproesss aapec perctpos 1
[Bytes in fight: 12} KommecTso compeastasx percrpos: 1
POU Sze: 12) v
Modbus TOP 1
| Transacton Identer: 3484 Networkanomsearch n
Protocol Identfer: 0
Length: 6
Unit Jdensfer: 1 Hunmanie! Vamenenmne snavennil peructpos N22 N25, N7, Maamenerne napamerpoe j2enesna.
Modbus
Function Code: Read Holdng Regsters (3) T ——
Reference Number: | | 0K {
Word Count: §
0000 00 0¢ 29545300 0¢ 29860 3608004500 .).....). 6. E. 46,7304 6423 e |
0010 00345500 W00S006 980 00214 10 . WL..1L..u,

Pucynoxk 19 — Dkpannast popma paboThl MpOrpaMMBbI pU 0OHAPYKEHUH U3MEHEHUS

napaMCTpOB AABJICHUSA ITPU 3aKPBITHHU 3a/IBUKKHU

OKcrepuMeHTallbHass ~ OIEHKa  3(QQEKTUBHOCTH  pa3pabOTaHHOIO  METO[a,
npelcTaBieHHas Ha pucyHke 20, mokazana BBICOKYIO OINEPAaTUBHOCTh €ro padoThl, B

CpaBHCHHH CO CTAaHAAPTHBIM MCTOJOM IIOJIHOI'O IIPOCMOTpPa CCTCBOI'O IIOTOKA.

000 |ty me

B000

FO00

S000

S0:00

/
/
N | -
/
|

./
—

oo V

3000

T T T T 1 1"?,. ILAK
o S000 10000 15000 20000
— HocaegoEaTe IBHBIH — ACCOHATHEHBIH

TMOHCE IIOHCEK

Pucynok 20 — I'padpuik BpeMeHHBIX 3aTpaT Ha TOMCK aHOMAJIUM B TOTOKe Tpaduka

IIpn aHanu3e MOJIYyYEHHBIX PE3YJIbTATOB MOXHO YBHUJETb, YTO C YBEIWYECHHUEM

oO0beMa Tpaduka BpeMs, 3aTpayuBaeMO€ Ha TMOUCK JIaHHBIX C HCIOJIb30BAaHUEM
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ACCOIMATUBHOTO TMOJX0/a, 3HAYUTEILHO MEHBINE, BCJCACTBHE OOpaIlIeHUS B KaXKIOM
CIy4ae JHUIIb K KOHKPETHOMY VYYacTKy MaMSTH, COJIEpXKaIleMy COOTBETCTBYIOIINE
MOWCKOBBIM TIpU3HAKaM CHUTHAaTypbl, B TO BpeMs KaK MeETOJ IMOJIHOTO mepedopa
MOCIIEA0BATEIHHO aHAIU3UPYET BECh MOTOK TpadukKa.

VYke Ha BTOPOH CEKyHJIe aHallu3a MOTOKAa MPOCIICKUBACTCS COKpAIICHUE BPEMEHHU
noucka Oojiee 4eM B S5 pa3. DTO CBUJETEIBCTBYET O 3HAUYUTEIHHOM TMOBBIIICHUU
s exTuBHOCTH MOMCKa HHGOpMAK B OONBIINX 00beMax TpaduKa Mpu UCIIOIH30BAHUN
aCCOIIMAaTUBHOTO MOAXO0/IA.

[IpoBeneHHBICE  WCCIEMOBAHMS  TMOKAa3add  BBICOKYIO  MPOU3BOIUTEIHLHOCTH
pa3paboTaHHOTO MeTo/a, OOYCIOBJICHHYIO 3HAYUTEIBHBIM COKpAIICHHEM BpPEMEHU
OoOHapy>KeHMsI aHOMAJIUH 3a CYET MPUMEHEHHUS aCCOIMATUBHOTO MOJX0/a. 3HAYUTEIHHOE
COKpallleHHe BpeMeHU cOopa HHPOpMAIUM W CUTHAIM3UPOBAHUS OO0 MHIIUICHTE
MO3BOJISIET OMNEPaTUBHO pearupoBaTh HA BO3HUKHOBEHHWE AHOMAJIBHOM CUTyalluu U

IIPUHUMATDb PCIICHUA OJIA €C HeﬁTpaJII/ISaI_[I/II/I.

3.3 MeTOIl NMPOTrHO3UPOBAHUS BPEMCHHBLIX PHAA0OB 10 JAHHBIM CETEBOIO

Tpa(l)mca Ha OCHOB€ NMOJIUMTapMOHNYE€CKOI'0 IMOJJHHOMA

AKTyaJIbHOCTh ~ pacCMaTpuBaeMOM  3aJaud  OINpEAeNseTcss HeO0OXOIUMOCTBIO
IOPUHATHUS ONEPATUBHOTO JOCTOBEPHOTO pEUIeHHs B YCIOBHUSX OOJbIIOro o0bema
00pabOTKN UCXOAHBIX TAHHBIX U OIPAaHUYEHUN HA BPEMEHHBIE PECYPCHI.

3agauv TAaKOro THWIIA YAaCTO BCTPEYAIOTCS IMPU CO3NAHWUM PA3TUMYHBIX pPACUETHO-
aHAJIUTUYECKUX MPOTHO3UPYIOUMX cucteM. OcoOyro akTyalbHOCTh UMEET 3Ta 3ajaua MpH
pa3paboOTKe CTpaTeruu 3alluThl HHPoOpManMu B HHPOpMAIMOHHBIX cucTemMax ACY
Pa3IMYHOr0 Ha3HAYeHUs, PYHKIMOHUPYIOIINX B PEXKUME PeaIbHOIO BPEMEHU B YCIOBUAX
BO3JCMCTBHsSL  PA3JIMYHBIX yrpo3. B  NOpOBEAEHHBIX aBTOpPaMU  MCCIENOBAHUAX
paccMaTpuBajIuCh  MHGOPMAIIMOHHBIE  CHUCTEMbl ~ MOHUTOPMHIA  MPOTSKEHHBIX
NPOMBIIIJICHHBIX OOBEKTOB, B YAaCTHOCTH, TpPyOONMpoBOAa IO TPaHCIOPTUPOBKE

He(PTEnPOIyKTOB, KOMIIBIOTEPHBIE CHUCTEMbl MOOWJIBHBIX OOBEKTOB: aBTOMOOWIECH U
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JeTaTenbHBIX anmapaToB. [IpoBeneHHbI 0030p mMyOnMKaIuMil MO JAaHHOM TeMme IMOKasall,
YTO, HECMOTPSI Ha JIOCTATOYHO IPEICTABUTENIbHBIA UX MEPEUYEeHb, IPOOIEeMa MOBBIICHUS
IPOU3BOJUTEIBHOCTH CPEACTB IIPOTHO3UPOBAHUS W PAHKUPOBAHUS PHUCKOB  JUIS
PacCMOTPEHHBIX 00BEKTOB MH(POPMATU3AINH SBJISCTCS aKTyaabHOU [21-34].

[Tpu 0OpaboTKe NaHHBIX, MOJYYEHHBIX C OOBEKTOB PA3IUYHON MPHUPOJBI, HIUPOKO
UCIIOJIB3YIOTCSI HX CIIEKTPAJIBHBIE XapaKTEPUCTHKH, IOdy4daeMble Ha ocHOBe Dypbe-
npeoOpa3oBaHusi. OJTO MOXHO OOBSICHUTh JOCTYMHOW MJii TOHUMaHUS (PU3HUYECKOM
MHTEpIpeTalre MPoLecCOB U pPe3yIbTaTOB 00pabOTKM BO MHOTUX MPAKTUUYECKH BaXKHBIX
ClIy4asiX, BKJIOYas UX NPOTHO3MpOBaHME. PemeHue 3anauu NporHos3a, OMUpPAETCs Ha
MPUHIUI COXPAHEHUs] 3aKOHOMEPHOCTEW, BBISIBICHHBIX Ha WHTEPBAJE MPEIAbICTOPUH U
COXPAHUBIIMXCS HA WHTEPBAJE IPOTHO3a. 3aKOHOMEPHOCTH, BBISBJICHHBIC Ha OCHOBE
CHEKTPaIbHBIX COCTABIIAIONINX, JOCTYITHO (POPMYIUPYIOTCS U PEATU3YIOTCSI.

B  ocHOBY Moaenu = NPOTHO3UPOBAHUA  PHUCKOB P @ MOJIOKEH

MOJIUTAPMOHMYECKUNA IMOJUHOM Bujaa [3], JOMOJHEHHBIM MOJEISIMH JIMHCHHOM U

CIIy4ailHOM cocTaBsronie [2]:

K
s (=a,+Y (2, co5( 2.7k %)+bk-sin( z-ﬂ-k-ﬁ))m +d tec, +c,-e(t-1)

k=1

N N
STP(1) 2-2P(t)-cos(2-n-k-|:l)
a, = t=1N ; a, =2 . :

Z-iP(t)-sin(Z-n-k-IL)

b, = N : (3.1)
rae  a,b,c,d - mHaeKkcupoBaHHbIe KOA(D(OUIMEHTHI MOJICIIH;
K — HOMep rapMOHHKH U3 BRIOPAHHOTO psiia U3 K rapMOHHUK;
P(t) — 3HaYCHMSI BpEMEHHOTO psija B TUCKPETHBI MOMEHT BPEMCHH 1]
N — 9HCIT0 3JIEMEHTOB BPEMEHHOTO Psjia.
[Ipouienypa cuHTE3a MaHHOW MOJCIU PEATU3YETCS C HCIIOJIb30BaHHEM

KOMITBIOTEPHOM MPOrpaMMbl J0 TOJYHYEHHUS CIIy4allHOrO OCTaTKa, COOTBETCTBYIOILIEIO

KPUTEPHUSIM CIIy4allHOCTH, HOpMaIbHOCTH, KpuTepusm CtorofenTta u Jlapobuna-Yorcona.
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AmpobGamuss  mozenu (3.1), mpoBeneHHas Ha BPEMEHHBIX pAdaX pPa3BUTHUS
TEXHOJOTMYECKHX HapyIIeHHH Ha O00BEeKTaX MEeTaJUTypruueckoro Ipou3BOJICTBA, B
YACTHOCTH  AJIOMUHHUEBBIX  3JEKTPOJIM3EPOB, OO0BEKTaX HePTErazofgo0bluu, MpH
IIPOrHO3MPOBAHUM IIPOLECCa HM3HOCA [OJIOTa OypOBOM YCTaHOBKH, NPOTHO3UPOBAHUU
[0’KapoB, HMHTEHCUBHOCTH BHPYCHBIX aTak B KOMIIBIOTEPHBIX CETAX - I[IOKazaja
pe3ysbTaThl, IO TOYHOCTH, YIOBJIETBOPSIOUIME TPEOOBAHUSAM COOTBETCTBYIOIIUX
MIPOMU3BOJCTB U CUCTEM. B yacTHOCTH, MpoBepKa pabOThl MOJIEIN NPH MPOTHO3MPOBAHUN
BPEMEHHBIX pAJOB AaKTUBHOCTH BHPYCHBIX aTak II0 €KEJHEBHbIM JaHHBIM caiTa
Kacnepckoro BbIsIBHJIa MOTPEMIHOCTH MPOTHO3a MOJENIN C NEPCHEKTUBOM HAa HEHENI0 HE

oostee 15 %.

3.4 MeToa paHKMPOBAaHMS YTPO3 HA OCHOBE ACCONMATHBHOIO NIPUHIIUIIA

B ocHOBY mozenu paHXWPOBAaHHsS PUCKOB IMOJIOKEH NPUHLMUIT aCCOUUATUBHOCTU
3HAYCHUSI BEIMYMHBI PUCKa <ZR;> OT yrpo3bl ¢ UHIEKCOM | - C TOPSJAKOBBEIM HOMEPOM
paHra 3TOW BEJIMYMHBI J B paHKUPOBAHHOM Py puckoB S. B TepmuHax Teopuu
pacro3HaBaHus 00Pa30B MPOLEAYPA ONpE/IeIeHHs HoMepa pucka Q B PaHKMPOBAHHOM

pamy S Ul MCCIIEMyeMOro 3HAUEHHs PUCKA (| OIMCHIBAETCA CIIEMYIOIUM 00Pa3oM:

Q = {Ql;QZ’ :QN}; D(<ZRl->) = {dl,dz, cee dN}, P= {<ZRl->};
KP:qc Q¢ Q: <zR;> €dQ, (3.2)

rne Q, P, D u KP — COOTBETCTBEHHO: MHOXXECTBO HOMEPOB PAHTOB B psay S,
MHOKECTBO MPHU3HAKOB PACIIO3HABAHUS, MHOXKECTBO MOJAMANa30HOB 3HAYEHUN PHUCKOB,
COOTBETCTBYIOIIUX MOPSIAKOBOMY HOMEPY J, U KiIacCU(PULIHUPYIOIIEee TPABUIIO.

B cooTBercTBUM ¢ BBIpaskeHUEM (3.2) mccneayeMslii 06pas ¢ (MM ke HEKOTOPOe
3HaueHne pucka <zR;>) orHocuTCs K Knaccy Q  (mmm panry Q') M3 MHOXECTBA PAaHIOB
Q, ecnm 3T0 3HaueHue pucka <zR;> BXOIUT B AMANa3oH 3HAYEHHH, PAaHXKUPYEMBIX MO/

HOMepoM Q.
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B nmpouecce wuneHTHUKanumu mnapamerpa J YYUTHIBAETCSA, YTO HECKOJIBKUM
3HAYEHUSAM PUCKOB, PUHAJIEKAMX OJHOMY JMaIa30Hy, IPUCBAUBAETCS OJMH U TOT K€
HOMeEp B pany J. B aTtom ciyuae mpu omnpezaeneHun J yduThIBaeTCs HOMEp MO MOPSIKY
MOCTYIJIEHUsI 3HAayeHUs pucka. [IpruMeHeHHe acCONMaTUBHOIO NPHHIMIA ITO3BOJSET
ONpENENIATh PAaHI PUCKA 332 OJUH TaKT BPEMEHH, CUHXPOHHBIA C €ro MNOCTYIUICHHEM.
Meron paHXUpOBAaHMS PUCKOB peaM30BaH B BHUJAEC pa3pabOTaHHOTO aBTOpaMU
IPOTPaAaMMHOTO CPEJICTBA, MPEJCTaBICHHOTO B pabore [5].

[Iporpamma «PaHXMpOBaHME PHUCKOB OT YIPO3 HA OCHOBE aCCOLMATHUBHOIO
NpPUHIMIA» [peJIHa3HadeHa JUIsi WMHUTALMOHHOTO MOJEIUPOBAHUS W HCCIIEJOBaHUS
YCTPOMCTBA PAHKUPOBAHUS PUCKOB. [IporpaMma Takxke MOXET HAUTH NPUMECHEHUE B
CHUCTEMAaxX pEaJbHOTO BpPEMEHH, e TpeOyeTcsl BBICOKAs ONEPAaTUBHOCTb IOCTPOCHMS
PAaHXKUPOBAHHOTO  psiAa. Bbicokas  MpPOU3BOAUTENBHOCTH  PabOTBI  MPOTrpPamMMBI
o0ecnieunBaeTcs  NPUMEHEHWEM  acCCOLIMATUBHOTO  MPUHIUIA  pPaHXUPOBAHUS,
ITO3BOJISIOIIETO B OTIIMYHME OT M3BECTHBIX AJTOPUTMOB IIPU MOCTYIUIEHWM JAaHHBIX I10
PHUCKY OJTHOBPEMEHHO ONPEIENATh PAHT ITUX JIAHHBIX B PAHKUPOBAHHOM psAy. OCHOBHOMN
¢yHkueil nmporpaMmbl «PaH)XXMpOBaHHE PUCKOB OT YIpO3 Ha OCHOBE acCOLMATHUBHOTO
NPUHIUIA» SBISETCS COPTHPOBKA PUCKOB 1O YObIBaHWIO. BXOOHBIMH JTaHHBIMU
JIrOpUTMa SBIISIOTCS KOJIMYECTBO 00pabaThIBa€MbIX PUCKOB, MAaKCHUMAaJIbHOE 3HAYCHHE
pUCKAa M HEMOCPEACTBEHHO OLIEHKM pPHUCKOB. 3HAU€HUs PUCKOB 00pabaThIBAOTCS
MOCJIEIOBATEIbHO U Ha OCHOBE ACCOLUMATMBHOIO MPHUHIMIA MUX HOMEpa pa3MElIatoTcs B
MaTpulle, HUMHUTHpYyIOIIeHW mnaMaTb. B  KoHue padoTbl anroputMa  BBIBOJUTCS
PaHXUPOBAHHBIA CIIUCOK MHAEKCOB PUCKOB yrpo3 MH(OpMALMU B UCCIEAYEMON CUCTEME
IIPEACTABIICHO HAa pUCYHKE 21.

JIOCTOMHCTBOM METOJla, OCHOBAHHOTO Ha pa3pabOTaHHBIX MOJENSX, SBISETCS
BBICOKAs MPOU3BOUTENBHOCTb, MO3BOJISIONIAS B PEXKUME PEATbHOTO BPEMEHHU ONPENEIsATh
PAaHXUPOBAHHBIA DS PUCKOB, YIPaBJIATh NPUHATUEM PEIICHHA B COOTBETCTBHM C

MIPUOPUTETAMU YTPO3.
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CUSTUMEN NaMATH

BX0OHEIE PHCEM BEI<00HEIE OAHHEIE

B nok. namari
K.onMYecTED pHCKOE Mz 3HAYEHHE

PAHT HOMEP 1 2 3 4 5 E 7 8
g ks EatEE ] : ;

Horep SHaveHke
PHCKa pHEKE

2|1

1531389

272 BE0G
802,9455
495,3554
TEE.6345
850,391
437.5403

Mmoo Mmoo m
wl=lo m o=

W oW m W N =

4 T ] »

| *

A

MakcurmansHoe ([l EmnTe SEmmE Cuerumk Hrenua
SHAYEHUE pHCKa
]

850,3911 8

BEECTH CNYYARHBIE BENIOYHTE PEAMM ONPEOENMTE PAHT MNPOYMTATE PAHT Boiwan
SHAYEHWA PUCKOE PaHXMWMPOBAHMA TERMWETD PMCEA TERYWETD PMCEA

Pucynoxk 21 — Dkpannast popMma mporpamMmbl paHKUPOBAHUS YTPO3 110 BETUYHMHAM

UX PUCKOB

[IporpamMMHBII KOMIUIEKC, BKIIOUYAIOIIUNA B c€0sl TpOrpaMMy paH KUPOBAHUS YIPO3
B COBOKYIHOCTH C PAacCMOTPEHHOH paHee NpOrpaMMoOl MPOTHO3MPOBAHUS BPEMEHHBIX
PAIOB HAa OCHOBE NOJUTaPMOHHYECKOTO MOJUHOMA, IO3BOJISIET CTPOUTH JUHAMUYECKYIO
MOJENIb yIpo3 00bekTa HH(POpMaTH3alUUU, 4YTO OOECIIEUMBAET ONEPATHBHBIN BBHIOOP
CPEICTB 3amuThl MHGOPMAIMK B YCIOBHUSX H3MEHEHHS MPOCTPAHCTBEHHO-BPEMEHHBIX
YCIOBUM  JKCIUTyaTallud CHUCTEMbl MOHUTOPUHTA TMPOTSHKEHHBIX — MPOMBIILICHHBIX

00BEKTOB.

3.5 Merox BbIOOpa 0a30BOM (GYHKOMM TPH ABTOMATU3UPOBAHHOI
HAeHTU(QUKAIMY BPEMEHHBIX PSJA0B CeTEBOro Tpauka HA OCHOBE aCCOIUMATHBHO-

MAKOPUTAPHOI'O MOAX0/JA

B Xxome CcOBpeMEHHBIX Hay4YHBIX MCCIEAOBAHMA BCE Yalle BO3HUKAET
HEOOXOJIMMOCTh HATJISIHOTO TMPEACTaBJICHUs] CTAaTUCTUUYECKOTO MaTepualia O 3HAYCHHUSIX
KaKuX-IM0O TMapaMeTpoB HccieayemMoro mpormecca. OueHb 4acTo Takas uH(opmarus

MMpEACTABIACTCA B BUAC BPECMCHHELIX PAJO0B, KOTOPBIC MOI'YT OBITH IMpOoaHaJIU3UPOBAHBI U
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U3YYEHbl AHAIUTUYECKUMH U TporpaMMHbIMH crnocoOamu. Ho, Takue gaHHbBIE
XapaKTEpU3YyIOTCS CIIOKHBIMU 3aBUCUMOCTSIMH, KOTOPBIE 4aCTO TPYAHBI I ONIPEAECICHUS.
[IpumepoM TakuxX 3aBUCUMOCTEM MOTYT SBIATHCA [aHHBIE WHTEHCHUBHOCTU CETEBOIO
Tpaduka, MpeacTaBicHHbIe Ha pucyHKe 22. Tak Kak Moj0OHbIE 3aBUCUMOCTU 3a4acTyIO
ABJIIIOTCS. OCHOBOM 11 TOCTPOEHUS IIPOTHO3HBIX MOJIENEN, BO3HUKAET HEOOXOIUMOCTh B

onpeeeH!H BUuaa PYyHKIIMU BPEMEHHOTO psijia.

P(t)
10000

1-2 - obnacts
WASHTMMKALIN o S

9000

8000

2-3 - obnactb
NPOTrHO3UPOBAHKUA

7000 1 EEENEEREEE !

6000 T
02.11.2013 03.05.2014 02.11.2014 03.05.2015 02.11.2015 02.05.2016 t

Pucynox 22 — ®parment ceteBoro Tpaduka: t — Bpems, P(t) — dynkuums

3aBUCHUMOCTH MHTCHCHUBHOCTHU CETCBOI'O Tpaq)mca OT BpECMCHHU

B ocHOoBe MopenupoBaHUST U MPOTHO3UPOBAHMS OOJIBIIMHCTBA JUHAMHYECKUX
MpOIIECCOB  JIGKHUT  omepamust  uaeHTudukanum  6azoBoit  pyHkiuu  (bD),
XapaKTEPU3YIOLIEH OCHOBHBIE 3aBUCHUMOCTH B MCCIEIyEeMOM mporecce. B wm3BecTHOU
JUTEPAType, KACAIOIIECHC METOI0OB MOAEIUPOBAHUS U MPOTHO3UPOBAHUS TTpo1eccoB [21,
34, 55, 63, 107, 110], pacno3naBanue b® B OONBIIMHCTBE CIy4acB MPOU3BOAUTCS JTHOO
BHU3YaJIbHO, JINOO IMyTEM IOCJIEI0BATEILHOIO CPABHEHUS C 3TATIOHAMM.

[Tpu »aTOoM nmoctoBepHast uaeHTudukanus bO 3aHMMaeT 3HAYUTEITHHOE KOJIUYECTBO
BPEMEHHU, YTO SBISETCSA MPOOJIEMOl B ciiydae HEOOXOAMMOCTH OBICTPOW peakiuu Ha
BO3BHUKHOBEHHE HEPETJaMEHTHUPOBAHHOW CHUTyalluu (Hampumep, CETEBOM arTaku),
pacno3HaBaeMou U MPOTHO3UPYEMOU C TOMOIIBIO TPEH 1A MPOoLIeCCa.

[To 3TOM mpuuMHE aBTOMATU3MpPOBAaHHAA WICHTU(UKAIUS 0A30BBIX 3aBUCUMOCTEH
SABJISIETCS OJHOM M3 aKTYAJIbHBIX 33/1a4 NPU IPOTHO3UPOBAHUU MTPOLIECCOB.
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[lenpro naHHOW pabOTHI SBISETCS aBTOMATH3aIUs Ipolecca BbIOOpa 0a30BOMA
(GYHKITUY PU UICHTU(DUKAIMYA BPEMEHHBIX PSIOB.

JIyis JOCTHKCHHS JaHHOW e ObUIM pa3pabOoTaHbl: MOEIb pacio3HaBaHus bd,
QJITOPUTM H TPOTPaMMHOE CPEICTBO, OCYIIeCTBIstomee BoIOOp B®, m wmcciemoBana
mporpaMMa npu paboTe ¢ peajbHbIMH JaHHBIMH BPEMCHHBIX DPsIOB. I TOBBIIICHHUS
ONEePaTUBHOCTH HACHTH(HKAIMK B aIropuTMe BbiOOpa B® MCIoib30BaH acCOMATHBHO-
MaxopuTapHbIi moaxox [109].

B ocHoBe anroputma uaeHTU(UKAIMKA TPEHIA BPEMEHHOTO psijia JICXKHUT OIICHKa
CTCIICHH COOTBETCTBHSI HCXOIHOTO 00pa3a BPEMEHHOIO psga ASTAJIOHHBIM 00pazam
DJIEMEHTApHBIX 0a30BbIX (GyHKIHHA. DopMynsl W rpapUKd OCHOBHBIX 3JICMEHTAPHBIX

(GYHKIMIA, UCTIONIB3YEMBIX JIJIS IPOTHO3UPOBAHUS, IIPE/ICTABIICHHI B TabuIle 2.

Tabnuna 2 — ba3oBbie PyHKIINHN, UCTIOIB3YEMBIE JIJIsi TPOTHO3UPOBAHUS

Ha3Banmue
HazBanue u ¢popmyia
u popmyna I'padux pynxuuu I'padpux pynxkuuu
bynxuun
GyHKuHMN
3 3z | 2|
Jluneitnast IToka3zarenbHas
y = kx+b y=¢" /
1 1
3 - & 3 X
}I \\ Il 32 h
KBappatuunas Jlorapudmugeckas
y = a(x-1)° \ / y = log,x i
1 1 —
o X < E
38 ¥ )
Ilepuoguueckast
Crenennas )
— | y=cosx+
= Xn —
y < 1 l\\ // N l
| 3 2k = =
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3amaya wunentudukanuu bd, kak mnpaBuiO, pemIaeTCs C HUCMIOIb30BAaHHEM
KJIACCUYECKON TEOPHH pacro3HaBaHus 00pa3oB. MI3BeCTHBI:

- Q={Q.Q, .Q,} — MHOXeCTBO 00pa30B (3TaNOHOB) 0a30BbIX QYHKIMIA;

— N — konuuectBo 00pa3oB bD;

- X - MHOKECTBO aCCOILIMAaTUBHBIX MIPHU3HAKOB pacrno3HaBaHUs
X = {Xi, X5y ooy Xy } , XapaKTEePU3YIOIIUX UCXOIHBIM BPEMEHHOM PAI;
— M — KonMuecTBO PIEMEHTOB BPEMEHHOTO PAJIa;

— D={D,,D,,....D;} — nnanazon wsMeHeHus i-ro HpH3HaKa U j-TO Kiacca

byHKIMH, B mpenenax KOTOPOTo JIekKaT JIOTMYecKrue 3HaueHus: QyHKUIUN OMpeeIeHHOTO

stanona b®: D; ={0,1} ;

— RP — pazgensroniee npaBuiio ajist uAeHTUGUKAIINH;

— RF — pasnenstomas ¢ynknus uneHtudukanuu b, onpenenstomias Mepy
0JIM30CTH pacro3HaBaeMOro oopasa ¢ 3TaJOHOM;

—  V—K03(QUIUEHT aCCOLIMaTUBHOCTH.

Heobxoaumo uaeHTudupoBaTh BuA 0a30BOM (YHKIIMKA HUCXOJHOTO BPEMEHHOTO
psiza i MOJTyYeHUs IPOTHO3HBIX OIIEHOK €r0 M3MEHEHHUS.

Jlnst mpoBeneHus WIASHTU(UKAIMU Ha TIEPBOM J3Tale HEOOXOIUMO COCTaBHTH
O6ubmmoTexky HTasoHOB 0a3zoBbix ¢yHKuMn (bP), ¢ KaxabiM U3 KOTOPBIX Oyner
MIPOBOJIUTHCS CpPaBHEHHWE HCXOTHOTO oOpa3a. B kauecTBe JaHHBIX ATAJOHOB MOTYT
WCITOJTB30BATHCS (DYHKITNH, PEJCTaBICHHBIC B Ta0IHIIE 2.

['paduueckass Momens »dTajgoHAa TMPEACTaBISET CcOOOM KBAJApPATHYIO MATPHUILY
Pa3MEpHOCTBI0O N*N, 3aMoNMHAEMYI0 EIUHUIIAMHA B CiIydae TPUCYTCTBUS 3HAYCHHUS
HMCXOMHOW (PYHKIIMM B KOHKPETHOHM sSUCiKe MATpUIlBl ATAJIOHOB. Jlnama3oHbl W3MEHCHHS
HEKOTOpbIX BUAOB b® mpexacraBnensl B Tabmuue 3. [ns npumepa Obui BBIOpaHbI
JTuHEeHHas1, mapadoardeckas U SKCIIOHSHITHATbHAS (yHKITHH.

Bce o6pa3el b® xpaHaTcs B OTHOM y4acTKe MaMATH, U UASHTU(UKAIUS TOTO WM
WHOTO BUIA (DYHKIIMH TIPOU3BOJIUTCS B 3aBUCUMOCTH OT CTEIICHW HAXOXICHHS UCXOIHOTO
rpaduka ¢GyHKIIMM B JAMAMA30HE OMpENETIeHHOTO o0pa3a. B mpaBoil HIDKHEH sdeiike

Tabnuipl 3 TpencTaBlieHa CXeMa MPOCTpaHCTBA OOpa3oB M TOKa3aHbl JUANA30HBI
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HAX0X/IeHUs 0a30BbIX (PYHKIHMHA B €JUHOM MPOCTpaHCTBE 00pa3oB: 0-5-2-7-0 — nuHeitHON
byakuun, 1-6-2-3-6-0-1 u 0-4-3-2-4-1-0 — mapabonuyeckoit u 00paTHOM MapadoIMIeCKOn
¢byukmui, 0-5-2-4-1-0 wu  0-7-2-3-6-0 -  »skcnoHeHIWaabHOM W oOpaTHOMU
HKCIIOHEHIINATBLHON (DYHKIUH.

[IpocTpaHcTBO 00pa30B TMpeacTaBisieT coOOi 00acTh MaMsITH YCTPOWCTBA, Ha
KOTOPOM TPOM3BOAUTCS WACHTH(HKAIMA. B kauecTBe mamsTH IJsi XpaHEHHUS 3TaJOHOB
WCITOJIB3YIOTCSI MHKPOCXEMBI aCCOIMATUBHOM TMaMATH, B KOTOPHIX B aIPECHBIX IMOJIAX
3aMHCHIBAIOTCS KOOPIWHATHI KaXI0H U3 KIETOK MaTPHIIBI, & B TIOJIAX JaHHBIX 3HaUCHUS |

(B cimyuae 3anmoTHEHHOM KJIeTKU Matpulibl) win O (B ciiydae mycTOW KIETKU MaTPHUIIbI).

Tabmuma 3 — ['paduaeckue o6paser bD

fo b g g 44 g8 L L
[apaGona y = ax’>+bx+c M
O6partHas mapaGona y = -ax’>+bx+c

DkcnoHeHTa y = €

— ol 7
i e B
12

L
34567 Xm M
O6patHas cTeneHHas y = e Jluneitnas y = kx+b Cxema npocrtpaHcTBa 00pa3oB b

JUis  pacno3HaBaHMs —IIOJAETCS HEM3BECTHBIM o06paz (°, i ymoOcTea
pacro3HaBaHMsI TPEABAPUTEILHO MAacCIITAOMPOBAHHBI B COOTBETCTBHH C pa3MepaMH
MIPOCTPAHCTBA 00PA30B, U CPABHUBACTCS C XPAHSIIMMHUCS B HEM 00pa3amH.

B pesynpraTe cpaBHEHHS HMCXOMHOTO TpPEHAA BPEMEHHOTO psA/la C ATAJOHAMU B
MPOCTPAHCTBE O00pa30B  OMPENENSIeTCS MPOIIEHTHOE COOTHOIICHHE BEPOSITHOCTH
COBMIAJCHUS C KaXJ0W 0a30BOM (yHKIHMEW MO YHUCITy accouuanui (€AUHUI] B MaTPUIIAX).

Bua pyHKIMK HCXOIHOTO BPEMEHHOTO Psijia ONMPEAENSIETCs O MOJIYYEHHBIM MPOIEHTHBIM
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COOTHOIICHHSIM: €CJIM 3HAYCHHE BEPOSITHOCTH COBIAJEHHUS TIO KOHKPETHOMY Buay b®d
HanOoJIbIIIee — TAHHOMY BHUIY U IPUHAICKUT UCXOAHAS (QYHKITHS.

B npemnoskeHHOW Mozenu uaeHTHPUKAIUMN Buga b® ucmonp3yercs pasaersronast
byakuust (3.3), TO3BOJISIIONIAS OIICHUTHh CTETEHb COOTBETCTBUS HCXOIHOTO oOpasa ¢
ATAIOHHBIMU 00pa3aMu 0a30BBIX QYHKIHH. 3aada pacrioO3HABAHKSI CTABUTCS CIEAYIONTUM
00pa3oM: HEOOXOIUMO MACHTH(HIMPOBAThL HEM3BECTHBIM 00pa3 GyHKIMHK ([, OTHECS €ro
K OJTHOMY M3 U3BECTHBIX 5TaloHoB Q” MHOKecTBa 06paszos Q.

RP: g* € Q* € Q;
* —_ .
RF* = RE, 4, {RF}; (3.3)
M
1, eCJinu x] € dl]
i ij ij

)
& 0,ecnu x; € dl-j

Bun 6a3oBoit pyukimu RF* onpenensiercss mo HaubobpIieMy 4UCITy COOTBETCTBUIMA
3HaueHn RF . ncxomuoro o6pasza co 3HaYCHHUSIMH Hana3oHa ONpPeNeICHHOTO dTaloHa
D.

OyHKIIMOHAJIbHAST CXE€Ma MOJIEIN pAClO3HaBaHUSI Ha OCHOBE acCCOIMAaTHBHO-

Ma>XOPUTAPHOTO MOJIX0a MPEICTABICHA HA PUCYHKE 23.

Bnox Bnok
ELINHCTeHHA BHIYH CTeHHE
, RF
™ |xos e v M &P Bl
= TOB = QOH3IOCTH
q* Enox q*™M |accoumatueH v RF o Q*
= OCTH
——»iMacmTa OHpOB - - cul | MaKOpHTApH —
anus IM oft BuIGopKH
M 2 RF
q .
- . - - =
Allx CUy

PucyHnok 23 — @yHKIIMOHAJIbHAS CX€Ma MOJIENIA PACIIO3HABAHUS HA OCHOBE

acCOIMaTUBHO-MaKOPUTAPHOTO MOX0/1a

Ha BXox ycTpOMCTBAa IOZAeTCA MCXOAHBIM wiaeHTU(UUUpyeMbli obpas (. s
pealn3alu  TPEIJI0KEHHOINO alrOpyuTMa UCIMOJb3YETCS CIIIAKEHHBIA PSAI  JAHHBIX
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UCXOTHOM (DYHKIIMHM, TO €CTh JUHUSA TpeHaa (GyHKuu. BBumy pa3nuuHbIX pa3MepoB
BPEMEHHBIX PSAOB MCXOAHBIN P MacIITaOMPYyeTCss B COOTBETCTBUU C PA3MEPHOCTHIO
MPOCTpaHCTBa 3TanoHoB (), MOCIE Yero CpPaBHHBACTCS C KAXIbIM M3 ITANOHOB B
accolMaTUBHON maMsaTu. B pe3ynbrare cpaBHEHHS MOCYUTHIBACTCS CYMMapHOE 3HAUCHUE
COBHaJeHUI (acconuanuii) MeXAy HCXOJHBIM O00pa3oM M STaJOHOM, IIOC]IE Yero
ompenensercs BuA uacHTUGUIHpyeMor ¢yukiuu Q*. Jlamee 1o OOJBIIMHCTBY
accoluaIui KCXOIHOTO 00pasa ¢ dTaJIoHaMH MPOU3BOAUTCS onpeaeneHue bo.

OCcoOEHHOCTBIO TMPEJIOKEHHON MOJIENU SBISIETCS ONEPAaTUBHOCTh CPABHEHUS
HCXOIHBIX 00pa30B ¢ 00pa3amMu 3TaJOHOB 33 CUET UCIOIB30BAHUS €MHOTO MPU3HAKOBOTO
MPOCTPAHCTBA U BO3MOXKHOCTH CPaBHEHMSI BCEX 00PA30B 3a OJMH TaKT.

s uccnenoBaHusi pabOTHl MPEJIOKEHHOTO afOPUTMa HACHTH(PUKAIMUA OBLIO
pa3paboTaHo IPOrpaMMHOE CPEICTRO.

HcxonHbIMU  JaHHBIMH I paOOThl MPUKIATHOW MPOTPAMMBI  SIBJISIOTCS:
3apEruCTPUPOBAHHBIN BPEMEHHOU psijl, 00pa3bl 0a30BbIX (DYHKIIMII 3TaJIOHOB TPEHJIOB,
npe/cTaBICHHbIE B MaTpuyHOU (opme. /[t mpoBeaeHns uASHTU(PUKAIUN UCTIOIB3YETCS
O6ubnmoTeKa 3TajJoHOB 0a30BBIX (PyHKIMH. B KauecTBe mpuMepoB BBHIOpaHBI JIMHEHHAs,
napaloyndeckast ¥ SKCIIOHEHITHaIbHAsA (QYHKIIUH.

[Ipu 3arpy3ke wucxomgHoro oOpasa (daiia HaHHBIX BPEMEHHOTO pAna) JUIs
KOPPEKTHOM pabOThI MPOTPaMMBbI MPOU3BOJIUTCA MACIITAOMPOBAHUE UCXOHBIX JAHHBIX B
TpeObyeMoM nuamnaszone. Jlanee nMpou3BOAUTCS CriaXuBaHUE rpapuka GYHKUUU C LEIbIO
nosydeHus: TpeHna. [lodydeHHBI TpeHJ MNEepeBOAUTCS B MATPUUYHYIO (GopMy ISt
MOCIIEAYIOIIETO CPaBHEHHUS C dTallOHAMH 0a30BbIX (yHKIMN. Marpuma TpeHna uMmeeT
pasmepHocTh 100x100 1 3anmoHSIETCS] €IMHUIIAMH B 3aBUCUMOCTH OT ()OPMBI TPEH/IA.

Pe3ynbpTaToM BBIMIOJIHEHUST TPOTPAMMBI SIBISIETCS BBIBOA O MPUHAAJIC)KHOCTH
(GYHKIIMM BPEMEHHOTO psiia OJAHOMY M3 3TaJOHHBIX 00pa3oB, C YKa3aHUEM OLICHKHU
BEPOSATHOCTH TMPHUHAJICKHOCTH K KaxaoMy ooOpasmy. Ilocie cpaBHeHHS MaTpHIIBI
HCXOJIHOTO TpeHJa ceTeBoro Ttpaduka u maTpull 0Oa30BbIX (QPYHKIUH STalOHOB
OTIpE/IEISAETCS MPOLEHTHOE COOTHOUIEHHE BEPOSITHOCTH COBIAICHHS C KaKI0M 0a30BOii

¢bynkuueii. B kauecTBe ycnoBus JOCTOBEPHOCTH UACHTU(PUKALNUUA (PYHKIIUU TPUHST OPOT
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coBnazeHus 6onee yem Ha 50 %. Dkpannas popma pabOThl MPOrpaMMbl MpeICTaBICHa Ha

pucyHke 24.

ALENTHDEALIAR TREHLA BPERICHMONG pRLA

Ipadbitk HCXOAHOTO BpeMeHHOrD pRAA:

&8
% JnrpyakTe DaHHES W3 Exel »

BEROATHCTD COBNAOEHH MESOAHOR dryHELMK
C HAIONRHE PYHELAFE ATANOHON

Manefsaa: 10795

Napaganqusckas 38 85%
AxcnoseHusansseas 000%

Oepamane JecnosssapansHa 50,3563

m

Iassias hHELIAR ABNASTCA DEATHIR IECTIHE HLUA B HDw

0 o | [ [ |

Ipadux TpeHAa BpeMeHHOTO pARia:

m - »
y =logex S e
et "‘-----
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£ OupCTaTe BCE > i
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1l F. 40 1] (i 1] 100

) g paae

Pucynok 24 - Dkpannas ¢popma nporpammsbl uaeHTuGuKamuu bo

JloctonHcTBaMH  pa3pabOTaHHON MpOTrpaMMBbl  SBIISIOTCS  ONMEPATHBHOCTh U
JIOCTOBEPHOCTh PACMO3HABAHUS HUCXOMHOW (yHKIMH BpeMeHHOro psna. [lpukiamnas
mporpaMma Takke MOXKET ObITh HCHOJb30BaHA B YYEOHOM TMpoliecce MpHU MPOBEICHUU
nabopaTopHbIX  pabOT, CBS3aHHBIX C MOJCIUPOBAHMEM W  TPOTHO3HUPOBAHHEM
JTUHAMHYECKUX ITPOIICCCOB.

[TpenytokeHHBIN aITOPUTM M MPOTPAMMHOE CPEJICTBO SIBIISTIOTCS] YHUBEPCATBLHBIMH,
TaK KakK TO3BOJSIOT WJACHTU(GUIHUPOBATH BHUJ 0a30BOM 3aBUCUMOCTH B JIIOOOM
JTUHAMUYECKOM TPOIECCE, HE3aBUCUMO OT CHEeUU(PUKKA HCCIEeTyeMON MPEeIMETHOU

o0JtacTu.
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3.6 MeTton KOHTPOJIA IIOBE€JAc¢HHUS IM0Jb30BaTECJad Ha OCHOBEC MOHHUTOPHMHIA

HHGpOPMALMOHHBIX IOTOKOB CETeBOro Tpaguka

3.6.1 PazpaboTka anropuTMa KOHTPOJIA TOBEACHUS IIOJIb30BATENIsl HAa OCHOBE

MOHHUTOPHHI'A I/IH(bOpMaHI/IOHHLIX IIOTOKOB CCTCBOI'O Tpa(l)I/IKa

Cucrema KOHTPOJIS TOBEACHHS IOJH30BATEIS - MPOTPAMMHBIM WJIM aImapaTHBIN
KOMIUJIEKC, TO3BOJISIONIMNA OTCJIEKMBATh JIEUCTBHUS TOJIb30BaTeNs. Takas cuctema
OCYIIECTBISIET MOHUTOPUHT paboYyMX oOmepaluii MoJb30BaTeNss Ha MPEAMET UuX
COOTBETCTBHS MOJIUTHUKE 0€30MaCHOCTH.

B ocHOBYy pa3paboTaHHOTO METOJia KOHTPOJISl MOBEICHUS MMOJIh30BaTENsl MOJI0KEHA
accolaTUBHAsA MOJIEJIb, IPEICTABICHHAS B TyHKTE 2.2 paOOTBHI.

K ncxonHbIM JaHHBIM 331a41 KOHTPOJIS TOBEJICHUS MOJIb30BATEINSI OTHECEHBI:

— MHO>KECTBO Q KOHTPOJUPYEMBIX TpaH3aKIHii, BBITIOJIHIEMBIX
nons3oBareneM: Q ={0i, 0z ..., G ... O}

- MHOXecTBO P mHpopmatuBHbIX npusHakoB: P ={pi, pa ..., Pi,... Pm};

— Koj TpaH3akiuu K;

- HOMep onepanuu B TpaH3akiuuu NO;

— Koz onepanuu Tpanzakuun KOT.

Maremartuueckass MOZelb MOHUTOPUHTA TOBEICHHS TOJB30BATENsl OMHMCHIBACT
MPOIIEAYPY KOHTPOJIS ICHCTBUM IMOJIb30BaTENs, IpeacTaBasiemyro napamerpamu: K, NO,
KOT B KOHKpETHBIII MOMEHT BpeMeHH 1.

[Tpu 3TOM coBOKyMHBIN Tpu3Hak P(t) umeer cieayromnui Bu:

P(t)=(K_NO_KOT),.

B kaaplii MOMEHT BpeMeHH | COBOKYITHBIA MPHU3HAK accommupyeTcs (=) ¢ KOAoM
COOTBETCTBYIOIICH JISTUTUMHOM (TipaBoMepHOi) omeparuu <KOT>; = xpansmeiics B
accorpatuBHoOM namsatu (All):

(K_NO_KOT); = <KOT>
B ciydae orcyTcTBHS accounManyy TPOWU3BOAMUTCS 3alpeT Ha BBOJ CIEAYIONICH

OIepariH.
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TexHUYecKn KOHTPOJIb MOBENCHHUS pealu3yeTcsl Mojaueil COBOKYMHOTO Koja Ha
aZipecHble BXOJbI OJI0Ka accOMAaTUBHON namsaTH. [lpyu HanMuuMu accolManuy ¢ BBIXOJOB
AIl mocrynaer xon jerutumHo# omepanun KLO, koTopwlii cpaBHHBaeTCs C KOJIOM
oneparun  KOT, wabupaempim  monb3oBareneMm. Ilpu  pasenctBe KLO=KOT
CaHKIMOHUPYETCS BBOJI CICIYIOLIETO COBOKYITHOTO npu3Haka P(t+1). [Tocne BImonHeHHS
BCEX OMNEpalil TpaH3aKLUWU pPEKUM KOHTpoJis 3aBepuiaercs. [Iporecc KOHTpOJs
MOBE/ICHHUS TOJIH30BATENS JUIsl HATJISAHOCTH 1EIecO000pa3HoO MPEACTaBUTh B BUJE CXEMBI

aNropuT™Ma, KOTopas MpecTaBicHa Ha pUCyHKe 25.

( mawo )
v

BBoag xona
TPpaH3aKIIUH

v

BBoJs xona
nepBoOM
KOM aH/bI

[
|

v
YreHnue xkoa
KOMAaH/Ibl U3 MTaMsTH

Kopl paBHBI? Her——

Ha

Kounegynoe aucio
KOMaHJ JOCTUTHYTQZ

Het
A 4

BBoa kona
caenyrouei
KOM aH bl

v

Coob1ieHue
00 onruoke

Pucynok 25 — Cxema anroputma KOHTPOJISI HOBEAEHUS MMOJIb30BaTENS
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Kak nokazaHo Ha puCyHKe 25, BHa4ajie OCYIECTBIISIETCA BBOJ MI0JI30BATENEM KOAa
TpPaH3aKUMU U KOJA MEPBOM KOMAaHAbI 3TOM TpaH3aKLUHU. 3aT€M IMPOU3BOIAUTCS UYTEHUE
COOTBETCTBYIOILIEIO KOJAAa KOMaHAbl U3 OJOKa MaMsATH, KOTOPbIH CPAaBHUBAETCSA K KOJIOM
BBEJICHHOW KOMaHIbl MoJsib3oBaTens. IIpu HecoBmajgeHWM KOAOB MHpPOLEAypa KOHTPOJISA
3aBepuiaercs. Ilpu coBmaseHuu KOIOB MNPOBEPSIETCA, JOCTUTHYTO JIM KOHEUYHOE YHUCIIO
KOMaH/ TpaH3akuu. Eciiu 1oCTUTrHYTO, TO MpoLEeaypa KOHTPOIS 3aBEPIIACTCS YCIELIHO.
Ecniu Her, TO NOpPOUCXOOUT BBOJ IOJB30BATEIEM IMOCIEAYIOIUX KOJOB KOMAaHJ
TpaH3aKLUMU U UX CPAaBHEHHE C COOTBETCTBYIOLMMU KOJIAMU KOMAaH]I U3 MaMSTH, TIOKa HE

6yz[eT AOCTUTHYTO KOHCYHOC YMUCJIO KOMAH/] TPAH3aKIIWH.

3.6.2 PaspaboTka amnmapaTHO-IPOTPAMMHOIO OOECIEYEHHUsI METOJa KOHTPOJIS
MOBEJICHUS MOJIb30BaTENsl HA OCHOBE MOHUTOPHUHTA UH(OPMAIIUOHHBIX MTOTOKOB CETEBOTO

Tpaduka

B pamkax uccnenoBaHusi, HAa OCHOBaHUHU pa3pabOTaHHON MaTeMaTH4YeCKOW MOJETN
1 aJirOpUTMa KOHTPOJISA, OBLIO pa3paboTaHO HOBOE YCTPOMCTBO ISl peaju3aiiiid METojia
KOHTPOJISI IOBEACHHMSI ITOJIb30Bates [75].

N3o00peTeHre OTHOCHTCS K AaBTOMATHKE U  BBIYUCIUTEILHONM TEXHUKE U
MpeHA3HAYEHO i1 KOHTPOJIS VIOPaBJISIOMIMX ~ JICUCTBUM  MOJIb30BaTEIsl B
BBIYMCIIUTEIBHBIX CUCTEMAX.

TexHu4yeckuM pe3yJIbTaTOM HACTOSIIETO HW300pETEHUS SBIISICTCS IOBBIIICHUE
YPOBHSI YHUBEPCAIBHOCTH YCTPOMCTBA.

YCeTpoiicTBO 111 KOHTPOJISI TpEeAHA3HAUYEHO ISl HUCIOJIb30BaHUS B CHCTEMax
3Tl HH()OPMAIIMK, B YaCTHOCTH, JIJIS 3alIUTHI €€ OT HECAaHKIITMOHUPOBAHHOTO JOCTYyIIA
Ha OCHOBE KOHTPOJISI ICHCTBUM MOJb30BATEIS.

HenmocratkoMm yCTpoOMCTBa-MPOTOTUNA SIBISIETCS HEIOCTATOYHASI YHUBEPCATIbHOCTb,
CBSI3aHHAsI C OTCYTCTBHEM BO3MO>KHOCTU PACIO3HABAHMS M aHAIIW3a TIOBEACHUS OOBEKTA,
KaK B3aMMOCBSI3aHHOW IIOCIIEOBATEIbHOCTH 00pa3oB, a TakXe C OTCYTCTBHUEM
BO3MOKHOCTH TIPOIIEYpbl OOY4YeHHUs  TOJIH30BATENsl TPH BBITIOJHEHUH TpeOyemMoit

IIoCIaCaA0BaTCIIbHOCTHU onepaunﬁ.
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Ha pucynke 26 npeacTaBiieHa CTPYKTYpHasi CXeMa YCTPOIMCTBA.
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Pucynok 26 — CtpykTypHas cxema yCTPONCTBA J1Ji1 KOHTPOJIS TOBEICHHUS

IIOJB30BATCIIA

v

[udpamu Ha cxeme o0OO3HayueHB: | — perucTp kojaa TpaH3aKIuU, 2 — OJIOK

CIABUTOBBIX PETHUCTPOB; 3 — CUYETYMK aaPECOB; 4 — MHOTOKaHAJIbHBII KOMMYTATOp; 5 —

0JIOK ympaBieHus; 6 — OJ0K mamsTh; 7 — OJIOK JJOTUUECKUX dJIEMEHTOB U;

CXEMa CPaBHEHUS; 9 — CIIBUTOBBIN PETUCTP PE3YIHTATOB CPABHEHUSI.

8 —

VYeTpoiicTBO 171 KOHTPOJIS TOBENCHUS TOJB30BaTeNsd (PYHKIIMOHUPYET B Tpex

pexUMaXx:

—  PCKHUM KOHTPOJIA TOBCACHUS IMOJIB30BATCIIA;

— PCKHM aHaJIn3a IIOBCACHHA,

— pexuM o0ydyeHusl.

B pexnme KOHTpOJs Ha BXOAbl YCTPOMCTBA MOAAETCS KOJA TPAH3aKIUM U KOJ

KoMaHAbl. B 0OJioke mamMsaTH, MpU 3TOM, COAEPKHUTCS WHQPOpMAIUs, COOTBETCTBYIOIIAs

CAHKI[MOHUPOBAHHOW IOCIEA0BATEIbHOCTH KOMaH. [Ipy 3TOM KOJ KaXa0h KOMAaHJBI,
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MIOJAHHOW TOJIb30BaTENIEM, HHUIMUPYET YTEHUE COOTBETCTBYIOLIErO KojAa U3 OJioKa
namstu. Ilocne dero Ha BXoa OJOKa CpaBHEHHUS MOCTYNAeT KOJ TEPBOM KOMAaHIIbI
II0JIb30BATENsI U KOHTPOJIbHBIE KOJBI ATOM KOMaHJIbl U3 O1oka namstu. [Ipu HepaBeHCTBE
ATUX KOJOB PEXUM KOHTpPOJsA 3aBepuiaercs. [Ipu paBeHCTBE KOIOB paspemaercs BBOJ
NOCJIEAYIOIIEH KOMaHJbl U IO JOCTHMKEHUU KOHEYHOTO YUCIIA KOMaHJ PEKUM KOHTPOJISA
3aBEPIIACTCA.

NHanmmanu3anys pekuMa aHajau3a OCYLIECTBIIETCSA IyTEM ITOJa4uM KOMAaHIbI Ha
COOTBETCTBYIOIIMMA YIPABISIIOIIMN BXOJ YCTPOMCTBA. PexuM aHanmsa NOBEIACHUSA
MOJIB30BATENsl MpEAHA3HAYEH [JIsl BBIABICHHUS XapakTepa OMMOOK B IOBEICHUU
MOJIb30BATENSI MPU BBIOJHEHUH TpaH3aKUMKM. PexuM aHamu3a mnoBeAeHHs padoTaer
aHAJIOTUYHO PEXUMY KOHTPOJIS 332 UCKIIFOUEHUEM TOTO, YTO NPU BOSHUKHOBEHHUU OLIHMOKH
BBOJI KOMaH/ MOJIb30BaTeNeM Mpojiospkaerca. Koa KoppekTHOCTH KOMaH[ (PUKCHUpYETCs B
CABUIOBOM pPETrUCTPE pPE3YNbTATOB CPAaBHEHMS, M IO JOCTH)KECHUM KOHEYHOIO 4YHCia
KOMaH/I PEKUM aHAJIM3A 3aBEPIIACTCS.

Pexxum oOyueHus npeaHa3sHauyeH i1 O3HAKOMJICHHS MOJIb30BATENsl C COCTABOM
KOMaHJl TPaH3aKIUM M MOPSIKOM HX 3a1aHus. VICXOIHOE COCTOsSIHHME YCTpOWCTBa B
pexuMe OO0y4YeHHsS COOTBETCTBYET KOHEYHOMY COCTOSIHHIO €ro B PEXHUME aHau3a.
O3HakoMJIEHME C KOMaHJaMu TpaH3aK[UU OCYLIECTBISAETCS IIyTEM CUWTBHIBAHUS
KOHTPOJIbHBIX KOMAaHJ U3 0JIOKa MaMsATH HE3aBUCHMO OT KOAOB, C(HOPMHPOBAHHBIX B
aJpecHOM yacTu OJI0Ka MaMSITH.

AJpecHblii KO 0JI0Ka MaMATH COCTOUT U3 4 TPy JBOUYHBIX pa3psanoB: A, B, C u
D. IlepBas agpecnas rpynna A cOIepk’UT KoJ TpaH3akuuu. OHa ONPEAEISIET COAEPKAHUE
0JI0Ka maMsATU JJi1 KOHKpeTHOU Tpan3akiuu. Kog B — onHopaspsaHblid, OH NpecTaBiser
BTOPYIO aJIpECHYIO TPYIIIy U ONpPEIENsieT coAepKaHue OJIoKa MaMsTH AJii KOHKPETHOTO
pexuma paboThl YCTpPOWCTBa, MPUYEM 3HAUYECHHE pa3psia paBHO E€IUHUIE, ECIH
YCTPOMCTBO paboTaeT B peKMME KOHTPOJIA M aHajdu3a. 3HAUYCHUE paspsla paBHO HYIIIO,
€CJIi YCTPOHCTBO paboTaeT B pexume oOyuenus. ['pynna C onpenensier HoMep onepauu
B TPaH3aKlMy, a rpynna D — ko onepainuu TpaH3akIuK, BBOAUMOM MOJIb30BATEIIEM.

B kauecTBe nmpuMepa 3anojHeHHs OJ0Ka MaMaTy Oblia B3siTa MOCIEA0BATEIbHOCTh

JNENCTBUH, COBEPIIAEMBIX OIIEPATOPOM IPU YIIPABIECHUH MAPOBBIMHU KOTJIAMH, @ UMEHHO:
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OTKPBITH 3a/IBUKKY I'a3a,

OTKPBITH 3a/IBUKKY BOIbI;

YCTaHOBUTH 3HAYEHHUE JIABJICHUS B 2.3 aTM;

YCTaHOBUTH 3HAYEHUE Temmeparypsl B 70 rpaaycos.

BLI6paHHaH TpaH3aKOUsg BMCCTC C KOJAaMU IIOKAa3daHa B Ta6J'II/IH€ 4,

Tabmuua 4 — Koael komana TpaH3aKIUu

Homep no nopsinky 1 2 3 4
O0o03HaueHNEe KOMAaH/IbI Otkp/raz | Otkp/Bojma P=2.3 T=70
Kox xomanst 001 010 011 100

B Ta6J'II/III€ 5 MMpcaACTaBJICHO COACPKUMOC 0J0Ka MaMsITH B PCKUMC KOHTPOJLA oe3

OITHOOK. HOCTOI/IHCTBOM [npcajiaaracMoro YCTPOﬁCTBa TaKXKC ABJIICTCA BO3MOXKHOCTB

KOHTPOJSI COJEPKUMOI0 TaMATH, CaMOIro YCTPOMCTBA CO CTOPOHBI aJMHUHUCTpPATOPA

CHCTCMBI

KOHTPOJIA,

KOrjJja OH TII0 CHEHUAIBHON MPOBEPOUYHOM TIpolEeaype IO

rapaHTUPOBAHHO KOPPEKTHBIM KOMaHJAaM TPaH3aKIUH HWHCOEKTUPYET pabdoTy CaMoro

yCTPOMCTBA.

Ta6numa 5 — CozmepkuMoe 010Ka MaMAITH B PEKUME KOHTPOJIS 0€3 OITMOO0K

AJlpecHas 4acTh Hannbie | KoppektHocts | Komanga
No ctpoku A B C D E F G
0 0/0f1|{1|0/0|0f(0|0O|0O(0O(0O|O0 0 HE UCII.
1 0/0j{1]1|0/02{0|0|1|0(0]|1 0 Otkp/raz
2 o0joj1f{1|0}j1(0|0{1(0]0]|2]|0 0 OTtkp/BOga
3 o/jo0f1{1|0(1|1(0j1,1(01|1 0 P=2.3
4 c0j0j{1{11}1/0(0(1|{0|0}|1]|0/|O0 0 T=70

YerpoilcTBO MOXET OBITh  peaii30BaHO  Ha

3JIEKTPOHHBIX MUKPOCXEM.
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3.6.3 Pa3zpaboTka mporpaMMHOTO 3MYJISTOpPA KOHTPOJIS MOBEACHUS TTOJIb30BATEIS

[Ipuknannas mnporpamma «OMYISTOp YCTPOWCTBA [JIsi KOHTPOJIA ITOBEJICHHS
MOJIb30BATENs» OPUEHTUPOBAHA HA WCIOJB30BAaHUE B CHCTEMaXx 3aIlUThl MHPOpPMAIUH, B
YaCTHOCTH, I 3alllUThl MH(POpPMAllUU OT HECAHKIMOHHMPOBAHHOIO JOCTyNa W YydeTa
JCHCTBHI MTOJIB30BATE/Is B KOMIIBIOTEPHO# cucteme [57, 89].

PazpaboTanHOE€ MpPOrpaMMHOE CPEICTBO OCYIIECTBISICT KOHTPOJIb BBOJUMBIX
MOJIb30BATENIEM KOMaH]I ITyTEM UX CPABHEHHUS C 3TAIIOHHBIMA KOMaHIaMU, XPAHAIUMUCS
B 0a3ze TpaH3aKLUMil, a TakkKe NPOU3BOAUT OOYUYEHHE II0JIb30BATENSl IIyTEM €ro
O3HAKOMJIEHUS C COCTAaBOM KOMaH/l TPaH3aKILWH U MMOPSAAKOM UX 3aJaHUS.

AKTYyaJIbHOCTB pa3pabOTKU MPOTrpaMMBbI OIpeenaeTcs IByMs (pakTopaMmu:

- HEOOXOJMMOCTBIO CHIM)KEHHSI pHUCKAa OT HECAHKIIMOHUPOBAHHBIX JEHCTBUUI
ITOJIB30BATENSI B KOMIIBIOTEPHON CHCTEME;

- HEOOXOAMMOCTBIO AMYJISIUU (MOAEIUPOBaHNUs) padOThl CPEACTBA KOHTPOJIS
IIPOBEICHMS I10JIb30BATENs, BBINOJIHEHHOTO B BHJE AallllapaTHOIO YCTPOWCTBA, 4YTO
MO3BOJISIET UCCIIEIOBATh 00Jiee AETAIbHO PEXHUMBI €r0 (DYHKIITMOHUPOBAHUS.

[IporpamMma mo3BOJISIET MOBBICUTH ONEPATUBHOCTh KOHTPOJISL U MPUHATHS PEIICHUIN
B 3aJa4ax paclO3HAaBaHWS AHOMAJBHOI'O IIOBEJACHUS ITOJB30BATENS] B KOMIIBIOTEPHOU
CUCTEME.

[TporpamMma paboTaeTr B TpexX pexumMax: peKUM KOHTPOJIS, aHaIu3a U 00ydeHHUS.

Ha nauanpHOM 3Tame 3agaeTcss HOMEp TPaH3aKLUU U PEKUM pabOThl YCTPOMCTBA.
Hamnpumep, BeiOupaetcs pesxxum « KOHTpOIbY.

Janee HEOOXOAMMO OCYIIECTBUTH BBOJ NMEPBOM KOMaHJbl TpaH3akiuu 1 B moje
«BxomHOW curHam» u HaxaTtb KHONKY «OTnpaBuTh. B ciyyae mpaBUIBHOIO BBOJA BCEX
KOMaHJ TPaH3aKI[UU PEKUM KOHTPOJIS 3aBEPILIACTCS.

Jns paboThl ¢ mporpaMMoi B peXHMME aHaIM3a HEO0OXOJWMO BBECTH BCHO
MIOCJIEIOBATEIBHOCTh KOMaHA TpaH3akuuu. [Ipm 3toM B okHe «CIOBHIOBBIM PErHCTp
pe3ysNbTaTOB  CPAaBHEHMSD»  MOXKHO  HaOJMIOAaTh  KOA ~ KOPPEKTHOCTH  BBOJA
MOCJIEIOBATEILHOCTH KOMaH/, rae 1 — komanaa BBefeHa BepHo; 0 — ommbOka mpu BBOAE

KOMAaH/HBbI.
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B pexume «OOydeHune» HEOOXOAMMO BBIOPATh TPAH3AKIUIO, KOMAaHIbl KOTOPOI
HY>KHO y3HaTh. 3aTeM HEoO0XOAMMO HaxaTh KHOMKY «OTmnpaButb». Bo BcmuibiBaroiem
OKHe OyzieT 0ToOpaxkaTbcs MpaBUiIbHAsS KOMaHa BBIOPaHHOM TpaH3aKIINU.

OOt B 3KpaHHOM (POPMBI MIPOTPaMMBbI « IMYISITOP YCTPOHCTBA AJIST KOHTPOJIS

IMOBCACHUS I10JIb30BATCIID) ITPCACTABIICH HA PUCYHKC 27.

a5l KoHTponk noseaeHna noaesosatens — ] s
Permctp koga TpaHsakuwit Cuemamk Bnok namama
anpeca Bewmog
Homep TpaHsakLam Koo Pexim Kog Kon Ko
1 - 0 TpaHzakww  PafoTe agpeca KOMaHak! MaHia
Kop, Yucno 4 ! 0 000 N 0
RS KoMaHL 001 1 1 001 oTKp/ras
001 4 001 1 10 010 oxp/aona
BEnok cosurosbix perucTpos MHorokaHansHbIR ool 1 11 011 p=23
HOMPMYTETOR 001 1 100 100 =70
BxoaHoi curnan 000

H

Ompaeute

Bnok ynpaeneHWa

Bnok cpasHerua Cosvrossii perveTp

Pexun paboTol pPesyNETATOE CPasHEHMA

BxonHoi curnan KomaHaa us namaTa
1 000 == 000

Pucynok 27 — DkpaHHast popMa II1aBHOTO OKHA MPOTPaMMBbI

[Ipy BBOAE HEBEpPHOW KOMAaHAbl BO3HUKAET OIIMOKA, W PEXKUM KOHTPOJIS

IpeKpalaeTcs, Kak mokazaHo Ha pucyHke 28 [89].

as
Pervctp Kona TpaHsakumit Cuemumk Brok narmami
agpeca Boxon
Homep TpaHsakim Kon Pexaan Koo Kon Komat
1 - 1 0 TpaHsakwr Pabotel agpeca KamMaHab! na
Kon Tpmm— 001 1 0 00D - 0
TREH3EKLAA KOMaEHL 3 001 1 1 001 oTKp/Tas
001 4
BEnok cosvrosbix pericTpos MHorokaHansHER 001 1 11 011 p=2.3
o I 1 1 . e —
OBHapyeHa ownbka! TEJD
BxoaHoi errHan '
E X084 BRIMNOAHEHWA NOCIEAHER KOMAHAE GbiNE BRIAENEHE
! ownbKa, CEPOCUTE CHeTHMKT
Bnok ynpasnenua _
Bnok cpasHeHUA CoEnroseli perucTp
Peskim patiote! pPesyNETATOS CPaEHEHIA
BxopoHoi curHan Kormanaa us namam

Pucynoxk 28 — Ommbka npu BBojJIe KOMaHbI B pexume «KOHTpOIb»
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Pe3ynbTat paboThl MpOrpaMMBbl B peKUME aHaIN3a MPECTaBICH Ha pUCYHKe 29.

= KoHTpone nosggenns nonssoearens — O s

Pernctp Kona TpaHsakuii CueTumk Bnok mamaTa

Homep TpaHzakiyn 2 2 Kon Pexam Koo Kon Ko Benog
| 1 - | 1 00 TpaHzakwy PaBoTsl apgpeca KoMaHael MaHAA

Kon o— 001 1 0 000 - 1
TRPEH3AKWM KOMaHa, (£ 1 1 001 oTKp/Tas

001 4 001 1 10 010 omkp/eona

Briox cOoBWroBeix pErMCTROB MHor oKaHaneHbIA 001 1 11 o011 p=23

KOMMYTaTOR
Exomoi curran 100 Pexcum aHannza >

o E x04e aHannza Geino gonyweHo 1 owndok!

S

Brok cpasHeHus CRBMroskIil perucTp
Pesum pafioTel pesyNbTATOR CRasHEHMA

Ananas BropHoi curdian  Komanna us namama

100 == 100 1011

MI
4

Pucynok 29 — Pesynbrat paboThl IpOrpaMMbl B pEKUME «AHAIIN3)

[Ipumep paboThl nporpaMmsel B pexume «O0ydeHne» npeacrabieH Ha pucyHke 30.

[89].

.E |\CHT|’:C."II: NOEEAEHWA NONBZ0OEATENA

— O =

PervcTp koaa Tpanzakumi Cuemuni Bnok namami

Homep TpaHsaki = 8 Kon Pesxiar Kon Kon Ko Bexon
| 1 - | 1 0 TpaHsakww PafoTs agpeca KOMaH s MaHAa

Koo Yucno 14 3 0 o000 - 1
[OCLE R KomMaHn 001 3 1 001 oTkp/ras

001 4 001 3 10 010 omp/sona

Brow copuroeex perncTpos MHorokaHaneHbIA oo 3 11 011 p=2.3

KOMMYTATOP 7
BromHoM carHan Pexum oByueHna = ™
100

I

o MpasuneHaa KOMaHaa: oTKp/Eoaa

T

BEnok cpaBHeHWA CaBWroBEIA perucTp
Pexum paGoel pESyNbTaTOE CPEBHEHHA
BxopgHoR curHan Komanpna us namaTa

Pucynok 30 — ITpumep paboThbl mporpaMmsl B pexxume «O0ydeHne»
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[lo nocTmkeHHMM KOHEYHOTO 4YHCJIAa KOMAaHJ TPaH3aKIUU PEXUM OO0ydeHHS

3aBCPIIACTCA, O YCM ITOJIB30BATCIIA YBEAOMIISICT COOTBECTCTBYOIICC COO6HICHI/IC.

3.6.4 HccrnenoBaHue MeTOJla KOHTPOJISI MOBEICHHUS MOJIH30BATENSI HAa MPUMEPE

CUCTEMBI YIIPaBJICHUS PEKUMAMH PaOOThI MApOBBIX KOTIOB

Pa3pabaTbiBaeMblii METOJ KOHTPOJS TOBEACHHUS TMOJB30BATENsI MOXKET OBITh
OPUMEHEH B  aBTOMAaTU3MPOBAHHBIX CHUCTEMAX YIPABIECHUS TEXHOJOTUYECKUMU
IIPOLIECCAMM, TI€ B KAYECTBE N0JIb30BaTels BoicTynaeT onepatop ACY TII.

PaccMoTpuM nprMeHeHHEe MeToAa Ha IpPHUMEpPE ABTOMATU3UPOBAHHON CHCTEMBI
YIOPABJIECHUS NApOBBIMH KOTJIaMH. B Tmpomecce ynpasiieHuss OIEpaTop COBEPIIACT
onpeseseHHble JIEHCTBUS (OTKPBITHE M 3aKpbITUE 3aJBHKEK, W3MEHEHUE 3HAYCHUU
JTABJICHUSI ra3a U TEMIIEPaTyphl BOJIbI).

Jl1s MOIeTMpOBaHUsl CUCTEMBI YIIPABJICHUSI ApPOBBIMHU KOTJIaMH ObLT UCHOJIb30BaH
nporpamMmmubiii  komiieke SCADA Trace Mode 6. [6, 84, 116]. Ha pucynke 31

MMpEaACTaBJICHAa MHEMOCXCMa CUCTEMBI YIIPABJICHUSA IIAPOBLIMU KOTJIAMMU.

Teunepatyps soast
O £ @ = 79 Bpewn susvpa 08/10/2018 15:48:24.000

-lA

08.10.1815:43.00 15:45:30 154800  1550:30  1553.00
e@e [ >R
Axcrvee| B Kopviesie [ Verounc | raseve |
+ + ——— Temnepanypa BogsiHasxone 124321
+ ———— Temneparypa Boasi Ha sbxone 70.1811

PI/ICYHOK 31 — MHeMocXeMa CUCTEMBI YHpaBJICHUSA ITAPOBBIMH KOTJIAMU
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Kakx BugHo m3 pucynka 31, omepaTop OCYIIECTBISET YIPABICHUE COCTOSHHEM
3aJIBM)KEK BOJIBI M ra3a, a TAK)KEe N3MEHEHHE 3HAYCHUI TapaMeTPOB, TAKUX KaK JIaBJICHHUE U
TEeMIIepaTypa HarpeBa BOJIbI.

Jl71st poBEICHHsT DKCIICPUMEHTA JIBa KOMITBIOTEPA OB COSTMHEHBI 0 JIOKAThHOM
cetu. Ha oJHOM W3 KOMIBIOTEPOB OIEPAaTOp COBEPIIAN YIIPABICHHE 3aJBUKKAMHU U
U3MCHEHUE 3HAYCHUH MapaMeTpoB, MPHU 3TOM BCE HM3MEHEHHs OTOOpaKaluch Ha
MHEMOCXeMe, OTpaXaeMoW Ha JpyroM KommbloTepe. B mporecce moaenmpoBaHUs
UH(OPMAIIMOHHBIC TIPOLIECCHl  MEXAY KOMIBIOTEPAMHU OTPAKAIUCH U PETHCTPUPOBAIUCH
B CeTeBOM TpaduKe B BHJIE CETEBHIX MAKETOB C HCIOJIb30BaHHEeM mporpammbl Wireshark
[61].

B pesynpTare MMUTAIIMOHHOTO MOJEIMPOBAHUS OBUT MOJIyYeH CETeBOM Tpaduk,

IIPEACTABIICHHBIA HA PUCYHKE 32.

M Tpaduk kotenshoitpcapng [Wireshark 1.12.0 (v1,12.0-0-g4fab41a from master-1.12)]
File Edit View Go Capture Analyze Statistics Telephonx Tools [Internals  Help

© @ 4 BEXS AesTF L/ EBEE QQaQBD dM¥®B % O
Filter: ~ | Expression... Clear Apply Save

Mo, Time Source Destination Protocol Length Info
AVUi% LOf . U300UT LJL. LU0 V. % LIL£. LUO V. D uur L5954 DUUI LT PU L. LUEU veESL AL W pPul L. Lued
1075 187. 845232 dc:e3:05:04:ba:99 Broadcast ARP 42 who has 192.168.0.27 Tell 192.168.0.1
1076 188.125918192.168.0.3 192.168.0.4 upp 1494 source port: 1026 Destination port: 1025
1077 188.164067 192.168.0.4 192.168.0.3 upp 1494 source port: 1026 Destination port: 1025
1078 188. 685961 87.250.251.210 192.168.0.3 TLSv1. 2 85 application Data
1079 188.686162192.168.0.3 87.250.251.210 TLSV1. 2 89 application Data
1080 188.691225192.168.0.3 192.168.0.4 upp 1494 Source port: 1026 Destination port: 1025
1081 188.706435 87, 250.251.210 192.168.0.3 TCP 54 443-63097 [ACK] Seq=249 Ack=281 win=35 Len=0
1082 188. 738826102, _G_B.C.rl 102, _6_8.C.3 upp 1494 Source port: 1026 Destination port: 1025
1083 189.229030192. _6_8.C.3 102, _G_B.C.rl upp 1494 source port: 1026 _Destination port: 1025
1084 189.266197192.168.0.4 192.168.0.3 uDP 1494 source port: 1026 Destination port: 1025
1085 189.788451192.168.0.3 192.168.0.4 upP 1494 Source port: 1026 Destination port: 1025
1086 189.813890192.168.0.4 192.168.0.3 upP 1494 source port: 1026 Destination port: 1025
1087 190.324158192.168.0.3 192.168.0.4 upP 1494 source port: 1026 Destination port: 1025
1088 190.364626192.168.0.4 192.168.0.3 upp 1494 source port: 1026 Destination port: 1025
1089 190. 886141 192.168.0.3 192.168.0.4 upp 1494 source port: 1026 Destination port: 1025
1090 190.913848192.168.0.4 192.168.0.3 upp 1494 Source port: 1026 Destination port: 1025
1091 191.157540 dc:e3:05:04:ba:99 Broadcast ARP 42 who has 192.168.0.27 Tell 192.168.0.1
1092 191.158527 dc:e3:05:04:ba:99 Broadcast ARP 42 who has 192.168.0.47 Tell 192.168.0.1
1093 191.159522 dc:e3:05:04:ba:99 Broadcast ARP 42 who has 192.168.0.37 Tell 192.168.0.1
1094 191.15954554:35:30:45:7b:0d dc:e3:05:04:ba:99 ARP 42 192.168.0.3 is at 54:35:30:45:7b:0d

Pucynox 32 — CereBolt Tpaguk Npu CKaHUPOBAHUU JIOKAIBHON CETH

IP-anpeca koMIbIOTEPOB JOKANBbHOW CETH UMEIOT cienyromuil Bua: 192.168.0.3 u

192.168.0.4, mosTomMy WuCCIIEIOBATUCH MAKETHI

TOJIbKO Mexay »Tumu |P-agpecamu.

Bribepem ceTeBoli TakeT, KOTOPBHIM 0003HA4YeH HA PUCYHKE 8, W BBIICIUM U3 HETO
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NpPU3HAKU, MO KOTOPBIM OYyJeM OIpenessiTh MPaBOMEPHOCTh TOTO JH HWHOTO CETEBOTO
MAKeTa:

— IP-anpec kommbiOTEpa, ¢ KOTOPOTO MPOMCXOAMUT YIPABICHHWE MNapOBBIMU
koTiiamu: 192.168.0.3;

— IP-anpec kommbroTEepa, Ha KOTOPOM 3amyllleHa MporpamMMa WHIUKAIUU
MHEMOCXEMBI IMapOBBIX KOTJIO0B: 192.168.0.4;

— IPOTOKOJI, IO KOTOpOMY TporcxoauT nepenava mexay [1K: UDP;

- JuHa nakera: 1494;

— nopt ucroynuka: 1026;

= nopT Ha3HaueHus: 1025.

Takum oOpazoM, Obuta choOpMHUpOBaHA TpaH3aKIMsI, KOTOpas OIMpEaeseT
IIPAaBOMEPHBI CETEBOM ITAKET, NEPEAABAEMBIM IO CETHU IPU YIPABICHUH NapOBBIMHU

koTiamu. [lapameTpbl TpaH3akuuK NpeACTaBICHbl B TaOIHUILE 6.

Ta6muma 6 — Uccnemyemas TpaH3aKius

KomaHpa 1 KomaHpa 2 KomaHga 3 KomaHpa 4 KomaHga 5 | KomaHpa 6

192.168.0.3 | 192.168.0.4 UDP 1494 1026 1025

[Ipoiiecc KOHTPOJS NEUCTBHIM OmepaTropa Mo BHIOPAHHOW TPaH3AKIUHU MPECTaBICH
B BU/JIC AJITOPUTMA Ha PUCYHKE 33.

Bocnonbe3yemcs mporpaMMHBIM 3MYJISITOPOM YCTPOKUCTBA IJIsl KOHTPOJIS TOBEICHUS
MOJIb30BATENsl M MPOBEPUM €ro pabdOTOCHOCOOHOCTh HAa MpPUMEPE OMpeneNeHus
[IPAaBOMEPHOCTH TOrO0 WJIM HHOIO CETEBOr0 IAaKeTa, IIEpelaBacMoro Mo CETH MpHU

YHPAaBJIICHUHA IIAPOBBIMU KOTJIAMU.
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Hauano

Br16op
TpaH3aKI1H
u3 6 KOMaH/I

v

Beon IP-anpeca
HCTOYHHKA:
192.168.0.3

4

UYrenue IP-ampeca
MCTOYHM KA M3 TIAMSITH

Anpeca
UCTOYHU KA
paBHbI?

Ja
\ 4

Bgog IP-anpeca
HPUEMHHKA:
192.168.0.4

v

Yrenue IP-agpeca
NPUEMHH KA U3 TAMSITH

Anpeca
HNpUEMHHKa
paBHBI?

Her

v

Bsoj tima
MPOTOKOJIA:
UDP

v

Urenue Tuna
MPOTOKOJIA U3 TIAMATH

[TpoTokobl paBHEI?

Ha

h 4

BBox 1immHbL
nmakera: 1494

v

Utenue JJIMHBI TaKeTa
H3 NaMATH

JlmnHBI MakeTa
paBHbI?

Jla
A 4

BBox nopra
HCTOYHMKA:
1026

A 4
YreHue nopra
UCTOYHU KA U3 TTaMSITH

[TopTst
HCTOYHHM KA
PaBHBI?

Ha
v

BBox nopra
MPUEMHHUKa:
1025

v

Yrenue nopra
NpUEMHHU KA U3 IaMATH

[opTs
MPUEMHHU K2
PaBHBI?

Ja
A 4

Coobrenue
00 ycnenrHoM
3aBEpEHUH
KOHTPOJIS

I
R

Coobienne
00 orndke

L
)l

A 4

( Komnerg )

Pucynok 33 — Cxema anropurma KOHTPOJISI IOBEJIEHUS ONlepaTopa Mo BHIOpaHHOU

TpaH3aKIuU

Jliist aTOTO MCcnemyemasi TpaH3aKiKs Obljla BHECEHA B 0a3y TpaH3aKIUi MPOTrpaMMBI
«OMYJISATOP YCTPOMCTBA [ KOHTPOJISI TOBECHUS OJIb30BATEIIS».
Ha pucynke 34 mnpenacraBieH mOpolecc BBOJA KOMAaHJ TPaH3aKIUU B PEKUME

KOHTPOJISI.

83



PervcTp kona TpaHsaKumi

Homep TpaHsaxiyn

K ~|
Kog Yucno
TPEHSAKLMM  komana
001 6

Enok caBWMroBbix pErMCTROE

BrogHoi cirHan

1434]

Ompasume

Brok ynpaenexHua

Pexar paBoTs

KoHTpone

-lI
<

'-D KOHTPOJ'Ib MNOEE4EHWMA NONBI0EATENA

Cuemuuk
appeca

11

MHorokaHansHsIA
KOMMYTaTOP

010

Bnok namami

'II"(;:HSEKLMP E:;:Thgl ::g;eca Ezﬁamb. Komanaz
001 1 1]} 000
» oo 1 1 100 152.168.0.3
001 1 10 101 152.168.0.4
001 1 100 o011 1494
o001 1 101 001 1026
001 1 110 110 1025

Bnok cpaeHeHua CpeMroesii perucTp
pesyNeTaTOE CRABHEHWUA

BxoaHol curHan

010

Komanna us namama

010

Bbixon

Pucynoxk 34 — Dxpannas popma paboThl MPOTPaMMBbI B PEKUME KOHTPOJIS

HaMepeHHo BBCIACM HCIIPABWIBHYIO JUJIMHY IIaK€Ta, B PC3YJIbTAaTC YCTO PCIKUM

KOHTPOJIA 3aBCPIINUTCSA, KaK IIOKA3aHO Ha PUCYHKC 35.

B8 Kowtpons nosegeHna nonss

Brok ynpasnerna

Pexaim paboTel

CBHapyxeHa ownGral

30BaTENA
PerucTp kopa TpaH3aKumin CueTumk Brok namam
anpeca
Homep TpaHsarwan Kog Pexim Koa Koa Komanaa
TpaHzakww Pabotel appeca KoMaHasl
1 ¥ 100
Kon Yueno om 1 0 000 -
REE S KoMaH » oo 1 1 100 152.168.0.3
001 6 001 1 10 101 192.168.0.4
BnoK cOsWroBsix pervcTRos MHoroKaHansHe 001 1 n 0o udp
oMMyTATER 0o 1 100 o1 1494
Sl T 000 001 1 101 001 1026
nnd 1 110 110 1025

I B %042 BEINOAHEHWA NOCNEAHER KOMaHAE BLING BHIABNEHE
OWWBKa, CEPOCHTE CHETHUMET

perucTp
B CPaBHEHWA

1

Beron

Pucynok 35 — Dxpannas ¢opma pexruma 0OHapyKEHHUsI OITMOKU TIPU BBOJIE JIJTUHBI

IHaxkeTa
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Taxkum oOpaszoM, 000 CeTeBOM MAaKET, KOTOPHIA OTIMYACTCS OT ATAIOHHOTO,

XpaHserocs B 6a3e TpaH3aKIuid, OyeT CYNTATHCS HECAHKIIMOHUPOBAHHBIM.

3.6.5 Onenka 3(pPpeKTUBHOCTH U PEKOMEHIAIUU 110 TPUMEHEHUIO METOJ1a KOHTPOJIS

noBeieHus noJib3oBarelisa B ACY HedTenpoBoaomM

Pa3pabatbsiBaeMblii METOJ KOHTPOJIS MTOBEICHHS MOJIb30BATEIIA TAKKE MIPUMEHUM B
aBTOMATH3UPOBAHHOMN CHCTEME YIPaBJICHUS HEPTEITPOBOIOM.
PaccMoTpuM MHeMocxeMy HedTenpoBoja, moctpoeHHyto B Trace Mode 6 [6, 84],

KOTOpasi IIPEJCTaBJIEHA Ha PUCYHKE 36.

¥s3en ycraHoekm IN3A [IY 350 NK173+75.0

I
FT1-2 Ui H

L TBHAR | BummocTs | KpuBbie | WeTourik | 3HaueHue
+ + Rin_Float(4/#2 248425
+ Rin_Float(4/#3 248425

Pucynok 36 — Muemocxema Hedrenposoga B SCADA Trace Mode 6

Ha pucynke 37 mnpexacrtaBieHa 3KpaHHas (opMa TJIABHOTO OKHA MPOTrpPaMMBI,

IMYJIUPYIOIIEH paboTy aBTOMATH3UPOBAHHOTO pabodero mecta (APM) onepatopa.
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VYnpasnenne HePTEPOBOIOM OcCyIlIecTBIsieTcss o poTokory Modbus/TCP [78] ¢
APM oneparopa myTeM OTKPBITHS/3aKPBITUS 33JIBHKKH, U3MECHCHHUSI 3HAUCHUS JABJICHUS

Ha BXOZAC. I[JISI IMPOBCACHUA OKCIICPUMCHTA OBUIO HCIIOJIBL30BAHO ABa KOMIIBIOTCPA,

IIOAKJIFOYCHHBIX K OI[HOI71 CCTH.

Number of connected clients 0
Protocol Information Show Pratocal Informations
14:18:55.87 Request from Client - Functioncode: 4 ; Stating Address: 1 Quantty: 4 A
14:18:55.87 Response To Client - Functioncode: 4 ; Bytecount: 8 ; Send values: -9175 16841 -16515 16839
14-1%-RR 77 Reniieat frim Clisrt - Finctinnende: 7 - Statinn &ddrese 1 Cnantite: &
{ 2
[laenerie HaBxoge  SSABMKE [laBneHme Ha Brioe
2454 Cocromwe  Ompeito 24 93494
Cron Omepbims
Jakphie

Pucynoxk 37 — OkpanHnas popma nporpammsl APM onepatopa

Ha omnom uwepe3 Trace Mode 3amymiena mporpaMMa HMMHTAIMH MHEMOCXEMBbI
HedTenpoBoIa, Ha IPYyroM — ymnpasJistoiias mporpaMmma APM oneparopa.

VYrpaBneHue COCTOSHUEM 3aJBWXKKH OCYIIECTBIsieTCs KHoOMKamMu «OTKPBITHY U
«3akpbIThy. [Ipr OTKPHITHN 3aABMKKH OCYIIECTBIISIETCS TIpoliecc nepekadku Hedtu. [pu
ATOM 3aJaeTCsl PEeKUM, P KOTOPOM JIaBJIEHHE B TPyOOIpPOBOJIE, 3aJaHHOE Ha BXOJE,
JIOJKHO PaBHSATHCS JaBJICHUIO HA BbIXOJe. Bee ympapistomue elcTBHs, COBEpIIacMbIe
orepaTopoM, oToOpaxaroTcsi B ceTeBoM Tpaduke. B okxne «Protocol Informationy
0TOOpakaeTcss OCHOBHAsI MH(OpPMAIHs O CETEBBIX MaKeTax, MepeaaBaeMbIX MO POTOKOITY
Modbus/TCP.

B xone skcnepuMeHTa Obljla UCIIOJb30BaHa MPOrpaMMa 3axBaTa CETeBOro Tpaduka

Wireshark u mony4en ceteBoii Tpaduk, reperaBaeMblii IPU YIIPABICHHH HEPTEIPOBOIOM.
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PaccmoTpum maker 3amnpoca, npeIcTaBICHHbIA Ha pUCYHKE 38, HA UTEHHE BXOHBIX

PETHCTPOB C YNPABISAIOIIET0 KOHTPOJIEPA HUXKHETO YPOBHS.

M Toatwk vedrenposogapeapng (Wireshark 1,120 (v1,12.0-0-géfabd1a from master-1.12)
File Edit View Go Capture Analyze Statistics Telephonz Tools  Intemals  Help

o4 BEIXRIA¢s9TL/EE QQQADDRX(D

Filter v | Expression.,  Clear Apply Save

No. Time Source Destination Protocol Length Info
/80 94, /LLZLUU 192, 108, U, 3 147, 108.0.0 MOODUS/ICK  ~/L KESpONSe: Irans: l4usu; UMIT: L, FUNC: 40 Keao LMpUT RegIsTers
741 59.7227710192.168.0.6 192.168.0.5 Modbus /TP 66  Query: Trans: 14336; unit: 1, Func: 2: Read Discrete Inputs
742 59.7650330192.168.0.5 192.168.0.6 TCP 54 502-50324 [ACK] Seq=2880 Ack=2569 Win=253 Len=0
743 59.7837190192.168.0.5 192,168.0.6 Modbus/TCP 64 Response: Trans: 14336; unit: 1, Func:  2: Read Discrete Inputs
744 59,9856170192.168.0.6 192.168.0.5 TCP 54 50324-502 [ACK] Seq=2569 Ack=2890 Win=16107 Len=0
745 60.2195650192.168.0.6 192.168.0.5 Modbus /TCP 66  Query: Trans: 14592; Unit: 1, Func: 4: Read Input Registers
746 60.2198320192.168.0.5 192.168.0.6 Modbus/TCP 71 Response: Trans: 14592; unit: 1, Func: 4: Read Input Registers
747 60.2237690192.168.0.6 192.168.0.5 Modbus /TP 66  Query: Trans: 14848; unit: 1, Func: 2: Read Discrete Inputs
748 60.2639230192.168.0. 5 192.168.0.6 TCP 54 502-50324 [ACK] 5eq=2907 Ack=2593 Win=253 Len=0
749 60.2914300192.168.0.5 192,168.0.6 Modbus /TCP 64 Response: Trans: 14848; Unit: 1, Func:  2: Read Discrete Inputs
750 60. 5008150 192.168.0.6 192.168.0.5 TCP 54 50324-502 [ACK] Seq=2593 Ack=2917 Win=16101 Len=0
751 60.9063720192.168.0.6 192.168.0.5 Modbus,/Tcp 66  Query: Trans: 15104; unit: 1, Func: 4: Read Input Registers
752 60.9068970192.168.0.5 192,168.0.6 Modbus/TCP 71 Response: Trans: 15104; unit: 1, Func: 4: Read Input Registers
753 60.9092180192.168.0.6 192,168.0.5 Modbus /TCP 66  Query: Trans: 15360; unit: 1, Func: 2: Read Discrete Inputs
754 60.9497900192.168.0.5 192.168.0.6 TCP 54 502+50324 [ACK] 5eq=2934 Ack=2617 Win=253 Len=0
755 60.9704370192.168.0.5 192.168.0.6 Modbus /TP 64 Response: Trans: 15360; unit: 1, Func:  2: Read Discrete Inputs
756 61.1883790192.168.0.6 192.168.0.5 TCP 54 50324502 [ACK] Seq=2617 Ack=2044 win=16094 Len<0

Pucynok 38 — DkpanHas ¢popma ceTeBoro Tpaduka, OTpaXkaronas makeT 3ampoca Ha

YTEHUE BXOJHBIX PETHCTPOB MPOrPAMMHUPYEMOTO KOHTPOJUIEpa

ConepxuMoe MaKeTa NpeACTaBICHO HA PUCYHKE 39.

B Modbus,/TCP

Transaction Identifier: 14592
Protocol Identifier: 0

Length: 6
Unit Identifier: 1
= Modbus

Function Code: Read Input Registers (4)
Reference Number: 1
word Count: 4

0000 54 35 30 45 7b 0d 9c b7 Od 37 12 b3 08 00 45 00 TS0E{... .7....E.
0010 00 34 53 e9 40 00 80 06 25 7f cO a8 00 06 cO a8 .45.@... %.......

0020 00 05 c4 94 01 6 7b 89 db ce 64 73 27 5e 50 18 ...... {. ..ds'Ap,
0030 3e eb Ob b6 00 00 EENUEENEIEIEEEIEIEE ->..... R
0040 [ L.

Pucynok 39 — Cogepxumoe makera 3ampoca Ha YTEHUE BXOJHBIX PETUCTPOB

POrpaMMHUPYEMOTO KOHTpOJLIepa
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Ha pucynke 39 o6o3Hauens! [114]:

— Transaction Identifier - ugerTHdUKATOP TPaH3AKIHH;

— Protocol Identifier - uaenTrdukaTop NpoTOKOIIA;

— Length - quna;

— Unit Identifier - unenTrdukarop 6J10Ka WK apec yCTPOUCTBA;

— Function Code - kox dynkImum;

— Reference Number - HagaabHBIA HOMEp PEerUCTpPa;

— Word Count - KoTM4ecTBO PETUCTPOB.

BbiienuM M3 CETEBOro MakeTa MPH3HAKH, MO KOTOPBIM OyJIeM OIpEeNiTh €ro
IPaBOMEPHOCTb:

— IP-anpec KoMIIbIOTEpa, Ha KOTOPOM YyCTaHOBJIEHa mporpamma APM
oneparopa: 192.168.0.6;

- IP-ampec xoMIbIOTEpa, HA KOTOPOM 3amylieHa MHEMocxeMa HedTernmpoBoaa:
192.168.0.5;

— IIPOTOKOJI, IT0 KOTOPOMY IpoucxoauT nepeaayda mexay [1K: Modbus/TCP;

— JUIMHA TaKeTa: 66;

— uaeHTuuKaTop Tpanzakuuu: 14592;

- azpec yctpoucrtna: 1;

— Ko GyHKUUU: 4.

Chopmupyem TpaH3akIuio U3 7 KOMaHJ, KOTOPYIO PEICTaBUM B TabmuIie 7.

Tabnuna 7 — Uccnemyemas TpaH3akius

KomaHga 1 KomaHga 2 KomaHga 3 | KomaHga 4 | KomaHga 5 | KomaHga 6 | KomaHaga 7

192.168.0.6 192.168.0.5 | Modbus/TCP 66 14592 1 4

Brecem mosydMBIIYIOCS TpaH3aKIMIO B 0a3y TpaH3aKUMN MPOrpaMMbl « IMYIISATOP
YCTPOMCTBA Uil KOHTPOJISI MOBEACHUS II0JIb30BATENS» W IPOBEIEM DKCIIEPUMEHT I10
OTPENIEIICHUIO ITIPABOMEPHOCTU JAHHOM TPaH3aKIIHH.

Ha pucynke 40 npencrapieH mpumep 0€301IMO0YHOTO BBOIa KOMaH I TPAH3aKIUH.
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o KoHTpons noBeseHuA NoAs3IoBaTENA — O >

PervcTp kopa TpaHsakuii Cuetumi Brnok namana
Homep TpansakLym LpeE Kon Pexm Koo Kon Komanpa Bowon
1 - 110 TpaHsakwa PaboTsl anpeca KoMaHas!
Kon pem— 001 1 0 00D - 1
TPaH3akLn KorMan o0 1 1 0o 152.168.06
001 7 D01 1 10 010 192.168.0.5
Bnok coBMroBex perucTpos MHOroK aHaneHBIA » 001 1 11 011 modbusstcp
S 001 1 100 100 66
EST L SR 110 001 1 101 101 14592
OmpasuTs oo 1 111 111 4
Bnok ynpasneqna

Bnok cpaeHeria Cosurossiii perncTp

Pexam patoTs pPESyNETaTOE CPAaBHEHMA

BxoaHoi curHan Komanaa us namama
1 110 == 110

Pucynok 40 — [Tpumep 6€301mO04HOT0 BBOJa KOMaH I TPAH3aKIIMHI

HamepenHo nomycTuM OIIMOKY MpH BBOAE TMOCIEIHEH KOMaHIbl TpaH3aKIUU

(BMecTto konma (ynkuuu: 4, BBeneM KojJ (GYHKUIUU: 2), B pe3yJbTaTe 4YE€ro BO3HUKHET

omuoOKa, KaK MOKa3aHo Ha pUCYHKe 41.

ol
PerncTp Koga TpaHsakumii CueTunk Bnok narmAaTa
H agpeca Bereog,
oMEpD TPaH3aKLK Kon Pexiam Ko, Kon Ko
1 - 1 1 1 TpaHsakwar PaboTsl agpeca KOoMaHab! MaHaa
Kon T 001 1 0 000 - 0
TR AL AL 001 1 1 0o 192.168.0.6
001 7 00T 1 10 010 192.168.0.5
Bnok coBvrosbix pErMCTPOB MHorokaHaneHEIR » 001 1 1 011 modbus/tcp
LA [pD1 [1 (100 1100 &6

BxoaHol curHan

OTI'IDEEHTb I B x042 BhiNOAHEHWA I'ICIC."IE,CI,HEIH KOMaHAbl Gblna ELIABAEHA

owHEka. CEPOCUTE CHETYMKT

OBHapy#eHa ownGkal 14592

I

— 1A permcTp
PESYNbLTATOE CPaEHEHWA

Pexrm paGoTes

KonTpone BxogHoi curHan Komanga s namam

000 == 111

-LI
{

Pucynok 41 — OmmOka npu BBOJIE TTOCIICTHENH KOMaH/IbI

Takum o00pa3oM, NPUMCHEHHWE B aBTOMATH3MPOBAHHON CHUCTEME YIIPABICHUS
HedTenpoBogoM mporokoia Modbus/TCP  mo3BonseTr Oojiee MOIPOOHO PACKPHITH

89



COJIEP)KMMOE CETEBOTO MakeTa W 00Jjee TOYHO OMPENEIUTh COBEPIIAEMBIE OIEPATOPOM
JeNCTBUA (HAIpUMeED, 3amMpocC Ha 3alMCh WU YTCHUE 3HAYCHHS PETUCTPOB).

DdheKTUBHOCTH pa3pabOTaHHOTO METO/Ia OLIEHUBAETCS C yUETOM aHaIN3a PUCKOB B
cuctemax 3amuthl wHGOpMmarmu [30,41,64]. Puck ompenenseTcss Kak NpOU3BEICHUC
(MHAHCOBBIX MOTEPh (yIepOa), CBA3aHHBIX C HECAHKIIMOHUPOBAHHBIMH OICPaIlUsIMHU, U
BEPOSITHOCTSIMH peaTN3alliy STUX OIEpaIluii.

I'padoBasi Momenp MOCIEAOBATEILHOCTH BBIMOJHEHUS KOMaHJ (OIeparuii)
OMepaTopoM B HCXOJHOH aBTOMATH3MPOBAHHOW CHCTEME, B KOTOPOHM TIEPEXOJIbI
MOJIB30BATENSI OT OJTHOM KOMAaHJIBI K APYTOW OCYIIECTBISIIOTCS 0€3 KaKuX-Tr00 MPOBEPOK,

MOKa3aHa Ha pUCYHKeE 42.

P1 P2 P3 P4

X1 X2 X3 X4

Pucynox 42 — I'padoBasi MozieJb MOCIIEI0BATEILHOCTH OIlepaliii moJjib3oBaress 6e3

IPOBEPOK

Mopnens, npencTaBieHHas Ha pucyHke 43, OnmuCchIBaeT pa3padaThiBacMblii MeTo. B
3TOM CJIy4ya€ TpPU BBHINOJHEHUM KaXJOW ONepalru TMPOU3BOJIUTCS TMPOBEPKA €€
CaHKLIMOHUPOBAHHOI'O BBINOJIHEHHUS], @ TAKXKE IMPOBEPKA BCEX NPEABIAYIINX ONEpauuu C
WCHOJIb30BAaHUEM  COOTBETCTBYIOIMX  CHUTHATYp. JlaHHBIA  aNrOpUTM  MO3BOJISIET
KOHTPOJIMPOBATh KaXIbl TMEPEXOJ COCTOSIHUS KOMIIBIOTEPHOM CHUCTEMBI C YYETOM

CaHKIIMOHUPOBAHHOCTH BCEX MPEIBIAYIINX Mepexo 108 [22,45].
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( ba3a npaBun )

( 3a6HOKI/Ip0BaHHBIe OIICpalyu O0JIb30BATCIIA )

Pucynok 43 — I'padoBast MoesIb KOHTPOJISA OTepalluii MOJIb30BaTENS HA OCHOBE

CUTHATYPHOI'O MCTOAAa

Ha pucynkax 42-43 npuHATHI Clieytonue 0003HaYCHUSI:

- X1- X4 — curnaisl 3anpoca Ha BhIIOJHEHUE ONepaluid OJIb30BaTENS;

- X1'-X4' — curHansl pa3penieHus BHIIOJHEHUS OTlepaliii MoJb30BaTels;

- X1"-X4" — curHanel OJIOKMPOBKH BBITIOJIHEHHUS OIEpanui IoJIb30BaTeNs
CUCTEMOW MOHUTOPHUHTQ;

— S1-S4 — xoawl cUTHATYP OIepaIiii MOJIb30BaTENS;

Bennuuna «P» ¢ uHIekcaMu - OLIEHKU BEPOSITHOCTEH OIMMOKH MPU OOHAPYKEHHUH
HECAHKIIMOHUPOBAHHOW OIEpalnu.

B Tom ciywae, ecnu BenuuMHA yiiepOa paBHa Il pacCMaTpUBAeMbIX BapUaHTOB
KOHTPOJIS, MPEICTABICHHBIX HAa PUCYHKE 42, B paccMaTpUBaeMOM 3ajiaye OIIEHKa pHUCKa
OTIPENIEIISICTCSI BEPOATHOCTSIMU peaanu3allii yrpo3bl BHIMOJIHEHUS HECAHKIIMOHUPOBAHHOM
omeparuu [22,45].

Jlnsg ucxomHOW Mopenu, NMPEeICTaBICHHONM Ha pPUCYHKE 42, OIlEHKAa BEPOSTHOCTH
peanuzaiuu yrpo3sl paBHa npousseaeHuto (M1) Bepositnocteit P1-P4:

MI=PI1-P2-P3-P4
B npennoxxeHHOM METO/I€ BEPOSITHOCTh HECAHKIIMOHMPOBAHHOM peanu3aluy BCEU

MOCJICIOBATEILHOCTH OTIepallMii paBHA POM3BEACHUIO BeposiTHOcTel P1"- P7" (M2):

M2=P1"-P2"-P3"-P4"-P5"-P6"-P7"
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JlomycTiM,  YTO  OIIEHKAa  BEPOSITHOCTH  OMMOKM Tpu  OOHApPYKEHUU
HecaHKIMOHUpoBaHHOU onepaiuu (P) cocrasnser 0.2.

[TocTaBuM 3TO 3HAYEHHE B BBIPAXKEHUS U TIOTYUHM:

MI1=0.2-0.2-0.2-0.2 = 0,0016
M2=0.2-0.2-0.2-0.2-0.2-0.2- 0.2 = 0,0000128
0,0000128<0,0016
Taxum obpazom:
M2<M1

Benmnunna M2 3nauntensHo MeHbiie M1, Tak Kak 1Mo Mepe BBITIOJHCHUS KaKI0M
MOCJENyIOUIe omepaluuyd, Kak 3TO BHJAHO Ha pHUCYHKe 43, OCylIeCTBIsETCS
JOTIOJIHUTEIIBHO KOHTPOJIb BBIITOJIHEHUS BCEX MPEANIECTBYIOIIUX OMEPALUI.

[IpensiokeHHBIA METOJ MO3BOJISIET CHU3UTh BEPOSATHOCTh HECAHKIIMOHWPOBAHHOTO
MOAKIIFOUEHUSI HAPYLIUTENS B TOCIEIOBATEIBHOCTh BBINMOJIHAEMBIX OIEpalMil 3a CyeT
HETPEPBIBHOTO  TEKYIIETO KOHTPOJS CAHKIMOHUPOBAHHOCTH BCEX  MPEABIIYLIUX
onepauuid. BHeceHHas TIpU 3TOM HEKOTOpass HW30BITOYHOCTh IPOBEPOK  MpHU
WCIIOJBb30BAaHUN CPEACTB AaBTOMATH3alMd KOHTPOJISI HE CHUXAET CYIIECTBEHHO
MPOU3BOJIUTEILHOCTH BBIMOJHEHUSI OMNEpaldii, a aJrOpUTMHUYECKash U30BITOYHOCTh

CHMXKACT PUCK HCCAHKINMOHUPOBAHHOT'O JOCTYIIA.

3.7 MeToa 3alIIUTHOTO pPe3epPBUPOBAHNS WH(OPMALMOHHOTO KAHAJIA CUCTEMbI
yhpaBJjieHusi TPYOONpPOBOAOM ¢ HMCHOJb30BAHHEM  BBICOKOBOJILTHOH JIMHUHU

JIEKTpoIepena4

JInst MarucTpalibHbIX HE(PTENMPOBOAOB, KaK KPUTUYECKH BAaXKHBIX PACTIPEEIEHHBIX
TEXHOJIOTUYECKUX O00BEKTOB, HE00X0 MO OpPraHU30BbIBATH HaJEXKHYIO
BBICOKOCKOPOCTHYIO CBSI3b JUISI BCEX IOJICHCTEM, BKIIIOYAas KAHAJIbI BBIACICHHOM CETH,
TeneOHHON M JAMCTIETUYEPCKOM CBSI3HM, TPAHCIALMHU C KaMep BUICOHAOIIOIEHUS, CUCTEM
OOHapyKEeHHsI YTEUEeK U CUCTEM MOHUTOPUHIA TEXHUUECKOTO COCTOSIHUS, a TAKXKe CPEICTB

oOecrieueHusi TeXHUYECKOM Oe3omacHocTu. B ciywyae oOpbiBa KaHaja mepenaydd
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uH(pOpMallMU, BpPeMs BOCCTAaHOBIICHUS CBSI3M OyJIET PaBHATHCS BpPEMEHU (U3UUYECKOTO
BOCCTAHOBJIEHUSI KOMMYHUKaIui [33].

B pamkax paHHONH pabOThI paccMaTpuBaceTCs MNPOTHKEHHBIM TEXHOJIOTHYECKHUI
o0bekT [86]. Uctounuku undopmaruu (M), B KOTOPHIX yCTaHOBIEHO OOOpYIOBaHUE
AJIEKTPONMUTAHUSA M CpPEIACTBAa coOOpa HMHPOPMAIUMU O COCTOSHUM TEXHOJIOTHYECKOTO
0o0BbEKTa, NEPEaloT JaHHbIE IO JIMHUU CBs3u NpuéMHUKY uHpopmanuu (IIM), kax
noka3zaHo Ha pucynke 44. Puck R He mocraButh nHdopmanmio or MU, yucio KoTopsix
3a7aeTcsl mapaMeTpoM I, 10 NpUEMHHMKA OIpENeNseTCsl KaKk CyMMa IPOU3BEICHUIMA
BeposaTtHocTH (P) oOpeiBa ocHOBHOro kanaia mnepemaun Ha yuiep6 (U) ot obOpeiBa

OCHOBHOTO KaHaja repeaadyd MH(QOpMAaLHH.
R=2%;PR; (3.4)

[eneBas ¢pyHkuMs R B JaHHOM Ciy4yae onpeessieTcsl Kak (PyHKIUS MUHUMU3ALNH
pucka He goctaBuTh nHpopmauuto ot MU o [N npu orpaHnyeHNN CTOUMOCTHBIX 3aTpaT

Ha cucTeMy cOOpa TEXHOJIOTMYECKON HH(POpMAaLMH:

R = Zi Pi . Ri - min (35)

P1,U: P2,U2 Ps3,Us Pi-1,Ui1 Pi,Ui
[ k4 [ k4 [ L4 [ k4 [ L4

nmn numn %041 %041 nn I

1 1 1 1 1

| ITpoTsHKEHHBII TEXHOJIOTHIECKU OOBEKT |

Pucynoxk 44 — CtpykTypHO-(yHKIMOHAIbHAS CXeMa pacnpeaenEHHON

CUCTEMbI MOHUTOPHUHTA TPOTKEHHOTO 00BEKTA

UpesBbIaifHOW CUTyaIlMedl cucTeMbl mepenadn uHpopmaiuu B pacrupeneaéHHON
CUCTEME MOHUTOpUHTa TexHoJiornueckoro o0bvekra (PCMTO) saBnsieTcst cocTosHME, NpU
KOTOPOM HMEETCSl TOBpeXkaeHue KaHana cBsi3u. OOpbIB BO3MOXKEH MpPHU MOBPEKICHUU
NPOTSKEHHOTO 00BEKTa, BBIMOJIHEHUH 3eMENIbHBIX Pa0OT, a TAKKE HECAHKIIMOHUPOBAHHOM

Bpe3Ke B KaHall nepefaun AaHHbIX [54, 80, 86].
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[Ipu HewcmpaBHOCTSAX B pabOTE OCHOBHOM CETH, CHUCTEMa Tepenadd JTaHHBIX
ABTOMATHUYECKU TEPEKIIOYAETCs HA PE3EPBHBIM KaHAN CBS3U U (DYHKIIMOHUPYET B 3TOM
peXUME 0 BOCCTAHOBJICHUS HOPMaJbHON paOOThl MOBPEKICHHOIO Y4acTKa OCHOBHOTO
KaHaJla nepenayu JaHHbIX. CBs3b OCHOBHOI'O M PE3EPBHOIO KAHAJIOB OCYIIECTBIISIETCS C
nomo1bio koMmmyTtaropa (K). Moaem (M) nepenaét nanpopmaiiiu 1mo pe3epBHOMY KaHay
cess3u U u TIM. Ha pucynke 45 mpeacTaBiieHa CTPYKTYpHO-(YHKIIMOHAJIBHAsI cCXema
CaMOOPTaHU3YIOIIEHCS cuCcTeMbl MH(GOPMAaMOHHOTO oOMeHa Mexny y3nmamu PCMTO c

HCIIOJIB30BAHHUCM PC3CPBHOI'O KaHaJIa.

[ v | v | v | v | 4
M M M M M M
Y PLUL P2,Us A pyUs Pi1,Uis PLU;
[ v | | v | | v | | v ] LA
1 1n 1n 1 M mm

i 7 1

| ITpoTsoKEHHBIN TEXHOJIOTMYEeCKUH 00BeKT |

Pucynok 45 — CtpyktypHO-(YHKIIMOHATBHAS CXEMa CaMOOPTraHU3YIOIIeCs
cucTeMbl HH(pOpMaMOHHOTO oOMeHa Mexay y3iamu PCMTO c ucrnonb3oBaHueM

PE3EpPBHOro KaHasa

Hcnonp3oBaHne pe3epBHOrO kKaHajia mo3BoJgeT [IM KOHTpOJIHMPOBATH COCTOSTHHE
MPOTSKEHHOTO TEXHOJIOTHUECKOTO 00BEKTA TaKe MPHU 0OpbhIBE y4acTKa OCHOBHOTO KaHaja
nepenadu JaHHbIX.

[Ipy »oTOM JHcHETdEep HCMHOJB3yeT WH(OpPMAIMIO OT JaTYUKOB, CHCTEMBI
BHJIcOHAOIOIeHUs 3a (hakenamu u 1.1. [80, 86].

[Ipu moTepe cBsI3K ¢ 00BEKTOM 3aJeHCTBYETCS Pe3ePBHBINM KaHaA NIepeaavr TaHHBIX.
NHummaTopoM nepekiioueHus Ha pe3epBHBIM KaHal MOXKET OBITh Kak JAUCIETYep, TaK U
KOHTPOJUIEP TeJIEMETPUU, UCTIONB3YsI CUTHATYphl OOphIBa KaHaJla CBSI3HU.

AnTOpuUTM paboOTBl CHUCTEMBl YIPaBICHUS TMPU BO3HUKHOBEHHHM aBapUHHOM

CUTYallMU MPEJICTABJIICH HA pUCYHKE 40.
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Hauano

v

Aun — Ceresbie anpeca MU Bxombie
Amn — Cerenoif anpec [T T1apameTpaI

YcranoBurb
COS/MHEHHE MEXKIY
151%8:30141
(pe3epBHbIit KaHa)

\ 4
Omnpenenenyie
nopsaka M1 B
IIMHE
A4
VYcranoBuTh
~ COC/IMHEHNE
v mexay U u [T
(ocHOBHOI KaHaT)
[epenaua Pemenue 06
TEXHOJIOr NYECK O < Coenunenne Her M3MEHEHMH KaHama
MHDOPMALHH 10 CTAHOBJICHO? TIepeIaum JaHHBIX
OCHOBHOMY KaHATy \{\
VcraHoBUTh

COCTMHEHHE MEXKITY
ommwkaiimmu U1
(pe3epBHbIit KaHa)

[lepemaya

P TEX HOJIOT MYECK Ot
h MHDOPMALHH 10
Pe3epBHOMY KaHaiy
[lepemaua
TEXHOJOTHYECKOH | o Tl
HHpOpMAUH IO
Ppe3epBHOMY KaHay

CoeuHeHie
CTaHOBIIEHO?

Pemenue o
HEHCIIPaBHOCTI
CHCTEMBbI
MOHHTOpPHHIa

[lepenaya ynpas-
JIeHVs aBAPUIHBIM
Y4aCTKOM KOHTpOII-

Jiepy TeNeMeTpHH

Pucynoxk 46 — AnroputM paboThl CUCTEMBI YIIPABICHUS P BOSHUKHOBEHUU aBAPUHHON

CUTYyalllH
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Ecnu Ha pe3epBHBIN KaHA EPEKIIIOYUTHCS HEBO3MOXKHO, KOHTPOJUIEP TEIEMETPUU
O0epét Ha ceOs yrpaBlieHne aBapUHHBIM Y4ACTKOM MPOTSHKEHHOTO TEXHOJIOTUYECKOTO
00BEKTa 0 BOCCTAHOBJICHHUSI CBS3H C JUCIIETYEPOM [56].

Tomosornueckas mozaeir PCMTO ¢ ucnoib30BaHHEM BBICOKOBOJIBTHOM JIMHHUU

anektponepenaun (BJIDII) B kauecTBe pe3epBHOTO KaHalia MPEICTaBICHA HA PUCYHKE 47.

y BbICOKOBOJIGTHAS JIMHHUS HIEKTPOTEPE/Iad

P1,U1 P2,U2 Ps3,Us Po,Us P10,U10

| vy | vy | y | y | v \ 4
NN k=10 v—) NN =10 = U UM =10 —y WU Jlucnieryepckas

4 A 4 A A

Tpy6omnposox (100xm)

Pucynoxk 47 — Tononornueckast Mogenb PCMTO ¢ ncronp30BaHUEM PE3EPBHOTO

KaHalla

CornacHO ajaroputMy, HMCTOYHMKM HH(POpPMAIMH, OKA3aBLIMECS MEXKIY MECTOM
0oOpbIBa U JUCIIETYEPCKON, OyIyT paboTaTh B OOBIYHOM pEXUME, IPO0JIKas IepeaaBaTh
uHpoOpMallMi0 MO OCHOBHOMY KaHaiy. Ilocme oOHapykeHHs OOpbIBa JIMHUU CBS3U
MCTOYHHMKH, PACIOJIOKEHHBIE J0 MecTa OOpbIBA, BOCHOJB3YIOTCS PE3EPBHBIM KaHAJIOM
neperayr uMHGOpMaluuu. OTO MO3BOJMUT JAUCIETYEpAM MPOJIOJKATh KOHTPOJIUPOBATH
coctosiHue TpyOompoBoga Takum 00pa3oM, KOHTPOJb 3a COCTOSHHEM TpyOOmpoBoja
OyJeT HempepbIBHBIM.

Jnsg  peanmuzaluy  JIaHHOTO METO/AAa HEOoOXOoauM MOJEeM IpuéMa-repeaadn
nH(GOPMAIIH, BHIMOTHIIONNNA (PYHKIIUA MOIYIATOpa-AeMoaysTopa curaanos [99]. Jns
NOAKIIOYEHUsT Mogema nepeaaun wuHpopmauuu k BJIOIL, HeoOxoaumbl  QUIBTP
NPUCOEAMHEHUS U KOHACHCATOp CBSA3H, 3allUIIaiolre o00pya0BaHrne NpUuéMo-niepeaun u
CriaxuBaronme noMmexu. B tabnuie 8 mpeacraBieHa cnenuuKaius MporpaMMHOrO U
anmapaTtHoro oOecHnedyeHus, HEOOXOAWMOTO [UIsl peaju3allid pe3epBHOrO KaHaja
nepemaun  uHopmainuu o BJIDII. B coorBercTBUMU co crnernudukanmeil CTOMMOCTb
JOTIOJTHUTENbHBIX ~ KalmWTaJdbHBIX  BJIOXEHUH  coctaBiser 523088  pyoOueil.

[IpoIoKUTENFHOCTE IKCIUTyaTalluu MojieMa mnpuéMa-tiepenaun uHpopMamuu AMIS-
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49587 ¢ napaboTkoit Ha oTka3 paBHa 87600 wacoB, uTo cooTBeTCTBYeT MOYTH 10 romam

ciyxO0bl. Jlnanazon pabouux TemmepaTyp BbIOpaHHOTO 0OOPYJOBaHMS BapbUPYeTCs OT -

30°C nmo +35°C. VuwurthiBasg, 4TOo 0OOpYJAOBAaHHE YCTAHABIMBACTCS B TOMEIICHUSX C

KOHTPOJIEM KJIMMAaTa, TEMIIEPATYyPHBIA MIOPOT NPUTOAEH JJIs SKCIUTyaTalliy CUCTEMBI.

Tabmuma 8 —

Crnenuduxanus

IPOrPaMMHOTO

U alIapaTHoro

oOecrieyeHus,

HEOOXOAMMOro il pealn3aluy PE3EPBHOTO KaHAa MEpPeladyd TEXHOJOTHMYECKOU

uHpopmaruu o BJIDI]
HaumenoBanue Hapa- Huana- En. Komu- | Crou- OOmas B 1.
00TKa 30H u3Mepe- | uectBo | Mocth | croumocts | HIC
Ha pabounx HUs €/IMHULIBI (py©.) 18%
OTKa3 | TemImepa- (py6.) (py©)
(uacoB) | Typ (°C)
Monaem npuéma-tepenadn 87600 | or—40 no | mi. 12 14000 168 000 30240
nndopmanun AMIS-49587 +60
QunbTp NPUCOCAUHEHUS U 113 ot -60 1o | mi. 12 17900 214 800 38664
koHzeHcarop cpsazu PII-Pc 880 +110
Ka6ens KBB Unipump 4x2,5 | - ot —60 10 | M. 70 216,5 15 155 2727,8
+70
Kab6ens COM 9pin — COM - ot —30 g0 | miT. 12 200 4800 864
9pim (3m) +35
Kabens 3azemienus 11B3 - ot —50 10 | M. 20 127 2540 457,2
(IlyI'B) 1x16 +35
[TporpammHuoe oOecrnieueHune | - - IIIT. 1 38000 38000 6840
IS YTIPaBIICHUST OYEPEIIMH
ceTeBOro Tpaduka
(pa3paboTka)
Bcero: 443 295 79793
523 088

Jlnst ompenenieHUsl 3arpy>KeHHOCTHM PE3EPBHOTO KaHala mepenadyud MHGOpMalu

ObUTM paccuuTaHbl TPEOOBAHUS K MPOIYCKHOM CIMOCOOHOCTH. 3a OCHOBY OBLI B3AT OJIMH
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Y4aCcTOK TMPOTSDKEHHOTO TEXHOJOTWYECKOW OO0BEKTa M YYTEHBI BCE YCTPOMCTBA,
MCITOJIB3YIOIINE KaHaJl Tepeaadn, BXOASIINUE B OJIOK KOHTPOJISI DJIEKTPUUECKUX CHUTHAJIOB
(BKOC). B Ttabmuue 9 ompeneneHo, KakoW MPOIEHT 3aHUMAET Ka)KIblil M3 MOTOKOB

uHpopmanuu, nepeaaBaembiii onauM bBKOC B qucneruepckuil myHKT.

Tabmuua 9 — CpaBHeHUE 3aHUMAeMON NPOIYCKHOM CIIOCOOHOCTH KaHajla Tepeaaydu

JaHHBIX KaKIBIM U3 HH()OPMAIIMOHHBIX MOTOKOB 17151 oHOr0 BKOC

O6opynoBanue Tpebyemas 3arpyeHHOCTh [Ipuoputer nepenaun
CKOpOCTh KaHaia

1 2 3 4
JlaTuuk naBiaeHUS 2,400 Kout/c 0,081% 1,093% OueHb BBICOKHIT
JlaTuuk BuOpamum 2,800 Kout/c 0,094%
JlaTuuk aKkyCTUKO-3MUCCUOHHBIN 3,200 Kout/c 0,108%
JlaTuuk NBUKEHHS 0,168 Kout/c 0,005% 0,007% Bricokuii
JlaTauk OTKPBITUS ABEpei 0,016 Kout/c 0,001% 0,007% Bricokuit
JlaTuuk Temmeparypbl 0,004 Kout/c 0,001%
Tenedon 0,016 xbur/c 0,001% 0,001% Cpennuit
Buneokamepa ynnaHas 1 760 Kout/c 58,476% | 98,899% Huskuit
Kynonbhas Buneokamepa ynuunas | 1 200 Kout/c 40,423%

Ha pucynke 48 mnpencraBieHa 3aBUCUMOCTb MPOMYCKHON CIIOCOOHOCTH KaHasa
nepeadyd JaHHBIX OT KOJMYeCTBa OJIOKOB KOHTPOJS DJIEKTPUYECKUX CUTHAJIOB,
WCITOJTB3YFOIIMX ATOT KaHa.

PesepBHbIii KaHan mepenayd OyJeT MOJHOCTHIO OTBEYaTh TPEOOBaHUSIM 00BEMaA
nepenaBaemMoil uHGopMaIuu Uil TPEX YYaCTKOB MPOTSHKEHHOTO OOBEKTa MPU OOphIBE
OCHOBHOTO KaHaja Tepeladd JaHHBIX. [Ipu OOphIBE OCHOBHOTO KaHaja Tepeaaydu
uHpopmaruu mocie 4eThipéx u Oonee BKOC, mosBnsercs neduuT MpomyCcKHOM

CIIOCOOHOCTH pEe3epBHOTO KaHaja nepeaadn HHGpopMaIyu.
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Pucynok 48 — 3aBUCHMOCTH NMPOITYCKHOM CIIOCOOHOCTH KaHaja Mepeaayu JaHHbIX
OT KOJIMYECTBA MOAKIIOUEHHBIX K HEM BKOC 10 ncnonbs30BaHus MEXaHU3Ma yIIpaBJICHUs

ouepessMH (TPU pa3IMYHBIX MacIlITadax)
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Ha pucynke 49 mnpencraBieHa CTPYKTypHas CXe€Ma MEXaHU3Ma YNPaBICHUS
ouepensMu UIA MPUEMO-TIEPENAONIEro 000pYAOBaHUS PE3EPBHOTO KaHala IMeperadyu

TEXHOJIOTUYECKOW HH(pOpMaIUK.

)
Ry
B %,

Oy 7,
CucTeMHble OLLMOKN & €,
@6 dgy

TexHonornueckas

H$opMaLA
BxoaHoi Tpaduk N [naHMpoBLYMK
» Kraccuoukarop Cuctema oBHapyxeHma L 'l —

BTOPXEHMIA

]

TenedoHHble
NeperoBopsl

[ ]

[lanHble BUseOkamep

BbixogHoi Tpadmk

Pucynox 49 — CtpykTypHas cxema MeXaHh3Ma yIpaBJICHUs OYEPEIIMHU JIJIsl TPUEMO-
MepeIatoIIero 000pyI0BaHMS PE3EPBHOTO KaHAIa IEpeaud TEXHOIOTHUECKON

uHdopMaIuu

[Ipn Takoii opraHu3aluu Iepeadyd TEXHOJIOTMYECKOW HH(pOpMalu pe3epBHBIN
KaHaJ OyleT 3arpy’keH IOJHOCTBIO TMpU MOAKIIOYEHWH K HeMy Ooiiee, 4eM TpExX
obcnyxuBaronux OyokoB. Ha pucynke 50 mpencraBieHa 3aBUCUMOCTh 3arpy>KEHHOCTH
kaHazia ot konnuectBa bKOC, ncnonap3yrommx 3ToT KaHal.

[To mpuoputeTy mnepenmaBaeMoii mHpopmamuu 310 coctaBiser: 100 % o0bEma
uHpopmanuu o coctosuu Tpyodonposoaa (0,84 % ot obuero o6bEMa TEXHOIOTHUECKOU
nadpopmaruu), 100 % oO6BEMa mHGOPMAIIMH O COCTOSHUH OOCITY)KHBAEMOI'0 OOBEKTa
(0,019 % ot obmero oObéma TexHosornueckod uHpopmamuu), 100 % B AaHHBIX
tenedonHbIx meperoBopoB (0,01 % ot obmero 06bEMa TEXHOJIOTHISCKOW HHGOPMAITUH) U
32,815 % ot o0béma pgaHHBIX C BuHaeokamep (29,6 % ot oOmero oO6béma

TEXHOJIOTUYECKOW HHGOPMAIIUN).
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Pucynok 50 — 3aBucHMOCTb 3arpykK€HHOCTH KaHasia oT kosimyectBa bBKOC nocie

MCITIOJIb30BAHUSI MEXaHU3Ma YIIPaBJICHUS ouepeasiMU (IIPU Pa3IMYHbIX MacIlITadax)

TexunyeckuM 3(pPexToM OT BHEAPEHHUSI PE3ECPBHOIO KaHaja SBJSETCS MOBBIIICHUE

HaI[é)KHOCTI/I pa6OTBI aBTOMaTHSHpOBaHHOﬁ CUCTCMbI MOHHTOPHUHTA TCXHHUYCCKOIO
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cocTosiHMs, Oyiaromapss yemy WHGOpMAIs O COCTOSHUM OO0BEKTa OyJeT TOCTYIHAa B
m000#1 MoMeHT BpeMeHu. OTICHKH 0KUAAEMOTO TEXHUIECKOTO Y (PeKTa mpeacTaBiIeHbl B

tabmnurte 10.

Tabnuua 10 — OueHkn 0KMaaeMOro TeXHUYECKOro 3¢ @dexTa OT BHEIPEHUSI PE3EPBHOTO

KaHaJa rnepcaadun TEXHOJOTMYECKOU I/IH(i)OpMaHI/II/I

o BHenpenus [Tocne BHeapeHus

Viposa BepositHOCTB YposeHb BepositHOCTB YpoBeHb

aBapuiHON JOCTYITHOCTHU aBapuUIHOMN JOCTYITHOCTHU

CUTyalluu uH(popMaluu CUTYyalluu uHpopManuu
OtcyrcTBYyeT 0 100% 0 100%
Huskas 0,2 80% 0,2 100%
Cpennsis 0,4 60% 0,4 90%
Bricokas 0,6 40% 0,6 70%
Yrpoxkaromas 0,8 20% 0,8 50%
Karactpoduueckas 1 0% 1 30%

JI1s OLIEHKH OKHUJIaeMOT0 SKOHOMHYECKOTro 3(@derTa HCMoiab30BaHbl METOIUKH,

npeacTaBicHHbIe B padoTax [51, 104]:

[Tokazarenp oxumaeMbix moreps ALE Beruncisiercs cornacuo Gopmysie (3.6) [104]:

ALE = f -1, (3.6)

rne f— yacToTa BO3HUKHOBEHHWS TOTCHIMAIBHOW YrpO3bl, YPOBEHb KOTOPOM
ONPENEIIAETCS HA OCHOBAHUM OLIEHOK BEPOATHOCTH BO3HUKHOBEHHs yIrpO3bl B 3aJaHHBIN

WHTEpPBAJI BDEMEHU;

L — BenmumHa moTepb B pyOJIsSIX, KOTOpas OMNPENENseTcss Ha OCHOBaHUU
CTENICHU TSHKECTH HApyIICHHs] HHGOPMAIIMOHHON 0€30TacHOCTH.

B kauectBe mnokazareneil O€30TKA3HOCTM TEXHUYECKUX CHUCTEM MPUMEHSIOT
CIEAYIOIINE KOJINYECTBEHHBIE XapAKTEPUCTUKM:

- OLCHKa BEPOATHOCTHU OTKAa3a,
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— OLICHKA BEPOSITHOCTH 0€30TKAa3HOM pabOTHI;

- HMHTCHCHUBHOCTDH OTKA30B,

— cpeaHsisi HapabOTKa /10 OTKa3a (/10 MEPBOro 0TKa3a).

B Ta6JII/IHe 11 IMpCACTABJICHBI OLICHKU BCPOATHOCTHU YI'PO3 U UX YACTOTA.

Tabnuma 11 — YpoBHHU BEpOSTHOCTH YIPO3 U 4aCTOTa COOBITHIA

YpoBeHb Onucanue Yacrora
BEPOSTHOCTH
Hesnaunrensupiii | Bpsn au npounsoiiger 0,05
OueHb HU3KUH CoObITHE TIPOUCXOIMT JABA-TPU Pa3a B IATh JIET 0,6
Huzknii CoObITHE TIPOUCXOUT HE OoJIee pasza B oI 1,0
Cpennuit CoObITHE IPOUCXOUT PEXKE pa3a B MOJTO/A WIK Pa3 B MOJITO/1a 2,0
Bricokwuii CoOBITHE MPOUCXOIUT PEKE paza B MECSI] HUIH Pa3 B MECSII] 12,0
O4yeHb BBICOKUI CoO0bITHE TIPOUCXOIUT HECKOIBKO Pa3 B MECSII 36,0
OkctpemanbHblii | CoOBITHE TPOUCXOIUT HECKOJIBKO pa3 B JACHb 365
B Tabmuue 12 mpencrtaBieHbl OLEHKUA CTENEHU TSKECTU YIpo3 UM MOTEPH OT UX
pcajn3alnuu.

Tabnuua 12 — CreneHb TSXKECTH yrpo3 U MOTEPHU OT UX peaTu3aliu

Crenens TsKeCTH Onucanue ITorepu,
pyo.

HecymectBennas | ABapus He MOBJIEUET 32 COOOM HUKAKUX MOCIIEACTBUI 0

Huzkas ABapus He BeJleT K (MHAHCOBBIM MTOTEPSIM, HO BBISICHEHHUE 150 000
XapakTepa NpoMCLIeCTBUS NOTPeOyeT HE3HAYUTEIbHBIX 3aTPaT

CymiectBeHHas [TpoucniecTBue MprUHECET HEKOTOPBIA MaTepUaIbHBIA U MOPAJIbHBIH 700 000
Bpe

VYrpoxaromas [Toreps penyranuu, KoHGUASHIMATEHOW HHPOPMAIUK. 3aTpaThl HA 6000000
PEMOHT KOMMYHUKAIU, IPOBEIEHUE pacciaeI0OBaHUN

CepnesHas YcTpaHeHne oCTeICTBHIA pa3iinBa HePTEIPOYKTOB, PEMOHT 15000000
TpyOOIIpOBO/a, paccie10BaHNe TPOHUCIIECTBHS

Kputnueckas BriBOJ M3 cTpOst NPOTSXKEHHOTO TEXHOJIOTHYECKOTO 00BEKTa, 60000000
KalluTaJIbHbI PEMOHT
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VYrpo3a tuna «OTka3 B oOCHyXHBaHHM» OTHOCUTCS K «CepbE3HOW» yrpo3aMm Mo
CTETIEHU TSDKECTH, a 4acTOTa BO3HUKHOBEHHUS yrpo3bl - MPUMEPHO pa3 B TOMA, TO €CTh
koa¢¢uimenHt f Oyxaer paseH 1.

Takum obpazom, nokazarensb ALE Oyner pasen (3.7):

ALE = 1-15 000 000 = 15 000 000 py6. (3.7)

B cBoto ouepesp, 3aTpaThl Ha BHEIPEHUE pe3epBHOM TUHHUHA (Z,,) BKIIOYAIOT B ce0s
npuoOpereHue 000OpymoBaHUS i TyOJIMpPOBAHUS JIMHUM CBSI3HM, BKJIIOYAs MOHTAXK,

MOJIKJTIOUEHUE, HACTPOUKY, a TaKKe 3aTpaThl HA TEXHUYECKoe oOcmykuBanue (Zrg) (3.8,

3.9).

Loy = Zapm + Zyer =523 088 + 156 926 = 680 014 py®6. (3.8)
Zto = 0,1 *Z,, = 68001,4 py6./Ton (3.9)

Takum o0Opa3oMm, BHEIPEHHE PE3EPBHOTO KaHalla Iepefaud TEXHOJIOTHYECKOM
WH()OPMAITUU CYUTACTCS SKOHOMHUYECKH BBITOJHBIM, TaK KaK 3aTpaThl HA €TO PeaTH3aIlnio
3HAYUTETHHO HIDKE, YeM 3aTpaThl OT yrpo3bl THNa «OTKa3 B 00CITY)KMBAHUW.

K coumansHomMy 3¢ ¢deKkTy OT BHEIPEHHUS OTHECEHBI CHMXKEHHE 00ECIIOKOSHHOCTH
OJIM3KUM PACTIOJIOKEHUEM pPacTpeIeIEHHOTO MPOMBIIIIICHHOTO OOBEKTa y HACEIeHUs,
MPOKMBAIOIIETO B HEIMOCPEICTBEHHOW OnM30cTH OT Hero. JKurenw Onmusnmexariux
HAaceNEHHBIX MYHKTOB OyAyT 3HATh, YTO MOHHUTOPHUHT TEXHHUYECKOTO COCTOSHUS
MIPOU3BOAMUTCS B PEKUME PEaTbHOTO BPEMEHH M HE MOYKET BO3HUKHYTH CHTYaIlUH, KOTa
pacrpene€HHbI  MPOMBIIIUICHHBIM OOBEKT OCTaHeTcs 0e3 KOHTpOJIsl H3-3a O0OphbIBa

MH(}OPMAITMOHHOTO KaHaa.
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4 Onenka 3¢¢PeKTHBHOCTH W PEKOMEHAAUUM MO0 TPHUMEHEHHUIO
METOJOB  KOHTPOJISI TEXHUYECKOr0 COCTOSHUHA  paclpeaeJeHHbIX
aBTOMATH3MPOBAHHBIX CUCTEM B yCJIOBHAX BO3/1eHCTBUA

NMPOCTPAHCTBEHHO-BPEMEHHBIX yIPo3

4.1 AHaju3 TEeXHHUKO-IKOHOMHYECKON JI(PPeKTUBHOCTHM METOJ0B KOHTPOJISA
TEXHUYECKOr0 COCTOSIHHSI paclpele/leHHbIX ABTOMATHU3UPOBAHHBIX CHCTEM B

YCIa0oBUAX BO3HeﬁCTBHﬂ NMPOCTPAHCTBCHHO-BPEMEHHBIX YI'PO3

B Ttabnune 13 mnpencraBieH aHamu3 3(QQPEKTUBHOCTH pa3paOOTAHHBIX METOJIOB

KOHTPOJIA TCXHUYCCKOTO COCTOAHUS PACIIPCACICHHBIX dBTOMATU3HPOBAHHBIX CUCTCM

Tabmuma 13 — OneHku >(PEKTUBHOCTH METOJ0B KOHTPOJS TEXHUYECKOTO COCTOSHHS
paclpeie€HHbIX ~ aBTOMATHU3UPOBAHHBIX  CHUCTEM B YCIOBHMSIX  BO3JICHCTBUS
MPOCTPAHCTBEHHO-BPEMEHHBIX yTPO3

dddexT
Meton Texuunueckuit OxoHoMuueckuii | CoruaibHBIN WITH
uHOHU 3P PexT
1 2 3 4
MeTton oOHapyxeHus anomanuii | OOHapykeHne aHOMaJIbHOW | 3aTpatrhl COKpalleHHe
B CHCTEME YIIPaBIICHUS CUTHATYpPbI COCTOSHUS B ONPEAEIISIOTCS BpeMeHH cbopa
TpyOONPOBOIOM Ha OCHOBE MOMEHT €€ PETUCTPALIUU B CTOUMOCTBIO uH OPMAIIH 1
MOHUTOPHHTA CETEBOM Tpaduke anraparHo-
MH(OPMALIMOHHBIX TOTOKOB MPOrpaMMHBIX OTIOBETICHM 00
ceTeBOro Tpaduka CpeNCTB MHIMCHTE, 9TO
yeTpoiicTBa MMO3BOJISIET
pacro3HaBaHusl | OTIEPATUBHO
cUTyauin pearupoBath Ha
BO3HUKHOBEHHE
aHOMAJIbHOM
CUTYAlLlUH U
MIPUHUMATH
peLeHus 1 ee
HEUTpAIU3aLUN
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[Iponomxenne Tabmuip 13

1 2 3 4
MeTto 1 MpOrHO3UPOBAHUSA [Tomyuennas CroumocThb -
BPEMEHHBIX PS/IOB 0 JAHHBIM 9KCIIEPUMEHTAIBHO TOYHOCTD MPOTPaMMBI —
CeTeBOTO TpauKka Ha OCHOBE MIPOTHO3a HHTEHCHBHOCTH 10 TBIC. p
MIOJIMTAPMOHUYECKOTO MOJIMHOMA pacnpocTpaHeHUS
BPEAOHOCHOT0 KOJIa 10 TaHHBIM
caiita Kacnepckoro c
MEPCIIEKTUBOMN HA CEMb JTHEW HE
npessiaer 15%
MerTo/ paHXHpPOBaHHSA yTPO3 HA PamxupoBanme yrposst CroumocTh -
OCHOBC aCCOUMATUBHOTO IIPUHIHNIA | pOUCXOAUT 32 OAWH TaKT B MPOTPaMMbI —
MOMEHT €€ perucTpalun
10 ThIC. pYO..
Meton BeIOOpa Oa3zoBoii pyHkiuu | Mnentudukaius 6a30B0it CtouMocCTh -
TIPH aBTOMATH3HPOBAHHOM (yHKLIUY TPOU3BOIUTCS B nporpammsr — 10
WJICHTHHUKAINH BPEMEHHBIX ABTOMATH3MPOBAH-HOM PEKHUME | TBIC. P.
PA/I0B CCTEBOTO TpaduKa Ha HEIMOCPEJICTBEHHO B MOMEHT €€
OCHOBE aCCOIMATHBHO-
Ma)KOPUTAPHOTO MOIX0AA perneTpatnm
MeTo KOHTPOJIS TUPEKTUBHBIX CHuxeHue BeposSITHOCTH CroumocThb -
YCTaHOBOK B PacIpe/e/IeHHOM HECaHKIIMOHHPOBAHHBIX MPOTPaMMHBIX
ACY NpOTSHKEHHbIM nelictsuii oneparopa ACY CpEJICTB ISt
MPOMBIIIUICHHEIM 0HEKTOM Oojee, YeM Ha MOPSAIOK peanuzanuu
YCTPOMCTBA OKOJIO
10 TBIC. PYO.
Meron NOBBIIIEHUS] )KUBYYECTH Texnuueckue xapakrepuctuku | Pacuer ConmanpHbIi
TEJIEKOMMYHHUKAIU-OHHOM HpeICTaBJIEHbI B MYHKT 3.7 0XKHJIa€MOr0 ekt
noacucre-Mbel ACY TII B YKOHOMHHECKOTO | yhencrapien B
YCIIOBUSIX pacrpeie]IeHHON addekra

[IPOCTPAHCTBEHHO-BPEMEHHOM
MOJIEJI YTPO3 HAa OCHOBE
3alIUTHOT'O PE3E€PBUPOBAHUS
WHPOPMAITMOHHOTO KaHaa
CUCTEMBI YIIPaBIEHUS
TpyOONIpoOBOIOM C
HCTIOJIb30BaHHEM
BBICOKOBOJIETHOH JTMHHAN
anektponepenauu (JIDII)

IIPEJCTaBJIEH B
ppazzaene 3 B 1.
3.7

paznmene 3, B 1. 3.7

Vaydmenue
3KOJIOTUU
OKpY>Karolen
cpelbl

[IpoBeneHHBI  aHANIM3 TEXHUKO-IKOHOMHUYECKON 3()(PEKTUBHOCTH pE3yIbTaTOB
UCCIIEIOBaHU TOATBEpAna JPGPEKTUBHOCTh HCCIEAOBAHWNA, B YAaCTHOCTH, OIICHKHU
goctymHocTH K uHpopMarmu B ACY B 3aBUCUMOCTH OT CTETICHM aBapud Ha OOBEKTE
CYLIECTBEHHO MOBBICUJIUCH: B Cily4ae KaTacTpoduyeckoil cutyaruu — Ha 30%, B ciydae

YIPO3 C HU3KOM U CpeAHEe cTenenblo yiiepoa, coorBeTcTBeHHO — Ha 90 u 100%.
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[lo maHHBIM OXHMJAEMOTO S3KOHOMHYECKOro 3(dexta OT BHEAPEHUS MeTola
3aIUThl KaHanoB nepenaun uHpopmauu B ACY HedTenpoBOAOM NMPHU JOMOTHUTEIBHBIX
KallUTAJIBHBIX BIIO)KEHHMSX B CpeacTBa 3amUThl B 680 ThIC.p. BO3MOKHO YCTpaHEHUE

yiep6a B pa3Mepe nopsjaka 15 MiH. p.
4.2 PekoMeHIAUMHU 10 BHEAPEHUIO METOAOB U CPEICTB KOHTPOJIA TEXHUYECKOI 0
cocrosinusa pacnpeneneHHbIX ACY TII TpaHCnOpTHPOBKHN He(PTEra3oBoro Chbipbs HA

npeanpusatusax OpeHdyprckoii odJiactu

Kak yxe ormeuanoch, 0011as MpoTsSKEHHOCTh He(Te- U ra30MpoBOJIOB MO JaHHBIM

Nurepuer  pecypcoB  (MutepHer  pecypc:  http://orenpriroda.ru/sxoHoMHuuecKas-

reorpadus/madpacTpykTypa-opeHoyprekon-ooaactu/744-rpyoonpoBOIHBIA-TPAHCIOPT-

opeHOyprckom-o6sact) B OpeHOyprckoid obnactu coctaBisier Oonee 6600 kM, 4TO

CBUJICTEIBCTBYET OO0 aKTYaJbHOCTH WCIOJB30BAHUS PE3yJbTaTOB pa3padOTKH  Ha
OpPEANPUATUSX W B OpraHu3alusx o0JlacTh, 3aHUMarONMXcs HedTe-ra30100b19ei,
TPAHCIIOPTUPOBKOM U 00pabOTKO HedTerazoBoro cwiphsi. K TakuM mnpeanpusTHsIM
OTHOCATCS:

1)  TasompomsicioBoe yrpasieHue «I a3npom nqooerda OpeHOypry»;

2) OpenOyprckuit  rasomepepadateiBatommii  3aBog OO0  «I"azmpom
nepepadoTkay;

3)  Ilpemnpustue «I"a3npom Tpancras ExarepurOypry»;

4)  Kowmmanus «Ypanbckuii IeHTp cucteM 6e3zomacHoctn» (YIICB);

5) 000 «I"'aznpoMuedTh-OpeHOYPI»;

6) 00O «BoaroYpanHUITras»;

7)  Open6Oyprckuii reauesiii 3aBog OO0 «I"a3mpom mepepaboTkay;

8)  VYmpaBneHwue 1Mo 3KCILTyaTallid COSTUHUTEIBHBIX MPOAYyKToB OO0 «I'a3mpom
no0beraa OpeHoypr»;

9) ITAO «MPCK Boarn» - «OpeHOyproHeproy.

[IpencraBieHHpie B paboTe pa3pabOTKH KacArOTCs Pa3UYHBIX ATAlOB KU3HEHHOTO

OUKJIa CUCTEM MOHUTOPHHI'A TCXHUYCCKOI'O COCTOAHUSA PACIIPCACIICHHBIX IIPOMBIINIIICHHBIX
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OOBEKTOB, B YAaCTHOCTH — BOMNPOCOB HUX pPa3paOOTKH, HSKCIUTyaTalldd, BHEIAPEHUS H
MoJepHHU3auu. B cBs3u C¢ 3TUM pe3ydbTaTthl pa3pabOTOK HMMEIOT pa3HylO CTENeHb
aKTyaJIbHOCTU JJIsi KaXJOW M3 MEpPEeUUCICHHBIX opraHuzanui. TeM He MeHee, BCe OHU
MOTYT OBITh BOCTPEOOBaHbl B  AHAIUTUYECKUX U MPOEKTHBIX MOJAPA3CICHUAX
NEPEUMCIICHHBIX BbIIIE OPraHU3aIUH.

Cnegyer OTMETHTh, YTO B HEKOTOPBIX UCCJICIOBAHMSIX, CBS3aHHBIX C
MMUTAIIMOHHBIM MOJIETTUPOBAHUEM MPOMBIIINIEHHOTO MPOTOKOJIA CETEBOTrO Tpaduka ObLIH
UCIIOJIb30BaHbl PE3yJIbTaTE COBMECTHOTO OOCYXKIEHHS  BbIOOpa HMHCTPYMEHTAJIbHBIX
CPEACTB HCCIENOBAaHUM cO crnenuanuctaMu KoMmanunm «YpajabCKUM LEHTP CHUCTEM
0e301acHOCTH» B PaMKax COBMECTHOTO JIOTOBOpa O COTPYAHUYECTBE. DTH HCCIIEIOBAHUS
MOTYT HalTH IPOJOJKEHHNE B paMKaX COBMECTHOIO JI0IOBOPa O COTPYAHUYECTBE MEXKIY
OpeHOyprckuM rocyapCTBEHHBIM YHUBEPCUTETOM M ATOW OopraHu3alvei. ITo Kacaercs
pa3pabOTKu CpEeACTB MOHMUTOPUHIA CETEBOro Tpaduka Ha OCHOBE NPHUHIIMIIOB
aCCOLMAaTUBHO-MaKOpUTapHOro mnoaxoaa. Oco0yroo aKTyaJlbHOCTh ISl MPEANPHUSTHHA
He(Te-ra30400b1YM MPEACTABISET pPa3padOTaHHBIA METOJ 3AIIUTHOTO PE3EpPBUPOBAHUS
KaHaJIOB nepenayu nHpopmanuu Ha ocHose JIOII.

Pe3ynbpTaThl, Kacarompecss MPOrHO3UPOBAHUS BPEMEHHBIX PSIIOB U PaHKUPOBAHUS
yrpo3, KpoMe€ TMEpPEUYUCICHHBIX OpraHu3amnuid, MoryT HaiWth npumeHeHne B OO0
«I'no6anMounutopunr» (r. OpeHOypr) npu OpraHu3aly MePeBO30K IIEHHBIX TPY30B IS
UX OXpaHbl C TPUMEHEHHEM NPOCTPAHCTBEHHO-BPEMEHHON  MOJEIH  YIrpo3,
a/IalITUPOBAHHOMN K 0COOEHHOCTSIM MApIIPYTOB NEPEIBUKEHUS TPAHCTIOPTHBIX CPE/ICTB.

OcoOy10 akTyaJIbHOCTh MMEIOT IMOJY4YEHHbIE B MPOEKTe pe3yabTaThl aia BY3os,
BBIITYCKAIOIIMUX  CIEUUATUCTOB 1O pa3pabOTKe aBTOMATU3UPOBAHHBIX CHUCTEM B
3alUIIEHHOM MCIOJHEHUH, dYacTHOcTH i OpeHOyprckoro rocyAaapCTBEHHOTO
yHUBepcuTeTa M ero ¢umuanoB, a Takke OpeHOyprckoro ¢unuana Poccuiickoro
rocynapcTBeHHOro ynuepcutera umenu .M. I'yOkuHna.

[lepeunciieHHbIE PE3yJIbTAaThl HAIIM OTPaXEHWE W JOCTYNHbI B Buae MHTepHET
PECYpPCOB MO PEKBU3UTAM U aIpECHBIM CChUIKaM, MPEACTABICHHBIM B CIHCKE HCTOYHUKOB

paboTHI.
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4.3 IlepcneKTHBBI MCIOJb30BAHUSL CPEACTB CIHYTHUKOBOH HABHMIallUM H
0eCIIMJIOTHBIX JIeTATeJbHBIX O00bEKTOB B CHCTEMAaX MOHHUTOPHHIA NPOTSKEHHBIX

INPOMBINIJICHHBIX 00bEKTOB

OoHUM W3 aKTyallbHBIX NEPCHEKTHUBHBIX HAINPABICHUNA B TEOPUU M TPAKTUKE
NOCTPOCHHUSI COBPEMEHHBIX CHUCTEM MOHUTOPHUHIA MPOTSKEHHBIX IPOMBIIIIEHHBIX
OOBEKTOB SIBISICTCS MNPUMEHEHHE OCECHUIIOTHBIX JieTarelbHbix amnmapatoB (BILJIA), B
YaCTHOCTH KBaJpokonTepon [23,28,31].

[lepeuens 3amau MmonuTopuHra, pemaeMbix BIIJIA, BecbMa mupok u pazHOOOpa3eH.
[TomuMmo (yHKIMI BHU3YyaJbHOTO HAOMIOJAEHUS 3a MPOCTPAHCTBOM, B KOTOPOM IPOJIOKEH
TpYOOIIPOBO/JI, aKTyaJIbHBIMHU SIBJIIOTCS 337a4d HAOJIOIEHUS 3a MOJIEBBIM 000PYA0BaHUEM
ACY, cbopom u mepenaueid uHbopmaluyu Ha MyHKTHl HaOmwojeHus. B cBs3u ¢ 3TUM
MOSIBJISIFOTCS] HOBBIE 3a/1a4H, CBSI3aHHBIE C 3aIMUTON CaMOI0 KBaJpOKOITEpa, KaK 00bEKTa
uH(pOpMaTU3alliK, C BOINPOCAMHM TOYHOTO TMO3HIIMOHUPOBAHUS €ro B TPEXMEPHOM
MPOCTPAHCTBE W YOPABJICHUS  pPEXKUMAMU  PETUCTpPAllMM U PACIO3HABaHUSA
BUJICOU300paKEHUI. DTH 3a/1a4d MOTYT OBITh IPEIMETOM MEPCIIEKTUBHBIX UCCIIEA0BaHUM.
Ha pucynke 51 mnpeacraBieH NEpCIEKTUBHBIA BapUaHT KOHLENTYaJbHOW CXEMBI
ynpasienus u 3aumThl BIIJIA, kak MobunbHOTO 00BekTa MHGopMatu3anuu (MOW), Ha
OCHOBE CpEJCTB CIIyTHUKOBOM HaBWUraiuu, pa3palOaTblBa€Mblii MpPH y4aCTUU aBTOPOB
HACTOSIIIEN paboThI.

Jnst pemiennst 3amaun 3ammTel MOW BbIOpaH MOAY/Ih TOBBIIIEHHOW TOYHOCTH
onpenesieHnss MectononoxeHuss «NEO-M8P» nHa minare «C94-M8P» nmpousBoaurens «u-
blox». CemeiicTBo mMonynei cimyTHukoBoi HaBuramuu NEO-MS8P sBnsercs pa3paboTkoit
mIBeHIapckor KommaHuu u-blox. Moaynu o6nagaroT HEOOJIBIIMMHU rabapuTamMu U
YMEPEHHBIM  3HepromnorpedsieHneM. Moaynu  JalT  MOJb30BaTeNll0  JAOCTyH K
MHOTOUHCJICHHBIM  BHYTPEHHUM  HAcTpOMKaMm, TMO3BOJSAS  BBINOJHATH  THOKYIO
KOH(UTYpaIHIo MOJ KaXIyl0 KOHKPETHYIO Pa3HOBHUIHOCTb KOHEYHOTO O0OpPYAOBAaHUS.
NEO-M8P — TexHonmorus BBICOKOW TOYHOCTM IMpPU MajbIX pa3Mepax i TaKuX
NPWIOKEHUH, KaK OECIIMIIOTHBIE TPAHCIIOPTHBIE CPEJCTBA U POOOTU3UPOBAHHBIE CHCTEMBI

ynpasienus. Moaynu NEO-MS8P nognepxuBaer paboTy Kak B COBMEIIEHHOM PEXHME,
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MpUHUMAsl B pacueT JaHHbIE C HECKOJIbKMX HABUTAIIMOHHBIX cucTeM, Hampumep, GPS u
I'N'IOHACC, Tak v ¢ OIHOM OTZIENBHO B3ATOW CUCTEMBI. [ TaBHOW OCOOEHHOCTHIO MOJTYJIEH
NEO-MS8P saBnsgercs mnoxpnepxkka tTexHonorud RTK, mno3Bosstomas onpeneisiTh
KOOPAUHATHI C TOYHOCTBIO /10 €IUHUIl CAaHTUMETPOB. I[IpuHIMIT PabOTHl TEXHOJIOTUU
3aKJII0YAETCS B CIEAYIOIIEM: OAUH MOJYJIb BBIMOJIHSAET (DYHKIIMHU HETOJBUKHON 0a30BOM
CTAHLIMM, BBIUMCISIET CBOM  KOOPAWMHATBL W pacChUIa€T TaK  Ha3bIBAEMbIC
muddepeHnranbHble TOMPABKH B IMUPOKOBEMIATEIIHHOM pEXUME IO paauokaHaiy. Bce
OCTAJIbHBIE MOJIyJId BBINOJHAIOT (PYHKIUU TOJBHKHBIX OOBEKTOB U MPUHUMAIOT
auddepeHnranbable  MOMPaBKH, pacchliaeMble 0a30BOW CTaHIMEH, ¢ HUX TOMOIIBIO
ONPEIENSIIOT CBOM KOOPJUHATHI C TOYHOCTBIO /10 CAHTUMETPOB.

Real Time Kinematic (RTK, kxuHematnka peanbHOr0 BpEMEHH) — COBOKYITHOCTh
NpUEMOB W METOJOB TMOJYYEHHS IUIAHOBBIX KOOPJAMHAT U BBICOT TOYEK MECTHOCTHU
CaHTUMETPOBOW TOYHOCTH C MOMOIIBIO CIIYyTHUKOBOW CHUCTEMBI HABUTAIMU MOCPEICTBOM
MOJIyYeHHS MOMPaBOK ¢ 0a30BOM CTaHIIMH, TPUHUMAEMBIX alnapaTypou MoJIb30BaTENsI BO
Bpemsi cbéMKU. Ha ocHOBe naHHOUM TexHosoruu B 3amade 3ammuTel MOW nmpemnmaraercs
pa3MeCTUTh B 3alllMIaeMoil o0nacTu (Ha TeppuTopun opranuzaiuun) ogua GPS-momyss,
KOTOPBIM BBICTYNIaTh B POJIM HEMOJABUXKHON 0a30BOM CTaHLMU. Y CTAHOBKA MOJYJISL B POJIU
0a30BOIl CTAHIIMK Ha 3aIUIIAEMON TEPPUTOPUU OPTaHU3AIMU TTO3BOJUT OOECIEYUTH
3alUTy MOAYJS OT (PU3MYECKOTO HECAHKIMOHHUPOBAHHOTO nocTyma. [lepBwii
HaBUTAIMOHHBIN MOJyJib, PACIOJIOKEHHBIM Ha 3alIUIIEHHONW TEPPUTOPUU OpraHu3aIuu
ompeesieT KOOPAUHATHI U MepeaéT Mo KaHaTy PagruoCBsI3u HA0Op AaHHBIX, Ha3bIBAEMBIX
nonpaBkamMu. B npukiagnoit mmare C94-M8P mcnosib3yeTcsi BCTPOEHHBI PAAMOMOAEM
HM-TRP c¢ npommBKkoH, HUMEIOEH OTKPBITBIM HCXOAHbIM Koa «SiK», koTopas
MOAACP)KUBAECT BapuUaHT [OAMHOXKECTBAa KomaHJ wmoaema Hayes «AT» nns
MPEABAPUTEIIBHON HACTPOMKH. BTOpol NpPUEMHHMK «pPOBEpP», PACHOJIOKEHHBIM Ha
aBromoOusie, mpuHUMaeT auddepeHnranpable TONMPaBKHU, pacchUlaeMble 0a30BOM
CTaHILIMEH, C UX MOMOIIBIO OMPEEIIeT CBOM KOOPAUHATHI C TOYHOCTBHIO 10 CAHTUMETPOB

(mo 1 cM B 1aHe U 2 ¢M MO BBICOTE).
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I'moGansHas
HaBUTALMOHHAA
COYTHUKOBAs CUCTEMA

M{xiyi}
Mo{xiyi}
ABUTAIMOHHBIN HapuranmonssIi
MOZYJIb B pOHfI MOJIyJIb B POJIU
HenoliBI/DKHOI/I MepeIBHKHOTO
( ))6a301301z1 CTaHLIUU /—yCTpUﬁ'CTBa
—/ over
NEO-M8P- / NEOLM
7N\ NEO-M8P
: PagnocBsa3b

b) VBY

Tepputopust opranuzanuu rae Ml{xi,yi}, Mz{xi,yi} - Koopaunambz,
nepeoasaemvle Ha HABU2AMOPbHL

Pucynok 51 — Crpykrypnas cxema cuctemsl 3amuthl bIIJIA ¢ ucnonszoBanuem

OTJIaIOYHOTO KOMILIEKCa MOYJIsl HO3UIUOHUPOBAHUS «C94-MEP»

B cnydae eciiu KOppEeKTUPOBOYHBIE MOMPABKUA OT MOJYJIsI 0a30BOM CTaHIIUU CTAHYT
HEJIOCTYITHBIMHU, BTOPOH MOJyJib (poBep) OyaeT paboTaTh KaKk aBTOHOMHBIM MPUEMHHK
cTaHjapTHOM TouHOcTU. HO 1u1s ycuiieHus mpoiueaypbl MPOBEPKU AOCTyMa BO3MOKHO
peanu3oBaTh B MPOrPAMMHOM CPEACTBE JONOJHUTEIbHYIO IPOBEPKY Ha YCIOBHUE
MOJIyYeHUS TIOTIPABOYHBIX JAHHBIX OT 0A30BOM CTAHIIMU: €CJIM JIaHHbIE OYAYT MOJYYEeHBI,
TO JIOCTYI MPU COBIAJICHUN HABUTAIMOHHOTO KJII0UYa MOXKET OBbITh MPEJA0CTABJICH, B UHOM
cilydae — B JIOCTyIe Oy/eT OTKa3aHo.

[lepenaya KOpPEKTUPOBOUYHBIX MOMPABOK OCYILIECTBIAECTCA paarnocurHaioM B YBY
JMaria3oHe Mocpe/ICTBOM 3JIEKTPOMAarHUTHBIX BOJIH. KaHan nepenaun KOppeKTUPOBOUYHBIX
MOTPABOK M0 YMOJYAHUIO HE 3aimu(pOBaH, T.€. CYIIECTBYET ySI3BUMOCTh KaHajla CBS3U B
BUjie (panbcuUKalUK JAHHBIX MPU TIepeade WK TIIYIIEHUs] caMoro curHaina. B ciydae
WCIIOJI30BAaHUSI MOOWJIBHBIX OOBEKTOB C HABUTAIMOHHBIMH MOJYJISIMU TOBBITIICHHON
TOYHOCTH BEPOSITHOCTh OLIMOOYHOTO MPEIOCTaBICHUS JOCTyna (omubKka BTOPOIro pojia)

OyJlleT CHIDKEHa.
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B npunoxxennn [ npeacrtasieH GoromaTepual mo npeaBapuTEIbHBIM UCIBITAHUSIM
kBagpokonrepa tuma Parrot BEBOR 2 mo cbGopy BuaeomndpopManuu TOJIEBOTO
obopynoBanus ACY nedrenpoBona. Mcnbeitanus nokaszanu ycroiuuByto padorty BITJIA B
PEAIBHBIX YCIOBUSX W ONPEACIWIIN TEPCHEKTUBY NAJbHEHUIINX HCCICIOBAHUW B 3TOM

HaIIpaBJICHUMU.
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3aK/JII0YeHne

[IpoBeneHHBI aHAIU3 BBIBOJOB U PEKOMEHIAIMU IMO3BOJSET KOHCTAaTUPOBATH TO,
4TO B pe3yjibTaTe pa3pabOTOK U HCCIEJOBAaHUN TIOCTaBJIEHHAs II€JIb: IOBBIIICHUE
ONEPATUBHOCTH M JOCTOBEPHOCTM METOJIOB KOHTPOJS ~ TEXHUYECKOTO COCTOSIHUSA
pacIpeeyeHHbIX YIPABISAIOMMNX CUCTEM B YCIOBHUSX BO3JCUCTBUS IMPOCTPAHCTBEHHO-
BPEMEHHBIX YyTPO3 HA OCHOBE MOHUTOPUHTA MH(OPMAIIMOHHBIX IOTOKOB — JIOCTUTHYTA.

Jnst qocTrkeHus ey B paboTe MOCTABIICHBI CIAEAYIONIUE 3a/1a4Uu:

1) B cOOTBETCTBHU C PYKOBOJAIIMMHU M MeToandeckuM nokymeHTamu OCTIK
pa3paboTaHa TPOCTPAHCTBEHHO-BPEMEHHAsi  aKTyalbHbIX MoJenb yrpo3 misi ACY
MPOTSKEHHBIM B MPOCTPAHCTBE OOBEKTOM, KOTOpasi MO3BOJIAJIA OMNPEIEIUTh OCHOBHYIO
KOHIICTIIIMI0 MOHUTOPUHTAa TEXHUYECKOTO COCTOSIHUS M CTPATETHIO 3allUThl HHPOpMaLIUU
JUISL KCCIIETyEMOTr0 B TMPOEKTE KJlacca NPOMBINIJIEHHBIX O00BEeKkTOB. B wyacTHOCTH,
BBISIBIICHO, 4TO Oonee 56 % yrpo3 peanusylorcs uepe3 ceTeBble HH(OpMalMOHHBIC
KaHaJIbl, YTO OIpPEAENUIIO CEeTeBOM TpauK KaK OCHOBHOW HCTOYHMK HCCIIEIOBAaHUN B
pabore;

2)  Iloctpoensr CTPYKTYPHO-(DYHKIIMOHAJILHEIE, MaTeMaTU4YECKue U
MMUTAIMOHHBIE MOJIENH, TTO3BOJISIOIINE UCCIIEIOBATH OOBEKTHI 3aIUThI, ONITUMHU3UPOBATH
TPaJAUIIMOHHBIE METOJbl M CPENCTBA HICHTU(DUKAIMU TeXHHUYEeCKuX cocTosiHuit ACY
YIPaBJICHUS TPAHCIIOPTHBHIM HE(PTETPOBOIOM B YCIOBUSIX BO3JACUCTBHUS IPOCTPAHCTBEHHO-
BPEMEHHBIX yIPO3.

B wactHOCTH:

- MOCTpOE€HA CTPYKTYpHO-(yHKIIMOHANBHAsA MoAenb ACY mpoTsiKEHHBIM
MPOMBIIUICHHBIM OOBEKTOM, BBISIBICHBI OCHOBHBIC (DYHKIIMOHAIBHBIE TMOJCUCTEMBI U
nH(}OpMAIMOHHBIC TTOTOKH, OMPECIICH COCTAaB KAaueCTBEHHBI COCTaB CETEBOTO Tpaduka,
KakK MpeaMeTa UCCIEIOBAHNS,

- MOCTpOEHA MaTeMaTHUYeCKas MOJENbh CHUCTEMbl PAclO3HaBaHUs 00pa3oB Ha
OCHOBE acCOUMATUBHO-MaxkopuTapHoro moaxona (AMII), mnpeaHazHadyeHHass ISt
JOCTOBEPHOTO M  OINEPAaTUBHOTO pPaclO3HABaHUsS TEXHUYECKOro cocrtosiuus ACY

MPOTSDKEHHOTO 00BbEKTa H OCHOBE MTPU3HAKOBOTO MPOCTPAHCTBA CETEBOTO Tpaduka;
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3)  Iloctpoena monenb ceTeBoro Tpaduka Kak HHHOPMAIIMOHHOTO MTPOCTPAHCTBA
YCIIOBHO OECKOHEYHOTO 00beMa, BKIIIOYaIoIasi B ce0sd MareMaTudyeckoe, rpauueckoe u
YHUCJICHHOE MPEACTaBICHUE IPollecca U3MEHEHUsI MHPOPMAIIMOHHBIX TOTOKOB U CITIOCOOOB
ux peructpanuu. Mojenab TMO3BOJWIA: BBIIBUTH OCOOCHHOCTH CETEBOrO TpaduKa;
HEJOCTAaTKM CYIIECTBYIOIIMX CHCTEM pPETUCTpAllMU, IIOCIEeI0BATEILHOTO TIOUCKA U
00paboTKM JaHHBIX 00 WHGOPMAIIMOHHOM OOMEHE MEXAy CETEeBBIMH Yy3JIaMH;
MOJATBEPANIA AaKTyalbHOCTh TOBBIIMICHUS MPOU3BOJUTEILHOCTY U JOCTOBEPHOCTH
UACHTU(UKAIIMK CETEBBIX IpolieccoB Ha ocHoBe AMII;

4)  Pa3paboTaH METOJ| OIEHKA TEXHWYECKOTO COCTOSIHHS pacrpezeeHHon ACY
HA OCHOBE MOHHUTOPHHIA CETEBBIX IOTOKOB HH(MOpManuud (Ha TPUMEpPE CHCTEMBI
TPaHCIIOPTUPOBKU HEPTETA30BOTO ChIPbs). B OCHOBY pa3paOOTKu MOJ0KEHBI PE3YIbTAThI
WCCIICIOBAaHUsI ~MMHUTAIMOHHBIX  MOJIEJeH  OTHENbHBIX yYacTKOB HE(TEmpoBOJa,
MOCTPOCHHBIX Ha 0a3e MHCTpyMEHTaNbHBIX cpeactB cucreMbl SCADA/TraseMod,
MO3BOJIMBIINE TOJYYUTh aJC€KBATHBIC PEAIbHBIM YCIOBHUSIM MOJEIHU CETEBOro Tpaduka,
pealM3yIoNUe MPOMBIIIJICHHBIE TPOTOKOJBI HHpOopMaronHoro oomena TCP/ModBus u
MO3BOJIAIOIINE UACHTU(DULIMPOBATh AaHOMAJIbHBIE COCTOSIHUS B CUCTEME NIEpejaul JaHHbBIX.
B nmporiecce UMUTAIIMOHHOTO MOJIEIMPOBAHUS TTOATBEPANIACH KOHIETIIHS HCTIOTh30BAHHS
CUTHATYp TeXHUYECKOoro coctossHuss ACY 1Jisi MOHUTOPUHTA COCTOSTHUS HA ocHOBe AMIT;

5) Paspabotan W WHCCIEIOBAaH METOJ KOHTPOJS TUPEKTHBHBIX YCTAaHOBOK
onepatopa B pacmnpeneiaeHHon ACY pacnpeneiieHHbIM 00BbeKTOM Ha ocHoBe AMIIL.
HoBuzna Merona mMOATBEp)KIACHA MOJOKUTENBHBIM pEIIEHHEM Ha M300peTeHue,
ITO3BOJISIOLIEM MMPOU3BOJIUTH KOHTPOJIb U aHANIN3 AevcTBUM onepaTtopa B ACY B pexume
pPEATTbHOTO BPEMEHH.

6) Pa3pabotaH MeTOJX TOBBIINICHUS JKUBYYECTH TEJICKOMMYHHUKAIIMOHHOM
noacucreMsl ACY TII B ycrmoBHsX pacnpencneHHOM MNPOCTPaHCTBEHHO-BPEMEHHOU
MOJIETIM yTpo3 Ha OCHOBE. B OCHOBY MeTona MOJOKE€HAa KOHLEMIUS HCIIONIb30BAHMS
BJIOII, kak pe3epBHOTO KaHajla CBS3M B ciydae OOHApyKEHHsS OOpbIBa CBSI3U TIO
OCHOBHOMY KaHajly mnepenayn uH(popManuu Mexay MOJCHCTEMaMH HIDKHETO M BEPXHETO

ypoBHs ACY;
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7)  TlpoBeneH aHaIU3 TEXHUKO-dKOHOMHYECKOW 3(PPEKTUBHOCTH pPE3ybTaTOB
UCCJIEIOBaHUM, KOTOpBIA moATBepAnd 3(P(PEKTUBHOCTh HCCIEIOBaHHUM, B YaCTHOCTH,
OLICHKU JaocTynHocTd K uMHpopmanuu B ACY B 3aBUCUMOCTH OT CTENEHH aBapuu Ha
00BEKTE CYIIECTBEHHO MOBBICHIIKCH: B Cllydae kaTacTpoduueckoi cutyanuu — Ha 30 %, B
cilydae yrpo3 ¢ HU3KOM M CpellHeW CTemneHblo yiepoa, coorBercTBeHHO — Ha 90 u 100 %.
[Ipy DOMOJIHUTENBHBIX KANUTAJIbHBIX 3aTpaTax Ha CO3JaHUE PE3EPBHOM JIMHUU CBSI3U B
680 TBIC. pyOseH OlEeHOYHBIH Y(DPEKT OT M30SKaAHUST BO3ZMOKHOTO yIIepda COCTaBIsSET
oKo0J10 15 MiH. pyOIIei;

8)  Ilo pe3yabTaTam UCCIICIOBAaHHIA pa3pabOTaHbl PEKOMEHIAIMH IO BHEAPECHUIO
METOJIOB M CPEIACTB KOHTPOJII TEXHUYECKOTO cocTosiHUs pacnpeneneHusix ACY TII

TPAaHCIIOPTUPOBKU HE(DTETA30BOI0O ChIPhs Ha npeanpusaTusx OpeHOyprckoi o0IacTu.
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Ipunoxkenue A

(obsa3amenvHoe)

Knaccudukanus yrpo3 nH(pOpMANMOHHON 0€30IIACHOCTH

¥Yrpo3st Ub B KCUU

ITo HapymiaeMoMy CBOWCTBY
0e30MaACHOCTH

IIo cmoco0y (Tuiy KaHaJja)
peaJu3alum yrpo3bl

YFposm, HaripaBJICHHBIC Ha

I HapyHoICeHHE NESJIIOCTHOCTHU

nHbopManmu

VYrpo3bl, HanpaBJICHHbIE HA

] HapylleHHEe JOCTYHNHOCTH

uHbopMalmu

VYrpo3bl, HalpaBJIeHHbIC HA
HapylIeHe
KoHG} HJ1e HIITHAIb HOCTH
uHOpMAIH, KOTOpasi MOXKET
OBITh HCHOJIb30BaHAa JJIst
JECTPYKTUBHBIX
uHGOPM Al OHHBIX
BoznelictBuii Ha KCUN

ITo 06BbeKTy BO3aelicTBUA

Texuudeckast uepopmanus B
BHJIE JIaHHBIX, XPAHUMBIX U
0OpabaThIBaCMBbIX B
noacucremax KCMUN

Texauueckast nHdopmanus B
BUJE JJaHHBIX U KOMaHJ,
nepeaBaeMbIX 110 KaHauam
cBsi3u (nepenadu JaHHBIX)

ITporpammHoOe ob6ecniedcH e
— dyakumonupoBanus KCHUU u
c€ MOACHUCTEM

VYrpo3bl yreuku nHGOpMa U, KOTOPasi MOKET ObITh
HCIIOJIb30BaHa Ulsl IeCTPYKTHBHBIX BO3ACHCTBHI Ha
KCHMU, mo TeXHUYECKUM KaHajlaM

Yrpo3bl yTeUKH aKyCTHYECKONH _I ITo paauokanamy

peueBoi nHdopMan

Yrpo3el yTe€UKHd BU3YyaJIbHO-

ITo »ne KTPHYICCKOMY

KaHaJy

ONITHYCCKOU HMHOpMALIHN

Yrpo3sl yTeuku nHGopMaIum

ITo onTtuyeckomy

KaHaJIy

go IEMIAH ITo akycTHIecKOMY
—  (BUOGpanHOHHOMY)
VYTpo3bI crienua’IbHBIX KaHaJry

BO3ACHCTBUNM Ha HH()OPMALIO

TCXHUKHU

ITo cmemanHBIM
M CpeICTBa BBIYHCIINTEbHOU L4 (mapamMeTrpuYecKum)

KaHaJiaM

MexaHu4ecKoro Bo31eicTBU s

XUMHYECKOTr0 BO3A€HCTBUS

AXKyCTHYECKOIO BO31EHCTBHUSI

Buosiornyeckoro Bo3aeMcTBus

PaaguanmoHHOT O BO3/1€UCTBUS

Tepmuueckoro Bo3zeiicTBUs

T LT L1 L

DJIEeKTPOMarHUTHOIO BO3AeUCTBUS

unHbOpM AU

VYTpo3bl HECAHKIITHOHUPOBAHHOI'O JOCTyHa K

ar[r[apaTHof/'I 3aKJIaaKHu

C HUCOJIb30BaHHUEM IIporpaMmMHO-

(BpedOHOCHOI1 IPOrpaMMBbI)

C ucnonp3oBaHueM ysisBuMocTei I1O

C UCIIoJIb30BaHUEM yHSBHMOCTeﬁ
IIPOTOKOJIOB MEXXCETEBOT O B3aHMMOJICHCTBUS

C ucrionbp30BaHHUEM YSI3BUMOCTEH,
BbI3BaAaHHBIX HEAOCTATKaAaMM opraH HU3almu

padot no OB B KCUU or HC/]

_|

C ucnionb3zoBanuem C3U1

C UCIIonp30BaHUEM YS3BUMOCTEH,
BBI3BAaHHBIX COOSIMH M OTKa3aMu
IIPOTPAMMHBIX H allllapaTHBIX CPEJICTB

Pucynox A.1l — Knaccuduxkanus yrposz Ub cucremsl ynpasienus

TPAHCHOPTHBIM TPYOOIIPOBOIOM
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Ipunoxkenue b

(obsa3amenvHoe)

Moaeb yrpo3 uHGOpMaIMOHHOK 0€30MaCHOCTH

Ta6mumna b.1 — Mojienb akTyallbHBIX CeTeBBIX yrpo3 Mb

BepositHocts | Koadduumen | AxkryanbHOCTB
HanmeHnoBanue yrpo3sl peanu3an | T OMACHOCTH | YTPO3bI
yIpO3bl yIpO3bI
1 2 3 4
@u3nuecKoro MPOHNKHOBEHHS Ha TEppUTOpHH | Beicokas Cpennsis AKTyanpHas
0e3 BO3MOKHOCTH IPOHUKHOBEHHUS B
MIOMEIIEHUS C TEXHUYECKHMH CPEICTBAMH
00pabOTKM ¥ HOCUTEISIMUA MHPOPMALIUU
@U3MUECKOro MPOHUKHOBEHUS HAa TEPPUTOPHUIO
(B IOMEILICHUH )
[Torteps HOcuTeNst MH(BOPMALTUH Cpennsis Cpennss AKTyanbHas
[Ton6opa nmaposs BIOS mytém mepedopa Huzkas Bricokas AKTyanbpHas
BPYYHYIO Ha OCHOBE IPEIBAPUTEIHHO
COOpaHHBIX JJAaHHBIX O MOJIb30BATENE
O6xopa 3ananHoro napois BIOS Huzkas Bricokas AKTyanbHast
O6xo0x 3amanHoro mapois BIOS myrém Huzkas Bricokas AKTyanbpHas
00ecTOUNBaHUS MAaTEPUHCKOM MIaThI (ChEM
aKKyMYJISITOpa)
O6xo0x 3amanHoro mapois BIOS myrém Huzkas Bricokas AKTyanbpHas
MIEPEKITIOYCHUS «KAMIIEPOBY C LENBIO
obnynenus BIOS
O6xox 3amanHoro napois BIOS myrém Huzkas Bricokas AKTyanbHast
moiMeHbI MuKpocxeMbl BOIS
[Tox6opa maposns mocTymna mocpeCcTBOM BBOA Cpennsis Bricokas AKTyanbHast

yLIéTHOl"O HUMCHU U IapOJIsd, 3aIaHHBIX 1O

YMOJI4YaHU0, 11 ucnoiszyemon OC
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[Tponomxenne Tabnuist b.1

1 2 3 4
[TepeGop BapuaHTOB MapoJIs BPYYHYIO Ha Cpenusis Bricokas AKTyanbHas
OCHOBE ITPEIBAPUTEIILHO COOPAHHBIX TaHHBIX O
M10JIb30BaTENE
3amnyck nporpaMMHOT0 IIPOIYKTa, Huskas Bricokas AKTyanbHas
BBISIBIISIFOLIETO MAPOJIb, 3aIIMCAHHOTO HA THOKHIA
MAaTrHUTHBINA JUCK
3amnyck mporpaMMHOT0 POJIyKTa, Huskas Bricokas AKTyanbHas
OTKJIFOYAIOLIErO MapoJib, 3alIMCAHHOIO Ha
KOMIIaKT-JUCKe ¢ (yHKIMEH aBTO3aycKa
[Tepesarpyska [IBOM Hu3zkas Bricokas AKTyanbHas
Briasnenne naposnst BIOS npu 3arpyxeHHoin Huskas Bricokas AKTyanbpHas
OC, nocpencTBOM UCHOIb30BAaHUS IPOTPaMM
BBISIBIICHUSI TTAPOJISI
BerisBiieHHE aposist 10CTyMa MyTEM 3ammycKa Huzkas Bricokas AKTyanbpHas
YTUIUT NEKOAUPYIOMNX (alIibl XpaHEHHS
rnaposeun
BersBiienne napostst nocrymna myrtéM mussiedeHus | Huskas Beicokas AKTyanbHas
apoJie U3 onepaTuBHON NaMSITH
BrisiBiieHne nmapoJisi focryna mytém xumennst | Huskas Bricokas AKTyanbpHas
(komupoBanus) PaiijioB napoJiei
PenaktupoBanue cucreMHoro peecrpa c uensto | Huzkas Bricokas AKTyanbpHas
3amycKa NporpaMm, MEHSIOIUX MPUBUIETUN
ITOJIb30BATENSA
WHucTannsamus nporpaMMHOTO 00ecTieyeHus Huskas Ouenn AKTyanbpHas
«IITIAOH KJIABUATYPHI» BBICOKAS
WucTannsmus mporpaMMHOTO 00ecTiedeHus, Huskas Bricokas AKTyanbpHas
pacIIMpsIOUIEro NPUBUIIETUHN TIOJIb30BATEINS
HNHcTanasiuum 4 3amycka Bupyca Cpennsis Ouenn AKTyanbpHas

BBICOKas

[Tepeszarpyska OC c 1enbio 3arpy3Ku Huzkas Bricokas AKTyanbHas

aHLTepHaTHBHOﬁ OC ¢ HEMITAaTHOTO HOCUTEIS

JUISL pacIIMpEeHUs] TPUBUIIETHNA
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[Tponomxenne Tabnuist b.1

1 2 3 4
Onpenenenue cereBoro aapeca (IP agpeca) Cpennsisa Bericokas AKTyanbHast
OnpenesieHne OTKPBHITHIX MOPTOB yaajaéHnoro | Cpennss Bericokas AKTyanbHast
xocra
NnenTnduranus 3anmynieHHbIX CeTeBbIX Cpennsisa Bericokas AKTyanbHast
(W 3% \{]
Onpenenenne Tuna OC yaajéHHoro xocra Cpennsisa Bericokas AKTyanbHast
Onpenenenne tTuna OC mapumpyrusaropa Beicokas Beicokas AKTyanbHast
OnpenesieHue ceTeBBIX pecypcoB, OTKPLIThHIX | Cpennss Bericokas AKTyanbHast
JJIS COBMECTHOIO 10JIb30BAHMS
BeisiBiIeHHE MapILIPYTOB NPOXO0KACHHU S Beicokas Beicokas AKTyanbHast
NMaKeToB HHpopManuu
Onpenenenue UMEH noJib3oBareseii u rpynn | Cpennss Beicokas AKTyanbHast
IMosnyuenne ungopmannu 06 ucnosibdyembix | Cpennss Bricokas AKTyanibHast
NPHJI0KEHUSIX, YCTAHOBJIeHHBIX Ha II9BM
Yaanénnplii noagdop nmapoJs pocryna Huskas Beicokas AKTyanbHast
MOCPeACTBOM BBO/Ia HMEHHU M MAPOJis,
3a/laHHBIX 110 YMOJTYAHUIO
[Toxbopa uMeHN | MApOJIs TOCPEICTBOM Hu3zkas Bricokas AKTyanbHast
nepedopa
Yaanéunslii mogdo0op napoJs J0cTyna Cpennsia Beicokas AKTyanbHast
MOCPECTBOM BBO/Ja MMEHH U NAapOJis,
3a/JaHHBbIX 110 YMOJTYAHHUIO JIS1 MCIOJIb3yeMOo
ocC
[Ton6op nMeHH 1 MapoJIst MOCPEACTBOM Huzkas Bricokas AKTyanbHast
nepedopa
IHony4yenne nocTyna K nporpaMmMam Beicokas Beicokas AKTyanbHast

YIa1€HHOT0 aAMMHUCTPHPOBAHUS
MOCPEICTBOM BBO/Ja MMEHH U NAapoJis,

3aJaHHBIX IO YMOJIYAHUIO JJIH I/ICHOJIB?-yeMOﬁ

oC
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[Tponomxenne Tabnuist b.1

1 2 3 4
ITosryyenne nocryna K nporpaMmmam Cpennsis Bricokas AKTyanbHast
YIAJIEHHOT0 aAMMHUCTPUPOBAHUSA MMYTEM
1noaAdOpa HMEHH U MaPOJIA MOCPEACTBOM
nepedopa
BHueapenue 10XKHOTO TOBEPEHHOTO 00bEKTa Bricokas Bricokas AKTyanbHast
myTEM MOAMEHBI TaOIHIIbI TPeoOpa3oBaHUs
anpecoB (ARP spoofing)
BHenpeHue j105KHOT0 J0BEPEHHOI0 00beKTa Bricokas Bricokas AKTyanbHast
NnyTEéM moaMeHbI ceTeBoro aapeca (1P
spoofing)
BHenpeHue J10KHOT0 10BEPEHHOT0 00beKTa Bricokas Bricokas AKTyanbHast
NyTéM MOAMEHbI cepBepa JOMEHHOM CHCTeMBbI
umén (DNS spoofing)
Honyyenne HeoOXxoauMoii (ZalmaemMoii) Cpennsis Bricokas AKTyanibHast
HHopMaNNH M0JIb30BATENIS
[Tonyyenue x3mI-koaa naposs Cpennsis Beicokas AKTyanbHast
IMosryuenus napoJis, neperaBaemoro no cetu | Cpenuss Bricokas AKTyanbHast
B AIBHOM (He 3al1MpoOBaAHHOM) BU/E
ITouck pecypcoB, JOCTYNHBIX JJIsI 3aIIMCH, Cpennsia Bricokas AKTyanbHast
3anycka I1O
AHanu3 KOMMEHTapUEB K YUETHBIM 3aIUCIM Cpennsist Beicokas AKTyanbHast
WHcTamsnus nporpaMMHOTo o0ecrieyeHus, Bricokas Huzkas AkTyanbHast
pacIIMpsIOUIEro NPUBUIIETUN TIOJIb30BATEINS
ITepenonnenue Oydepa c 3amyckom Bericokas Bricokas AKTyanbHast
HCIIOJHAEMOT O KOJa
WHcTamamus nporpaMMHOTo o0ecriedeHus Cpennsia OueHnb AKTyanbHast
«UIMUOH KJIABUATYphI» BBICOKAs
WHcTamsanus mporpaMMHOT0 00ecTieyeH s, Cpennsis OueHnb AkTyanbHast
pa3pyuIaromiero anmnapaTHoe odecreueHue BBICOKAs
KOMIIBIOTEpA
HNHcTanasinus 1 3ammycK BUpyca Cpennsis Bericokas AKTyanpHas
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[Tponomxenne Tabnuist b.1

1 2 3 4

HHcTanasinus nporpamMMm yaajéHHoro Cpennsisa Ouenn AKTyanbHast

ylpaBJIeHHUs BBICOKAs

[TogMena cuCTEMHOr0 IPOTPaMMHOTO Huzkas Ouenb AKTyanbHast

obecrieyeHus BBICOKAs

PenaktupoBanue cucteMHOro peecrpa ¢ nensro | Huskas OueHnb AxryanbHas

3aI1ycKa IporpaMM, MEHSIIOIIMX IPUBUIIETHH BBICOKAs

I10JIB30BATENISA

IlepexBaTa BHYTPHCEIrMEHTHOI'O CETEBOI0 Huskas OueHnb AKTyanbHast

Tpaduka BBICOKas

IlepexBaT Tpauka MapIpyTH3aTOpa Beicokas OueHnb AKTyanbHast
BBICOKAs

IlepenanpasJiieHue ceTeBoro rpagpuka Huskas Beicokas AKTyanbHast

MOCPECTBOM M3MEHEeHHUs1 TaduIy

MapUIPYTU3allMH HA CeTeBbIX YCTPOHCTBaX

Ilepenanpasiienue ceTeBoro Tpaguka Cpennsis Bricokas AKTyanbHast

NOCPE/ICTBOM Iepeayvu JOKHbIX IAKeTOB

nporokosia mapmpyrusamuu (RIP)

BHenpeHnue J10:KHOT0 10BEpPeHHOr0 00beKTa Beicokas OueHnb AKTyanbHast

NyTéM nmoaAMeHbI Ta0MIbI IPeodpa3oBaHus BBICOKas

aapecoB (ARP spoofing)

BHenpeHnue JIOKHOIO 10BEPEHHOI0 00bEKTA Beicokas Ouenp AKTyanbHas
BBICOKAs

BHeapeHnue JIOKHOTO J0BEPEHHOI0 00bEKTA Beicokas Ouenp AKTyanbHast

NyTEM MOAMEHBI CepBepa JOMEHHON CHCTEMbI BBICOKAs

umén (DNS spoofing)

KonupoBanusi ungpopmanuu Ha HemrtaTtHble | Cpennss OueHnb AKTyanbHast

HOCHTEeJIU HH(OpMALNH HU3Kas

ITon6op mapoas k 3neKTpOHHOMY nouToBoMy | Huskas OueHnb AKTyanbHast

SAIIMKY BBICOKAs

IlepexBaT MapoJis K 3J1€KTPOHHOMY ALIHMKY Huskas OueHnb AKTyanbHast
BBICOKAs

«ITOPM» JIOKHBIX COOOIEHUI 1151 Bricokas Huzkas AkTyanbHast

MOYTOBOIO sIIIUKa (Spam)
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[Tponomxenne Tabnuist b.1

1 2 3 4
IlepexBaT mMOYTOBBIX COOOIIEHM I Cpennsisa Bericokas AKTyanbHast
IHochblIKM CKPBITHIX BPEIOHOCHBIX pOorpaMm | Beicokas OueHb BbICOKas AKTyanbHast
(«TpOsIHOB»)
ATaku, oCHOBaHHBbIEe Ha ysa3BUMocTsax Web- Huzkas OueHb BbICOKas AKTyanbHast
Opay3epoB
3anmyck nporpamMm ¢ yaajaéHHOro y3ia Bricokas OueHb BbICOKas AKTyanbHast
Coxpanenue (3anuch) ¢daiaoB Ha xEcTkui auck | CpeaHss OueHb BhICOKas AKTyanbHast
I10JIb30BATENS
ATaKH, OCHOBaHHbIE Ha ysa3BuMocTsix \Web- Bricokas OueHsb BbICOKast AKTyanbHast
cepBepoB
Hcnonb3oBanne ommOOK B CLIeHAPUAX Beicokas OueHb BbICOKas AKTyanbHast
aBTOMATH3ALUH
O0xo01 MexkceTeBOro IKpaHa NnocpeicTBOM Beicokas OueHb BbICOKas AKTyanbHast
HHKANCYJIALIHHA JAHHBIX B 3ar0JIOBKH
MAKETOB NPOTOKO0JIa 00MeHa yNIPaBIAIOIMMHA
cooomenusimu (ICMP)
O0xo01 MexkceTeBOro IKpaHa NnocpeicTBOM Cpennsis OueHb BbICOKas AKTyanbHast
nepeHanpasJeHus IOPTOB
OmubOKy MpH MPOEKTUPOBAHUN TPOTPAMMHBIX Huzkas OueHb BBICOKAs AKTyanbHast
CPEICTB
OmumOKH pH NMPOESKTUPOBAHUH TEXHUUECKHUX Huzkas OueHb BbICOKas AKTyanbHast
CPEICTB
OmuOKy MpH U3rOTOBJIEHUH MTPOTPAMMHBIX Huzkas OueHb BBICOKAs AKTyanbHast
CPEICTB
OmuOKH PH U3TOTOBJIEHUU TEXHUUECKUX Huzkas OueHb BbICOKas AKTyanbHast
CPEICTB
OmmOKH NpH IKCITyaTANMH TEXHHYECKHX Huskas OueHb BBICOKAs AKTyanbHast
cpelacTB
OmmOKH MpH 3KCIUTyaTalluy IPOrpaMMHBIX Huskas OueHb BbICOKas AKTyanpHas
CPEICTB
Cooi1, 0TKAa3 TEXHUYECKHX CPEICTB Cpennsis OueHb BbICOKas AKTyanpHas
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[Tponomxenne Tabnuist b.1

1 2 3 4
OT1ka3 000opy10BaHNsl CBSI3U Cpenusis Ouenb AKTyanbpHas
BBICOKas
OOpbIB JIUHUY CBA3H Cpennsisa Ouenp AKTyanbHas
BBICOKas
Cooii, 0TKa3 IPOrPaMMHBIX CPeICTB Cpennsis Ouenp AKTyanbHas
BBICOKas
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Ipunoxkenue B

(obsa3amenvHoe)

ITocTpoenue u UccjieJ0BAHUE MMUTALMOHHOM MO/IEJIU Mepeaayu HHpopMauu

¢ UCII0JIb30BAHHEM NPOrPAMMHOI0 3MYJIATOPA NpPoTokoJaa Modbus

OcoOeHHOCTh KOHTPOJII TEXHHYECKOTO COCTOSIHUS CHCTEMBl MOHHUTOPHHTA
pacnpezieieHHOr0 00beKTa 3aKII0YaeTCsl B TOM, YTO OOJBIIMHCTBO UCKOMBIX MapaMEeTPOB
o cocrossuun ACY omeparop mofydaeT W3 CeTeBOro Tpaduka MpH Iepenade JaHHBIX B
KOpHOpaTUBHOM MHPOpMannMoHHOU cucteme. bonpmmHcTBO coBpemeHHbIx ACY TII s
OpraHM3alyy Iepenadyd  WHpOpMaluMu  Hcrmoib3ytoT  mporokosn  Modbus.  Tlpu
OOHapy)XeHUM WHIUJCHTOB, CBSI3aHHBIX C HEKOPPEKTHOW pabOTOM  MOJIEBOro
o0Opy/nOBaHUSl TakKe B TMEPBYID OYEpeIb aAHATM3UPYIOTCS KOMMYHHKAI[MOHHBIC
IIPOTOKOJIBI, B yacTHOCTH, MOdBUS.

Co0TBETCTBEHHO, ITEpe]l COBPEMEHHBIMU ccTeMaMu KOHTpoutst coctostHusg ACY TII
CTOMUT 3ajjadya OMEpPaTUBHOTO TMOMCKAa M aHanu3a HWHPOPMAIMH O COCTOSIHUH
pacmpeieiecHHOT0 00BeKTa B ceTeBOM Tpaduke Mo JaHHBIM mpotokoia Modbus.
MonenupoBanue TMOAOOHBIX CHCTEM IMIO3BOJISIET HCCIENOBATh MPOLECC TMepeaadu
undopmaruu B ACY TII Ge3 BmeniarenscTBa B paboTy peaibHONW CUCTEMBI.

[enb uccnenoBaHus — MOBBIIIEHUE ONEPATUBHOCTH OOHAPYKEHUSI HEUCIPABHOCTEH
MPOMBIIUIEHHOTO 00OpyAOBaHUS 3a Ccu€r aHamu3a cereBoro Ttpaduka. OOBEKT
UCCIICIOBaHUSI — TPOTOKON mepenaun naHHbix Modbus. Tlpeamer uccnemoBanus —
BO3MOXKHOCTh ~ UCHOJB30BaHWs mporokoina Modbus ans  aHanmms3a  COCTOSTHUS
pacrpenenéHHbIX MPOMBIIIICHHBIX 00bEKTOB. ['unoresa uccnenoBanus — yrenue Modbus-
TpapuKka TMO3BOJSET AHAJIU3UPOBATH COCTOSHUE IPOMBIIUIEHHOTO O00OpPYIOBaHUS U
MPE/ICKa3bIBaTh aBAPUITHBIC CUTYaIUH.

JIjis noCcTHKEHMsI IOCTaBJICHHOM 11e7Ti HEOOXO0AMMO PELIUTh CIEAYIONINE 3aauu:

1) Tlpoananu3upoBaTh CTPYKTYpy Makera mporokoia Modbus.

2) Omnucats npouecc nepenaun kaapa Modbus mo yposusm mozaenu OSI.
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3) Opranu3oBarh IMepenady MAaHHbIX 1o mporokormy Modbus wmexmy nByms
MMUTAIMOHHBIMH MPOTPAMMHBIMU CPEICTBAMU;

4) OtcnenuTh B ceTeBOM Tpaduke 0OMeH TaHHBIMU 110 potokoay Modbus;

5) 3adukcupoBaTh B ceTeBOM Tpaduke OOpPHIB COSAMHEHUS MEXAY yCTPOMCTBAMH,
UCIOJB3YIOIMMH IpoTokon Modbus.

Modbus — kOMMyHHMKAIIMOHHBIH TIPOTOKOJI, OCHOBAaHHBIM Ha apPXUTEKType
BeAyIUii-BeToMbIN (master-slave). Jlns mepenaun gaHHBIX HCMONB3yeT nHTepdercsr RS-
485, RS-422, RS-232, a taxxe FEthernet cetm TCP/IP (mporoxkon Modbus TCP).
Onementsl cetn Modbus B3auMOACHCTBYIOT, HCHOJB3YS KIMEHT-CEPBEPHYIO MOJEIIb,
OCHOBaHHYIO Ha TPaH3aKIHMIX, COCTOSIIMX M3 3ampoca M oTBera. st mepegaun JaHHBIX
Ja JanbHHue paccTosHus 1o ceTsim o Ethernet ucnonssyercst mporokon ModBus TCP [78,
114], npencrapisitonuii coboil crangaptHeii maker ModBus ¢ moOaBiieHreM AaHHBIX
creka TCP/IP (agpeca v mopThl B3aUMOJICHCTBHS U T.11.).

[Iporokon Modbus mnpenmonaraer, 4Yro TOIBKO OJHO BeIyIlIee YCTPOWCTBO
(koHTpoJIIEep) U 10 247 BemoMbix (MOAyJiel BBOJIa-BhIBO/A) MOTYT ObITh OOBEIUHEHBI B
MPOMBINIUICHHYI0 ceTh. OOMEH NaHHBIMU BCErJla WHUIMHUPYETCS BeAylnuM. Bemombie
YCTPOMCTBA HUKOTJAa HE HAYMHAIOT Mepenady AaHHBIX, MOKa HE TMOJydaT 3ampoc OT
Benymero. Takxke BeJOMBbIE YCTPOHCTBA HE MOTYT OOMEHHMBATHCA JAHHBIMHU JAPYT C
apyrom. Anpeca ¢ 1 no 247 sistrotest aapecamu Modbus-yctpoiicTe B cetH, a ¢ 248 1o
255 3apesepBupoBaHbl. Bemyniee yCcTpoMCTBO HE JOHKHO MMETh ajpeca, U B CETH HE
JIOJIKHO OBITh YCTPOMCTB C IByMs aJipecamu.

RTU (remote terminal unit) — ynanéaHoe TepMuHabHOE ycTpoicTBO. Dopmar

kajpa nporokosia Modbus mokazan Ha pucynke B.1.

ADU
Anpec Kona dpyskmmun Jannabie KonTtposbHast cymma
1 GaiuiT 1 Gaur 0...255 Gaiir 2 GauT

RTU

Pucynok B.1 — ®opmar kaapa nporokosa Modbus RTU
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Mopnens OSI| (6a3oBasi 3TaJioHHAsT MOJENIb OTKPBITBIX CHUCTEM) IS MPOTOKOJa

Modbus npeacrasnena B Tabiwmie B.1.

Tabauma B.1 — Moxens OSI nmporokosia Modbus

No ypoBHsa | HazBanue ypoBHs Peanuzanus

7 [TpuknamgHoit Modbus application protocol

6 YpoBeHb IIpeICTaBICHUS Her

5 CeaHcoBbIit Her

4 TpancriopTHbIN Her

3 CereBoit Her

2 KananpHblii (mepegaun JaHHBIX ) [Tporoxon «Benymuii-Benomerity. Pexxumer RTU u
ASCII

1 duznueckuit RS-485 unmu RS-232

PDU (protocol data unit) — simemenT manubix npotokosia; ADU (application data
unit) — aIeMeHT TaHHBIX MPUIOKCHHUS.

[Tone «Angpec» Bcerda (axxe B OTBETaX HAa KOMaHAY, MOCIAHHYIO BEIYIIHMM)
COAEPKUT TOJIBKO aApec BEAOMOIo ycTpoicTBa. biaromaps 3TomMmy Benylilee yCTPOHUCTBO
MMOHUMAET, OT KaKoro ycrpoiictBa mpuiién oteT. [lone «Koa GpyHkium» coodiiaer o ToMm,
KaKO€ JICMCTBUE HYXKHO BBINOJHUTE. B noie «/lanHbpie» Benyliee yCTpOUCTBO YKA3bIBAET
napaMeTphl 3ampoca s BbinosHeHus: QyHkuuu nonst «Kox dyskiun». [lone maHHBIX
MOXKET COJCp)KaTh 3HAYEHUS COCTOSHUSI JTUCKPETHBIX BXOJIOB/BBIXOJIOB, ajpeca
PETUCTPOB, KOJMYECTBO OaWTOB JAHHBIX, CCBHUIKM Ha TIEPEMEHHbBIE, KOJHMYECTBO
MePEMEHHBIX, KOl MOAMYHKIMN U T.1. Eciin BejoMoe yCTpOHCTBO HOPMAJIBHO BBITIOJTHUIIO
MPUHATYIO OT BeAyliero QyHkiuio, To B oTBeTe nosie «Koa GyHKIum COmepKuT Ty Ke
uH(popmauio, 4To U B 3ampoce. B mpoTUBHOM cilydyae BeIOMbI BBIIAET KO OMIMOKU. B
citydae OmmOKY Koj (PyHKITMM B OTBETE paBeH KOAY (YHKIIUU B 3aMPOCE, YBEIMICHHOMY
Ha 128.

Konbl QyHKIuii sSBASIOTCA yMciaMu B auana3zoHe oT 1 jgo 127, npuuéM Koawl B
nuamazoHe oT 65 mo 72 u or 100 o 110 orHOCATCA K 3amaBaeMBIM NOJIL30BATEIEM

¢dbyukiusaM. Koael B quamazone ot 128 mo 255 3ape3epBUpOBaHBI sl IEPECHUIKH KOJIOB
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omn60oKk B oTBeTHOM coobmenuu. Kox 0 He ucnonsiyercs. Koasl ommbOoK UCTIONb3yIOTCS
BEJIOMBIM YCTPONCTBOM, YTOOBI ONpEACNUTh Kakoe ACHCTBHE NPEAIPUHSITH NI HX

00paboTku. YeTblpe BO3MOXKHBIE PEAKIMU BEJIOMOIO YCTPOWCTBA Ha 3alpoC BEAYIIETO

npecTaBieHbl B Tabiuie B.2.

Ta6muma B.2 — Bubl peakiuii BeJoMOro yCTpOKWCTBA Ha 3aMpoC BEYIIETO

3anpoc BeIyIIero

Peaxnusg 1 Peaxmug 2 Peaximsa 3 Peaknusg 4

Bengomoe Benomoe Benomoe ycrpoiictBo | BemoMoe  ycTpoHCTBO — TOJy4daeT
YCTPOUCTBO YCTPOUCTBO HE | [ToJIydaeT 3alpoc, HO B | 3ampoc  0e3 ommOOK, HO HU3-3a
MoJIy4aer MOJIy4aeT 3ampoc | 3ampoce HAXOJATCS | HEKOTOPBIX YCIOBUII HE MOXET €ro
3amnpoc, (0OpBIB  CBSI3U) U | MMOBPEKIEHHBIC obOpaboTtars. B TakoMm ciydae Bemomoe
oOpabaTsiBaeT BeJylIee JaHHble, WJIM  HE | yCTPOICTBO OTBEYAET MpPH IOMOIIA
€ro U | yCTPOUCTBO He | xBaraer Oailt. Takoif | «OTBETAa C  HUCKIIOYEHHUEM» U
BO3BpaIlaer MOJTy4aeT OTBET 3arpoc UTHOPHUPYETCS, | OTChUIAET BEAYIIEMY KOJ| OLITHOKH.
OTBET OTBET HE MOCHLJIACTCS.

B certn ¢ mporokomom Modbus TCP ycrpoiicTBa B3aMMOJCHCTBYIOT IO THITY
KIIMEHT-CEPBEP, T/I€ B KAYECTBE KIMEHTA BBICTYNAET BEAYLIEE YCTPOMCTBO, B KA4€CTBE
cepBepa — Begomoe. OcHoBHOE oTinune, kotopoe HakiaasiBaer TCP/IP na ModBus npu
MX COBMECTHOM HCHOJB30BAHUM — HEMOCPEICTBEHHOE MOAKIIOYEHUE K OMPENCIEHHOMY
aapecy. Ilporoxon TCP/IP yctpoeH mHO NpUHIUIY «KIUEHT-cepBepy». [ins oOMmeHa
JAHHBIMH KJIMEHT OTKPBIBAET CEAHC CBSA3M C CEPBEPOM, YKa3bIBas €ro ajJpec.

[lepexons Ha TepMmuHOIOrMIO IpoToKona ModBus Benyiee ycrpoiicTBo (MacTep) B
TCP-cetn cTaHOBUTCS KJIMEHTOM (T.K. UIMEHHO KJIMEHT SIBIISIETCS MHUIIMATOPOM OOMEHa
JTAHHBIMHU ), @ TIOTYMHEHHOE YCTPOMUCTBO (CIlelB) — cepBepoM. Takum 006pa3oM, AJis TOTO
4TOOBI MepeaTh 3aMpoc NOMYUHEHHOMY ycTporicTBY B TCP-ceTn Mactep N0KEH cHavasa
OTKPBITh CE€aHC CBA3M C HHUM. I[Ipu4éM OTKpBITHME ceaHca pealnM3yeTcs HE Ha YpOBHE
nporokoina ModBus, a Ha ypoHe TCP/IP. [loaTomy Bemyiiee yCTpOMCTBO HE MOMKET
cpenctBamu ModBus mepenmaBath 3ampochl pa3HBIM yCTPOWMCTBaM, TaK e, KaK 3TO
npoucxoaut B ModBus RTU unu ASCIL.

IMpotokonr ModbusTCP (wnmu ModbusTCP/IP) ucnons3yercss s MOIKIFOYCHUS
ycrpoiictB ¢ npotokosiom Modbus k Ethernet nnm cetn Internet. On ucmons3yer Kaapbl

Mudbus RTU na 7-om npuxitagaom ypoBHe mojenu OSI, npoTokossl Ethernet va 1-m u 2-
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M ypoBHsix monemu OSl u TCP/IP Ha 3-m u 4-m ypoBHsix. MoxHO cka3atk, yTo Ethernet
TCP/IP ucrmonb3yercst 1 TpaHCIIOPTHPOBKU MoaudunrpoBanHoro kaagpa Modbus RTU
(Pucynox B.2). Ilpu takoii nepenaue, kaap Modbus RTU He mMeeT mosst KOHTPOJIbHOM
CYMMBI U TIOJISI ajpeca, MOCKOJBKY HCIONb3YeTCs CTaHIapTHAas KOHTPOJIbHAs CyMMa
Ethernet TCP/IP. Takum o0pa3om ToJbKO aBa mojs u3 Oimoka RTU BcTpamBaroTrcs B
Ethernet TCP/IP: «Kox ¢yukiun» u «Jlanusie». Ha pucynke B.2 m3o0paxén dopmar

kajpa nporokosia Modbus TCP.

ADU s Modbus TCP
Wnenmudxarop oOmera| Mnenrudkarop mpotokona | mxa |Wnertiduxarop yetpoiictsa| Kox Gyskiim JlanHbie
1 Gaiir 1 Gaiir 2 baiir 1 Gaiir 1Gaiir | (nepemenHas 1ymiHa)
MBAP PDU

Pucynok B.2 — ®opmar kaapa nporokosia Modbus TCP

MBAP (Modbus application protocol) — npukiagHoii mporokos Modbus

[Tone «MnentudukaTop 0OMeHa» UCHOIb3YyeTCs s UAECHTU(DUKAUU COOOLIEHUS B
citydae, Korna B penenax ogHoro I CP-coenunenus KIMEHT MOChUIaeT CBEPXY HECKOJIBKO
cooOl1eHnt 6e3 OXKHMIaHUsl OTBETa Mocie kaxaoro cooodmenus. [lone «Maentuduxarop
MPOTOKOJa» COJEPKUT HYJIH M 3ape3epBUPOBAHO il Oyaymux mnpumeHeHuit. [lone
«JImrHay yKa3pIBaeT KOJWMYECTBO CIEAyromux 3a HUM OaiitoB. Ilone «aentudukarop
YCTPOWCTBAY HICHTH(DUIIMPYET yIaIEHHBIA CepBep, pacloyioKeHHBIH BHe cetn Ethernet
(marmpumep, B cetu Modbus RTU, xotopas coemnunena c¢ Ethernet ¢ momoripio
mexcereBoro mocta). ADU nmins Modbus TCP BcrpauBaetcst B mosie «JlaHHbIe» (perima
Ethernet u moceimaercs depes TCP-mopr 502, crnenmanbHO 3ape3epBUPOBAHHBIA IS
Modbus TCP.

[Tporiecc mepemaun kagpa Modbus RTU no ypoBusm moxenn OSI gepe3 crek
npotokosioB Ethernet TCP/IP B cerssx ¢ mporokomom Modbus TCP mpencraBieH Ha

pucyHke B.3.
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OTtnpaBurens [Tomy4yareins

SCADA (Modbus Moysib BBIBO/A
RTU) (Modbus RTU)
TCP TCP
IP IP
Ethernet Ethernet
KaHaJILHBIN KaHaJILbHBINA
Ethernet Ethernet
bu3nyecKkuit buzngeckuit

Burtas mapa, ontuueckuii Kabesb

Pucynox B.3 - [Iponecc nepenaun kaapa Modbus RTU no ypoBasim monenu OSI

gepes cTek nporokosos Ethernet TCP/IP B cetsix ¢ mporokomom Modbus TCP

JlJis mMOCTpoeHUs] UMUTAIIMOHHOW MOJENW Tepenadyr MHPOPMAIUH 10 MPOTOKOITY
Modbus TCP ¢ wucmomb30BaHHEM SMYIATOpa, HEOOXOAUMO BEAyIIEe M BEIOMOE
YCTPOWCTBO OOBEAMHHUTH B JIOKAJBHYIO CETh. B pamMKax SKCIEpUMEHTa B KadyeCTBE
BEYIIETO W BEJOMOTO yCcTpoiicTBa BeicTynanun APM-1 u APM-2, umutupyromue padoty
WCIIOJIHUTEIILHOTO MEXaHM3Ma M KOTPOJUIepa B COCTAaBE CHUCTEMBI, MPECTABICHHON Ha
pucynke 11, ¢ momomnisto mporpamMmmbl Modbus TCP/RTU smynsitop. APM-1 BeicTynaet B
pomu Benymero, APM-2 Beictymaer B posu Bemomoro. C momomsio cHuddepa
(mporpammbr Wireshark) mpoBouiicsi MOHUTOPHHT CETEBOTO TpaduKa MEXIY BEIyIIUM U
BEJIOMBIM.

Modbus TCP/RTU »smynstop — mnporpamma, umuTHpylomas padoty Modbus
TCP/RTU Bepombix yctpoiictB. Ha pucynke B.4 mnpencraBineHa skpaHHas ¢opma

nporpammei-amysisitopa Tpadguka Modbus TCP/RTU.
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File Edit Connection Setup Display

D& ™ |20 2w

e

Mbslavel
ID=1:F =03

Alias 00000
10
11
12
13
14

10

5557
12

oo |~w|o n|e|w|nw|m]|e

Pucynox B.4 - Dxpannas popma nporpammbi-amyiaropa Tpaduka Modbus
TCP/RTU

[Tpu MoaenMpoBaHNN KOMaHBI 3aKPBITUS 3aBHKKH TaK K€, KaK U B MPEIBIIYIIEM
AKCIIEPUMEHTE, TTPOU3BOIMIIACH 3alMCh KOMAH/IbI 3aKPBITHS 3aJBUKKUA B OJUH U3 JEBATU
PETHCTPOB YCTPOICTBA, MPEICTABICHHOIO HA pUCYHKe B.5.

[Ipu ananuse gaHHBIX ceTeBOro Tpaduka Ha pucyHke 17 B mepBoi CTpoke BUJIEH
3anpoc Ha 3amuch B peructp (Func: 6) Begomoro (192.168.0.221) ycrpoiictBa. Bropas
ctpoka - oTBeT OT Bemomoro (192.168.0.221) nns Bemymero (192.168.0.164) 06
YCHENIHOW 3aliCH 3HAYECHUSI B PETUCTP. TpeThsi CTPOKA - 3alMpoc HAa UYTEHHUE PETUCTPOB
(Func: 3) Bexymiero ycrpoiictBa (192.168.0.164) y Bemomoro (192.168.0.221). 3a HuMm -
oTBeT OoT Beaomoro (192.168.0.221) nns Beaymiero (192.168.0.164).

37 7.066894 192.168.0.164 192.165.8.221 Modbus/TCP 66 Query: Trans:  13; Unit: 1, Func:  6: Write Single Register
38 7.068716 192.168.0.221 192.168.0.164 Modbus/TCP 66 Response: Trans:  13; Unit: 1, Func:  6: Write Single Register
42 7.627689 192.168.0.164 192.168.8.221 Modbus/TCP 66 Query: Trans:  14; Unit: 1, Func:  3: Read Holding Registers
43 7.629439 192.168.0.221 192.168.0.164 Modbus/TCP 83 Response: Trans:  14; Unit: 1, Func:  3: Read Holding Registers

Pucynox B.5 — Dkpannas hoopma naHHBIX ceTeBOro Tpaduka mpu 3amiucu

uH(pOpMAaIUU B PETUCTP
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[Ipu neranpHOM aHanm3e makera ¢ ¢yHkiueil 3amucu (Func: 6) oT Bemymiero
(192.168.0.164) Benomomy (192.168.0.221), MOXHO OHpEAEHUTH COAEPKUMOE TMOJIEH
ADU Modbus TCP. Ha pucynke B.6 mnpezacraBiieHo comepkuMoe Mmakera ¢ (pyHKuuen

sarmcun (Write Single Register) perucrpa.

¥ Modbus/TCP
Transaction Identifier: 13
Protocol Identifier: @

Length: &
Unit Identifier: 1
¥ Modbus

.888 8118 = Function Code: Write Single Register (6)
Reference Number: @
Data: BBBa

Pucynox B.6 — Conepkumoe naketa ¢ GyHKIIUEH 3amucu

Ha pucynke BugHa ¢ynkius 3amucu (Write Single Register) B peructp ¢ HoMepom
0 (Reference Number), 3amuceiBaemoe 3naucuue (Data) - 0a. B oTBer Ha mom0OHBIN
3aIIpoC BEIOMOE YCTPOWCTBO OTIIPABIIACT MAKET, TAKIKE COACPIKAIINN B OTBETE (DYHKIIHIO
sanucu (Func: 6). Conmepxumoe makeTa-oTBeTa Ha (YHKIMIO 3allUCHU TMPEACTaBICHO Ha

pucyske B.7.
¥ Modbus/TCP

Transaction Identifier: 13
Protocol Identifier: @

Length: 6
Unit Identifier: 1
¥ Modbus

888 8118 = Function Code: Write Single Register (&)
[Reguest Frame: 37]

Reference Number: @

Data: B@6ea

Pucynox B.7 — Conep:xkumoe nmakeTa-oTBeTa Ha (PYHKIIUIO 3aKUCH
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[Tocne Toro, kak ObUIa MPOBEACHA 3aMUCh B PETUCTP, BBHIMOJHWICS 3alPOC YTCHUS
(Func: 3) peructpoB BEIOMOro YCTPOWCTBA, MOCIC 4Yero ObLI 3apHMKCHUpOBAaH OTBET Ha
3anpoc uyTeHusi peructpoB. CopepKMMoe MakeTa OTBETa Ha 3alpoCc YTEHUS PETHCTPOB

npeJicTaBiIeHo Ha pucyHke B.8.

¥ Modbus/TCP
Transaction Identifier: 14
Protocol Identifier: @

Length: 23
Unit Identifier: 1
¥ Modbus

888 8811 = Function Code: Read Holding Registers (3)
[Request Frame: 42]
EByte Count: 28
¥ Register @ (UINT1G): 1@
Register Number: @

Register Value (UINT16): 1@
Register 1 (UINT1G): @
Register 2 (UINT1G): @
Register 3 (UINT1G): @
Register 4 (UINT1G): @
Register 5 (UINT1E): @
Register & (UINT1G): @
Register 7 (UINT16): @
Register 8 (UINT1G): @

Pucynox B.8 — Conmepkrmoe makeTa OTBETa Ha 3alpoC YTCHHS PETHUCTPOB

Ha pucynke BuaHo, uto 3HaueHue peructpa 0 (Register Value) pasao 10 (0a — B
[IECTHA[ATEPUYHON CUCTEME HCUUCIICHUS).

[Ipu mpoBepke >KypHaja COOBITUH BEAYIIErO YCTPOWMCTBA, y/ajoCh YCTAHOBHTH
COOTBETCTBHE IepeaBaeMoro Tpaduka u 3amuced B Jor-dain. PesynapTaT 3amucu u
MOCJIEAYIOIIEr0 YTEHUS PErucTPOB B JKypHAJ BEIYIIEro YCTPOMCTBA MpEACTaBlieH Ha
pucynke B.9. Jlor-¢aiin cogepxut ganHbie 0 mpuHUMaeMbIx nakerax (Rx - Receive Data)

u otnpasisieMbix naketax (TX - Transmit Data) nanubre.
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Tx:000026-00 D €0 B0 0@ @6 Bl Oc @ €0 B8O BA
Rx:080827-00 2D 20 02 298 86 Bl 86 B0 00 Bg BA
Tx:000828-00 PE 20 60 0@ @6 Bl 83 B8 00 Be B8A
Rx:0800829-60 BE €0 60 Be 17 81 83 14 06 6A 00 P00 €0 60 00 @0 B0 00 60 0O 68 20 Pe 60 Be o6 eo e

T | |
o K
Ha

Hopsiako-  Homep O% | Conepxnmoe Conepxumoe 1-9 perrcTpos
BbIIl HOMEp TpaH3aK- byHK | 0-r0 perucrpa
3aIMcH B 815078 jaszest
SKypHa HNneatn WMnentu- KommuectBo
¢uxarop dukarop OaiiToB
OPOTOKO YCTpOIic
na TBa

Pucynok B.9 — Jlannsie jor-aiina Beaymero ycTpoucTBa IpH 3amucy 1

IMOCJICAYIOIICTO YTCHUA 3HAYCHUH PETUCTPOB B JKYPHAJI

CrneayroluM MIaroM cTajla MMUTalus pa3pbiBa coeqnuHeHns Mexxay APM-1 u APM-
2 (umutaums oOpbIBa Kabensi WM BbIXOJA U3 CTpost 00opynoBaHus). PesymbraT
3a(UKCUpPOBaH B KypHaje COOBITHI BEIYIIEr0 YCTPOMCTBA M MPEICTABIEH HA PUCYHKE

B.10.

Tx:2008384-20 2D 22 88 20 86 81 82 8P 88 08 BA
Tx:8808385-80 2ZE 80 88 80 86 B8l 82 80 88 8. BA
Tx:200886-20 2F 22 828 22 8t 81 82 80 28 0g aA
Tx:200837 -0 28 00 88 00 86 8l 82 80 208 0. BA
Tx:B880888-80 31 20 88 a0 1 82 298 88 88 8A

\ T \

IMTopssako- Howmep JlnuHa Kon KommuecTrBO
BbII1 HOMEP TpaH3aK- byHK CJIOB
3aIIMCH B I At Z85l
SKypHaI Nneatu HMnentun- CcChbUIOYHBIA
¢dpukarop dpukarop HOMEDP
IPOTOKO YCTPOIC
JIa TBa

Pucynox B.10 — Jlanasie mor-(aiina Beaymero yCTpoucTBa Mpy pa3pbiBe

COCIMHCHUA

Ha pucyHke BHIHO, 4TO BeIyllee€ YCTPOMCTBO OTCHUIAET BEAOMOMY 3aIlpoc Ha
YTEHHUE PETUCTPOB, HO HE MOJy4aeT OTBETOB.

bonee moapoOHO pe3ynbTaThl AKCIEPUMEHTOB 1O OOHAPYKEHHIO aHOMAJUW B
CUCTEME MOHHUTOPUHTA TEXHUYECKOTO COCTOSIHHS TIPOTSIKECHHOTO TMPOMBIILICHHOTO
00BEKTa M0 TaHHBIM CETEBOTO TpaduKa, MPOBEICHHBIX Ha 0a3e pa3paboTaHHBIX MOENeH
Y TIPOTPAMMHBIX CPEJICTB, MPEACTABICHBI B ITyHKTE 3.2.

OCHOBHBIMHM JOCTOMHCTBaMU MpoTokosia ModBus mpu uCIonb30BaHUU €ro JUis
ananmu3a B ceTsx TCP/IP sBasitoTcst mpocToTa peaau3aiyu, J0CTYITHOCTh HHPOPMAILIUU O
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paboTe mpoToKkona, Onarogaps TMOAJNEPKKH TPOTOKONA OOJBIIMHCTBOM YCTPOWCTB,
npumensieMbix npu noctpoenun ACY TII, Bbeicokas HaAEXHOCTh U JTOCTOBEPHOCTH NpHU
nepenaye JaHHbIX.

[locTpoeHHass MMHTALMOHHAS MOJEIb IMPOAEMOHCTPUPOBAIA  BO3MOXKHOCTh
nepenaud  uMHGOpMaUMM [0 MPOTOKOIY Modbus 0e3  HCIOIb30BaHMS
CHELMATIM3UPOBAHHOIO O00OPYJOBaHUS U II03BOJMIIA CMOJEIUPOBATH OOMEH MEXAy
BEAYIIMM ¥ BEIOMBIM YCTpoiicTBamu 1o mpotokoiny Modbus mpu BO3HHKHOBEHUM
aHOMAaJIbHBIX CHUTyaluil 0Oe3 BMelIaTeNbCcTBA B pabOTy peaJbHOM NPOMBIIUIEHHOM
cucTtembl. bpin 3apuKcpoBaHbl KOMaHbI YTCHUSI U 3aIMCU B peructpax. Takxe yaanoch

3a(pUKCHPOBATh B CETEBOM Tpa(UKe pa3pbiB COCIUHEHUS MEKY IByMs YCTPOUCTBAMH.
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CocraB

dhyHKIUH

Ipunoxkenue I

(cnpaeounoe)

®yuknun gucnerdepa ACY TII

AUCIICTYCPA 151 CHCTCMBI

TEXHOJIOTUYECKOM YPOBHE NpejcTaBieH B Tadnuue I'.1.

VIOpaBJICHUS  Ha

BCPXHCM

Tabmuma I'.1 — CocraB ¢yHKUMH AucrieTdepa W CUCTEMBl YIPABJICHHS Ha BEPXHEM

TCXHOJIOTHUYCCKOM YPOBHC

Pexum n PEriIaMCHT

paboToii

IMPpOU3BOJACTBA

[Tprem nHPOPMAITH OT CUCTEM HIDKHETO

YPOBHS

O6paboTka 1 npezcTaBieHne HHGpopmaluu o padore
TEXHOJOTUYECKOTO 000PY10BAHUSL.

DopMHUpOBaHUE U BbIJIa4a YYETHBIX U OTYETHBIX
NTOKYMEHTOB.

[TpoTokonupoBaHue COOBITUH.

HaumeHnoBanue
[Tepeuensb GyHKIIMOHATBHBIX 33124 BEINIOJIHEHUS
byHKIIUU
byHKIUH
YrpasieHue Brigaua pexXxUMHBIX 3aJJaHUN [lo nHNIIMaTHBE
MPOU3BOJACTBOM nycreTyepa
KonTpous 3a Orpoc CUCTEM CPETHEr0 YPOBHS IABTOMaTHUYECKUI

IABTOMaTU3UPOBAHHbII

IABTOMaTHYECKU I

3aimura uH-
dbopMmaiuu ot
HECAHKIIMOHUPOBAH

HOT'O JIOCTyTa

Peructpanus 1ucneT4epcKoro nepcoHaia
10 JMYHOMY HOMEPY U MAPOJIIO.
IIpoBepka perucTpaluu rnepcoHasna nepes
BbI1aueil UH(QOpPMAaLMK 1 BBINIOJTHEHUEM

NTUPEKTHUB YIIPaBJICHUS.

ABTOMaTUYECKAH

Benenue
TEXHOJIOTUUECKON

0a3bl JaHHBIX

KoppekTrpoBka 1 00HOBJIEHHE HHPOPMALIUU B 0a3e
TAHHBIX.
[Touck nadopmanuu B 6a3e TaHHBIX

Benenue apxuBa TeXHOJOTH4YeCKol HH(OpMaLIUU

IABTOMaTHYECKHH, C
OOHOBIIEHUEM
nHpopManuy Mo Mepe

MOCTYIIJIICHUA
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Cocrasn

bynkiuii  gucneryepa u  koHTposuiepoB  BKOC

TEXHOJOTMYECKOM ypOBHE NMpuBeAEH B Tabnue .2

Ha CpeIHeM

Tabmuma .2 — CocrtaB ¢ysknmii mucnetuepa u koHTposiepoB BKOC Ha cpemgnem

TCXHOJOTHUYCCKOM YPOBHC

DopMHUpPOBAaHKE U BblJa4a YIPABISIOUUX CUTHAJIOB Ha
[pETYJIMPYIOIIUE YCTPOUCTBA.

[loanepxaHue peKUMHBIX TAPAMETPOB B 3aJaHHBIX
TEXHOJIOTHYCCKUX I'PaHUIaX (HO COOTBECTCTBYIOIIINM

QITOPUTMAM).

Pexum n
HaumenoBanue pernaMeHTt
[lepeuens HyHKIMOHATBHBIX 33124
GbyHKINN BBITIOJIHEHUS
byHKIUH
1 2 3

YnpasieHue Yupasinenne UM no komanzam ot oneparopa. ABTOMaTU3UPOBaH
TEXHOJIOTMYCKUM [Tprem u 06paboTKa yCTAaHOBOK M YIPABIISIFOIINX HBI, 110
000pyZ0BaHUEM CUTHAJIOB JUIsl UCTIOJIHUTENbHBIX MEXaHU3MOB. komanaam ¢ APM
M3mepenue u [lepronueckuil ONpOC TaTYMKOB, XapAKTEPU3YIOLIUX ABTOMaTHYECKUH,
CUTHAJIN3aLus [10JI0’KEHNE UCTIOJHUTEIbHBIX MEXaHU3MOB, JTaTYMKOB B PEKUME
TEXHOJIOTMYECKUX  [CHTHAJIM3ALMY NIPEJCIIbHBIX 3HAYCHUN [TapaMEeTPOB. [pE€aIbHOTO
1apaMeTpoB U [Ileproaruecknii OpoC JaTYUKOB ISl U3MEPEHUS IapaMETPOB. [BPEMEHU
[TOJIOKEHU [lepenaya o 3anpocy 1100 MHUIIMATHBHO-aHAJIOTOBBIX U
VICIIOJIHUTENIBHBIX  [MUCKPETHBIX CUTHAJIOB O TEKYIIUX 3HAUYEHUSAX U3MEPSIEMBIX U
MEXaHU3MOB KOHTPOJINPYEMBIX IIaPAMETPOB, COCTOSTHUM MCIIOJHUTEIbHBIX

MEXaHU3MOB.

[lepenada cUTHANIOB O IPENEIBHBIX 3HAYCHUAX

TEXHOJIOTUYECKUX MapaMeTPOB U CpadaTbIBAaHUAX

VICITOJTHUTEJIBHBIX MEXaHU3MOB.
Perynuposanue CpaBHEHUE TEKYIIUX 3HAYEHUI PEXXUMHBIX IAPAMETPOB, C ABTOMaTHYECKUH,
[PEXKUMHBIX 3aJJaHHBIMHA YCTaHOBKAMM. B pEXKUME
TeXHOJIOTMYeCKuX  [Pacuer ynpaBiromuX BO3JACUCTBUI Ha PETyIUPYIOLIUE pEaIbHOTO
mapamMeTpoB YCTpOICTBA. BpPEMEHU
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[Tpomomkenue Tadbmmmpl .2

1 2 3 4
4. |ABapuiiHas BoisiBiieHHE aBapuiHOW CUTYallMK TTPU OCTYIUICHUH ABTOMAaTUYECKHU
3alIiTa TEXHO- |[MH(OpPMAIMK OT JAaTYMKOB aBAPUHHON CHUTHAIN3AIUH T10 I, B PSKUME

IIOTUYECKOTO aHaTN3y HHPOPMAIMK OT JATYMKOB CUTHAIM3ALUH MPEEIbHBIX [peaIbHOT0
00Opy/nOBaHUs. [BHAYCHUI ApaMETPOB U MOJIOKEHUN UCTIOTHUTEIbHBIX BPEMEHU
MEXaHU3MOB.

Brinaua onepatopy CBETOBOM, 3BYKOBOUM CUTHAIU3ALUU.
OTpaboTKa KOMaH] aBapUIHON 3aIIUTHI (110

COOTBETCTBYIOILIEMY QJITOPUTMY).

B aBromMatmueckoM pexuMe (HWKHMM u cpenHuid  ypoBeHb ACY TII)
BBIIIOJIHSFOTCS:

— cbop u mnepBuyHas 0O0pabOoTKa HH(OpPMALMK C JAATYUKOB, PETYIUPOBAHUE
pPEXKUMOB  pabOThl  TEXHOJIOTMYECKOTO OOOpYAOBAaHUSA C  LEIbI0  MOJAJIEPIKaHUsA
ONTHUMAJIBHBIX TAPAMETPOB TEXHOJIOTHYECKOTO POLIECCa;

— W3BECTUTENbHAS, NPEeIyNpeIUTeIbHas U aBapHuilHas CUTHAJIM3AIUs, PErucTpanus
OTKJIOHEHHH [TapaMEeTPOB OT PETIAMEHTHBIX HOPM;

— 3aIl[MTa TEXHOJOTMYECKOTO Mpoliecca U 000py10BaAHUS;

— (hopMHUpOBaHME U MEYaTh KypHaIa aBapUHHBIX U TEXHOJIOTMUECKUX COOOIIECHUMN
(KATC);

— apXMBHpPOBaHKE MH(OPMAIMU O XOJI€ TEXHOJOTUYECKOIO Mpoliecca U COCTOSIHUU
000py10BaHUS;

— (opMHpOBaHKE BUJICOKAIPOB U OTYETHBIX TOKYMEHTOB;

— BeneHue 0a3bl JaHHBIX.

BpemenHble XapakTepUCTUKU BBINOJIHEHHUS OCHOBHBIX (DYHKIMHA  CHCTEMBI

npuBeeHbI B Tabmume [7.3.
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Tabnuma I'.3 — BpeMeHHbIe XapaKTEepUCTUKHU BBIMOJTHEHNS OCHOBHBIX (DYHKIIUN CHCTEMBI

Haumenosaunue ITeproau4HOCTH

1. Coop unpopMaIuu ¢ aHaJOTOBBIX U JHC- He 6onee 1c

KPETHBIX JATYNKOB.

2. PydHoii BBOA nHGOpMAIIUU [To Mepe HeOOXOIMMOCTH

3. O6paboTka nHpOPMAIIUU U OTIPEICTICHUE C nepuoMYHOCTHIO OMpOoca

3HAYEHUM [TapaMETPOB 110 U3MEPEHHBIM

CUTHaJaM
4. IHaTerprpoBaHue pacxo10B MPOJIYKTOB CwmeHa, CyTKH, MeCII

S. IlpenynpeaurensHas U aBapuiiHasi CUTHA- C nepuoauyHOCTBIO ONPOCa MPH OT-
NA3alKs OTKJIOHEHUH [1apaMeTpoB OT KJIOHEHUSX OT PErJIaMEHTHBIX HOPM

PETIAaMCHTHBIX HOPM

6. [IpencraBienue nHpopmau o xoae [To 3ampocy, ¢ nepuooM
TEXHOJOTUYECKOTO MPOIIECCa U COCTOSTHUU oOHOBIIEHUS HE Oosee 2 c.
000py10BaHUS

/. DOpMHUPOBAHUE U BBIBOJI ONIEPATUBHBIX U [1o 3ampocy 1100 B 3aJJaHHOE BpeMsi

OTYCTHBIX JOKYMCHTOB

8. PerynupoBanue HenpeppIBHO, BbIja4ya YIPaBIISIIOIINAX

CUT'HAJIOB OIIPCACIIACTCA IICPHOJOM

ornpoca
0. JINCTaHIIMOHHOE YIIPABJICHUE [To Mepe HeOOXO0IMMOCTH
10. 3amura TeXHOTOTUYECKOTO 000PY10BaHUS [Ipy OTKIOHEHHSX TApaMETPOB OT

PCTIaMCHTHBIX HOPM. PeaKHHﬂ
CHCTCMBI 3alllUThI HA aBapHﬁHOC

coctossHue He OoJiee 0,1c.
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B cucreme npegycMOTpeHbl CBOJKH COOBITMHA M aKTUBHBIX TPEBOT, B CHUCTEME
IPESYyCMOTPEHBI Cielyrolue paboune naHemu:

- maHenu obmiero o030pa - MpeAHa3HaueHbl Ui KOHTPOJd 3a paboToil Bcero
IPOU3BOJICTBA U IS IOJTY4YEHHUsI OBICTPOTrO AOCTYIA K O0Jiee MoAPOOHBIM aHETSIM;

- MHEMOCXEMbl - MPEACTABIAIOT cOo00M  rpaduueckue  U300pax]eHUs
TEXHOJOIMYECKUX OJ0KoB M obopynoBanus, cpeacts KUII, oroOpaxkaror cTpykTypy
AITOPUTMOB YIIPABJICHUS U UX COCTOSIHUE;

- TaHeIu HACTPOMKU — TMPEAOCTaBISIIOT AOCTYN JJsi KOHTPOJS W H3MEHEHHUS
HaCTPOEYHBIX MMapaMETPOB KOHKPETHON MO3ULINN;

- TaHEJIW CHUTHAJOB TPEBOI'M - OTPAXalOT B XPOHOJOTHMYECKOM TMOPSJIKE
cpabaTbIBaHUS TEXHOJIOIMUECKON CUTHAIM3AIMM B X0JI€ IIPOLEcCa;

- IAHEJIM TPEHIOB - IPETYCMOTPEHBI 2 BUJIa OTOOPaKEHUS TPEHOB: TAaHENb

CIIMCKA TPEHAOB CHUCTEMBI, IAHENIb OJUHOYHOTO TPEH/IA.

OmnepaTopy-TeXHOJIOTY IMPEJOCTaBIEHbI IPOCTHIE U €CTECTBEHHBIE CIIOCOOBI BHI30BA
Y BBOJIA JAHHBIX JJI PA3IUYHbIX [aHEJICH:

- BBI30B U3 MHEMOCXEMBI 10 YCIIOBHOMY H300paKEHUIO;

- BBIOOp U3 MEHIO;

- BBOJ JAHHBIX Y€PE3 COOTBETCTBYIONIYIO 30HY Ha SKpaHE.
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Hpunoxenune /1

(pekomenoyemoe)

doToMaTepua UCCIACA0BAHMUSA

Pucynok /.2 — ®oTto Tpanmen no 3aBepuiennu npokiaaaku BOJIC ACY TII
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Pucynok /1.3 — ®oT0 BeICTynarouiero u3-noj 3emin ontuueckoro kaoens ACY TII:

riryOuHa npokiaaky kademns menee 10 cm (Tpebyemas riryouna 1.2 m)

Pucynok /[.4 — ®oto coenunutensuoit My el BOJIC Ha moBepxHOCTH 3eMITU
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L T e WSIELSN,

Pucynok /1.6 — ®oto BBoaa JIDII, nuraromux BKOC
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Pucynok /1.7 — ®oto onopsl JIDII npu nogsone k BKOC

Pucynok /1.8 — ®oto omop JIDII, nuraromux BKOC
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Pucynok /1.9 — ®oTo MOOUIBLHOTO Cpe/icTBa BUACOMOHUTOpHHTA yrpo3 b

POMBITIICHHBIX 00BEKTOB (KBaapokomnTep Parrot Bebop Drone 2)

Pucynox /.10 — ®oto npomnecca BugeoMonuTopunra yrpo3 b na BKOC
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Pucynox /.11 — Kaap aspocremku 00bexkToB ACY TII (kabenpHOTO KOJIOI1IA)

Pucynox J1.12 — Kaap aspocwemkn 00bekToB ACY TIT (BKOC)
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